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1. AAA 9
AAA AULNEIITICATION. ... etevteteetetetieteetet et ettt ettt st e et ee b et et et e et esees e et essesees e sessenees e seseese s enses et ensenees e et ensesees e senees e s enseseesemsesteseesenseseesensentes e et enseseesessene et e senseneeseseneenenneneen 9
OGN AUENEIEICALION. ...ttt ettt ettt ettt et et ettt es e e st esessesees e se s es e et ensensesessenses e s e senees et enses e ese et enees e s e s s en e et e et enees e esensesees e sensen et enseneeseaseneeseasenseneesesensene 10
TP NP LO@IN AULREITICATION. ...ttt ettt ettt ettt b ettt eb ettt e s e et e s et s e b e st e e ebe st a e e s ebea e et e s es £ s et es et s eseae e s eben e s eb e b et e b e s es e s et en et ebesentseebeneasesebeneetesenesene 11
enable authentication .
SNOW Q88 AULNEINTICATION. ... vttt sttt ettt e et et et et eete st e st ese et enseseeseesesees e sessen e et et esses e esenses e e s et enses e et enteseeseasenees e esensen e aseesensenees et enees e senteneesensensesessennesenne 13
SIOW INE LISES....veuviuietietietetiete ettt ettt ettt e te et et et e ete s e st eteesesseseese st ess et eebessesees e sessessesassese et easessesseseasesseseesasses e s essessese s essessese s ese et e b essenseb e b enbeseesenseneebe et enseseetensesnareas
tacacs default-config. .
BACACS HOSL....eteutetetieteeteee etttk t et et e st e st et e st et e e s e s e st et e b e st eneesen s e Rt e Rt eR e Rt es ek en s en e eR e ek en s e Rt R e s eneeR ek en s en e eAententeR e s e At en ek en b enteR et en b e Rt e R et entese b et ene et e senteneesennan
SHOW tACACS AETAULT-COMTIG. ...ttt ettt ettt et s et b bt eb e st e b e bt et esea s et e s et e b et ea e e e eben et e b ebea e et esem et et ene b ebesent st ebeneaseseseaeetenenenee 16
show tacacs............eeee.. .17

show default-config .
radius host.........eeerennenee .18

show radius default-config. .19
SHOW TAAIUS. ...ttt ettt ettt et b et s et s bt s e bt s e bt b s et et e b sttt at s e e b s ot et e bt e b s et et bt ehca et b st s e bttt bt et be sttt ese e s s ene e 20
2. ACL 20
TTIAC ACLe. ettt ettt b et a bkt e bRt h et e bkt e ekt A ekt e bRt e h Rt e b s et Eeh RS h ekt R e b sttt a et bkt a et eh sttt b et et be sttt eae et 20
permit (MAC) .21
deny (MAC)... .22
ip acl........... .24
permit (IP).. .24
deny (IP).. 26
ipv6 acl....... 28

permit (IPv6)..

deny (IPv6).... .30
bind acl.... .32
show acl............. .32
SNOW ACT ULILIZATION. ......cveviteeietieteeeettet ettt ettt ettt et e e st ete e s eteetesbesseseesase et aese s esees e sessessesassesses e s essesa et essesseseesasses e b e s esseseesessessesassesses e s essessesessenseseesanseseasessensesesennens 33
3. Administration 33
COMTIUIE. ...ttt ettt ettt ettt s s et e st b et et e e eb e s en s et ebea et e s es s et esen et e s eateaebesea e eEebea e et e s es et e b esen e s esea e e e ebesea s e e eben et eseseas et esen e s et eae et ebeseatesebenebeseseseteneneas 33
CLEAT AIP....euveuietiienietiete et ett ettt et e st e st et et e st et e sesee st sae s es et easeneeseesenseseesessenees et ensenees e s e st eaees e s en e eE e AR en s e Rt esea s en e eR e eR e At eR ek ensen e en e eA e st eR e Rese Rt eR e b en s e Rt et et e st eneese s enee s e benteneeren 34
clear service ...34
enable...... .35

end.... .35
exit.... .36
history.. 37
TLOSEIAINIC. ...ttt ettt ettt et et et e st et e s s e st esesaes e et e es e s enees et en s enees e s es e es e s en s e st ek enseneeReesenteR e R et e Rt eR e ke st en e eR et en e eR e b ensen e ek et ent e Rt es et e st et e sentes e tenseneesenan 38
EEITACE ... vttt ettt ettt ettt et e st et e et et ese et e ebesseteeae s ese et e s esseseesaasesseseesassese et e st enseseesesseseseeses s et e beasess et e s esseAe s easese ek e seaseseeseasessebeesenseseebesenseseebenseseeseeseseeseane 38

IPVO QUEOCONTIZ. ¢ttt ettt ettt ettt ettt st ebe et et e b e et eses e et esea e s eseaeeeebesea e eseben et esesea e et esen et et eaeeeebesea e eeeben et eses e e et e s en et ebes et ebeseateeeben et ebe b et et esen et ebeneneeseseneee 42
ipv6 address

ENIADIE PASSWOTA. ...ttt ettt ettt et ettt et e s e et e s et b et ea e s e ebemeaeeses et s e s ea e s e b e aeae e s e Ao et ee e b e st eh e s et E e s e A s ek e Rt £ b ek ea e et e b e R et e A e b ea ek hen et et e st e bt ene et ebenentesebenen 48
exec-timeout......
password-thresh.

show arp.....
show cpu utilization.
show history..........

show info....

show ip dhcp..
show ip dns....

show ipv6 dhcp..
show line...............

SHOW IICITIOTY SEATISTICS. c... . vevteuetetesetetet et tetea et etes e tetes et seebes et et eb et et esesea s et es et ebeseaeseebeaeaseses et et esen e s et es et s eseaeeeebeneateseseae et eses et et esen e b et em e et ebeneaseseb et et esencsetese st seseneee 58
show privilege
SHOW USEITIAIMIC. ...ttt ettt ettt ettt et et e et ete s et et et e st et ehesea e esesea e et ebes e s et eseaeebesea e s ebeneases et ea e et e s enea s et esea et esee et ebes et eseseae et ehenea s et es e et esentasebe s et ebenene et ebeneasetenenenas 59
SHOW USEIS. ...ttt ettt ettt et st be bt eeb e st eseb et et eses et et em et ebeseae e s ebeseatesesea e et e s ea e s eEee et ebesea e eEehenea s ebeh et b e s en et eEen et b e R e At e A e b e st e b e b et et e s en et et e st et ebes et et et et tetene
show version..
SILEIIE-EIITIC. ...ttt ettt ettt b bt b et a bt a b sttt bttt es et s e b sttt ek ot e b st e bttt h et e b bR ekt h sttt b et h et st b sttt eb et a bt naenes
SYSEEITL THAIMIC. ... eteueeteteneetetesetetes et eteses et eteaeatebeseaeseebeneateses e e etesen e s esentaeebeseaeeeeben et eseseae et esen e s et em et ebeseateeebentateseseas et e s en et eseaeeeebesen e esebene s e s es et eaesen e s esene et ebenen s et ebenenan
SYSTEIML COMTACE. ... cututeteat et ettt ettt ettt st et st e b e sb et eb e et et es e eaese et ebeeb e s s e st eb et eatea e eb e et e st eb e b e e e st eb oot em e eh e saea e eh e eb et en e es e et emtea e ea e et e st eb e b et es e eb et eaeeh e sa et es e ebe s b et ebe et et e st eaesaeneebene 62
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SYSEEITL LOCALION. ...ttt ettt ettt b ettt st et e s ea s et ea e et e b e s ea e et eben et e s es e s et e s et s et ea e eaebesea e esebea e et e s esE s et esen e b eseae et eben e s eb e s et et e s en e s et en et eb et entesebene s esebeeetenenetene 63
terminal length... .

USEITIAINIC ... e veeentetetenteteueseaseseaeteseseaeseebeseaseaese st et eses et et eae e seseatseebestatesehea e et eses et et st et b eat s e b s ta e e e e b et e s e b e s et et eae et e s e ot s e e b s et ee e b e st s e b sttt he etk ea et b sttt b et es s et et nen 64
4. Authentication Manager 65
AUEREIIICATION. ...ttt ettt ettt et et b bttt ea e e b bt s e b st e s b et et e b st eb st e b b et s e b st e a bt e b bRtk R et b ekttt b sttt b et et b ettt eae e nenean 65
AULNENTICATION (INEETTACE).....c.eetiteieiietitetei ettt ettt ee et e s et e st e e st et esbeseesesseseesees e sene ettt enses e as e s es e es e sensene et et en s eseesesses e es e s e st es et en s esees e et ene et e senseneesenseneenessensenes 66
AULNENTICAtION IMAC TAIUS. ...ttt ettt ettt ettt ettt ettt e b e s e et eh e et e s ea e e e b e s et es et e et et ebes e e ehesen et esee e eeebesen e eseben et e b esea s et ebenea s et eae et besen e et ebenenseseseneaaenan 67

authentication mac local
authentication guest-vlan
authentication GUEST-VIAN (INEEITACE). .......cueueuirieteiiirtete ettt ettt ettt e bttt h et et e s es et et e st et ebesea e eeeben et eses e e et e s en et ebes e e ebeseaeeeeben e s ebe b et et esen e s et eneneeseseneaes 69
authentication host-mode..............
authentication max-hosts.
authentication method..
authentication order.........
authentication port-control............ .72
authentication radius-attributes vlan.
authentication reauth.....................
authentication timer inactive..
authentication timer quiet...

authentication timer reauth............... 76
authentication web max-login-attempts... 77
ClEar AULNENTICALION SESSIONS. ... c.eeueuiuirtetiuietetetttetet et et ea et eteseaceteteaeetebes e e etesene s et eseae et esene et esemeasesesea e et esea et esemeas et esea e et ebeneeeebesea s et esen et eses et ebesent s ebe st et ebeseneetebeneasesenenee 77
O LXKtttk s e h e h bt E bRt ek e e e ekt e bt h bR bR sk a et b ket e e bRt a bRt b b sttt be s b et s b sttt b et a et enenen
dotlx guest-vlan

O LX IMIAX Tt venetetenttetes ettt et s e et ete st et e b e s et et es e et esen et eses e s ebesen et eben e s eseseaeeeesen e s eeem e aeeheseaeesebeme s ehesemeeeehen et et es e e ebesen e esebea et ehesea e e A e b e st et en et et et en b et ebe st b ebes et etenen
QOTTX POTE-COMEIOL. ... e.tevetietitetiete ettt ettt ettt et et et et e teste st esessesees e st enees e s ensenees et eseeseesasses e et et ensese et emseseesessenees e s ensentes e s entesees e s es e et ensenteneesenseseese st eneeseesenseneenensenes 80
dot1x reauth

AOtIX tIMEOUL TEAUTN-PEITOM. ...ttt ettt ettt et b et st e b e st e b es e et esea e s eseaeeaebesea e eeeben et eses s et e s ea e s et ea e et ebesea s e s eb et b eses e s et esentesesenteaebeneneesesens 81
AOtTX tIMEOUL QUICE-PEIIOW. ....e.veueetieiiteiieteetetet ettt ettt et et s et ettt e s e st eseeseseesees e aesees e s ensese et enseseeseesenees et ensenees e et essesees et enees et enseneesensenseseesenseneesensentene et enseneesesseneesen 82
dot1x timeout server-timeout.. .
AOTIX tIMEOUL SUPP-LIITICOUL. ... eeeteieniteteuiteteteacetetes et tet et e teses et ete st e esebeseesebes s eses e et eseneasebes e et es et ea et ebesea e et esen et et ee e aeebesen e esebea et ebesea s et esen et esent et ebesent et ebeneteseseneeaenan 84
AOLTX HIMEOUL EX-PEITOM. 1. e.eveevitenietieteetetiet ettt ettt tee b e te st eseetesseseesessenees e sesseneeseesenseneesensesees e s enses e et ensensaseesen e et e s e s entes e s enses e es e s es e et e sensene et enseneenessenseseaseseneas 85
show authentication .
SHOW AUENENTICATION SESSIOMNS. ... eutetiuiteteiinietetecet ettt ettt et s et ebe s et et et e e et ebes e e et es et s eses e s ebes e e eseseme et esenea s et es et ebesea e s e b em e et eseseat et esenea s et ese et ebesen e asebent et eseseneetebenesesenenes 87
5. Diagnostic. 88
SHOW CADIEAIAZ. ...ttt ettt ettt ettt ettt et bttt et e b e st et eh et et e s ea et eh e s et e s esea e et eben e s eeee e eeebesen e esebeat b e b es et e e e b ea et eE e et eE e bR e e e b e b en e et e b e s et et e b et et et en e s ebenennetene 88
S OW DT -TANSCEIVET . ... vttt ettt ettt bttt st et e st b e s st et eb e st e et es et et e s ea s et ee e e ebeseaeesebeneatebes et et esen et et ee et e b et ea e esebeneasebes et ebesen e s et eneabebesenestebenesenane 89
6. DHCP Snooping 20
TP QRO STIOOPIIIEG. ..ttt ettt ettt ettt et et s et b e st et e b e st et es e e b e s e a e eseh e st e e s a8 e a e a4 e b en s e e e st aeebesea e es ek ea et s e s e a e e A e b e At ek e a et b s e n et e b e s et b s et et eben et et enetenan 90
TP ANCP STIOOPING VIAMN. ...ttt ettt ettt et et et et e b et e st es et es s e st eseesese et e sessen e et et enses e esensesees et enses e et enseneeseesenses e s e seneeseesentenees et en e et e senteneesensensesesseneesenne 90
TP RCP STIOOPINE TIUSL. ...ttt ettt ettt ettt ettt s et be s s et eb e s et ebes e e e eb e s s et ea e et e b e s eaeesebeae s eseseae et esen et et ese et ebesen e asebea et eseseaeesebes et et en et ebesentasebenetebesensesenan 91
ip dhep snooping verify... 92
P ANCP SNIOOPING TALE-LIMIL. ...e.euieviteiietietestet ettt ettt ettt st e et et et es e ettt eseeseesessesees e sensese et ensese et e s anees et ensen e es et enteseese s ene et e s enseneesanseneeseesenses e senseneesensensesessessenensenne 92
ClEar I ANCP STIOOPING STATISICS. ... euvveueuiteteuirieteteeetete et et et et eteses et eteseetebesea e et ebeaeseseseae et esen et et ea e s ebeseaeesebeneaseseseas et esen et eseaeaeebeseneesebent s et es et ebeseneesesene et ebenensesebeneanas 93
show ip dhcp snooping

SNOW 1P ANCP SNOOPINZ INEETEACE. .......eeviieeietieteieieitetete ettt ettt et ettt e st eaesaes s es e et e sesees e et esseneeseesesees e s e s ene et easenses e et emses e et e senses et enseneeseesenses e s et entesensensenessesenaesesens 94
SHOW 1P ANCP SNOOPING DINAINEG. ...ttt ettt ettt ettt eh et e et ebe et e b es e et e b e st eees e e ebesen e es et eae b b esea e e e ebea et eseeeaeebesenteseben e et ebeseasebeseneaseseneasebeneneesene 95
ip dhep snooping option.

1P ANCP SNIOOPING OPLION ACHION.....eviuveuieeiteiietieterteteteeteteeeseteseetesteseeseesessesteseesesseseesesseseesensenseneesensessesessenseseesensensen e et enseseese s enees e senseneesensenseseasenseneesensenseneesenseneanens
1P ANCP SNOOPING OPTION CITCUTIE-IA. 1.ttt ettt ettt ettt b e e bbb e b e s e et e s e s e b e s es e et e b e s em e s ebeae s e s e s eae et eb e s et et ee e et ebesen e eseben et ebesene et ebenesetenennas
ip dhep snooping option remote-id... .
SNOW 1] ANCP STIOOPINZ OPLION. ...c.vvietiiesietietitett ettt et e e tet e te st eseetesseseesesseseeseesenseneesessesseseesesseseeseasensese et enseseese s entes e s ensenees e et eseeseesensen et ensensen e et enseneenesseneesensenseneas
D ANCP SNIOOPING QALADASE. ...ttt ittt ettt ettt et et e s e et e st e et e s es e esebe s et s esea et ebes s et esem et esee e et ebem e e esebeme et e b e s ea s ebesen e b et es e e ebesemees et e st et esesenseteseneaseseneaes
ip dhep snooping database write-delay. ...99
ip dhep snooping database timeout....... .. 100
clear ip dhep snooping database statistics... ..101
renew ip dhcp snooping database......... ...101
ShOW 1P ANCP SNOOPING QALADASE. ... cveevirienieiieteieieie ettt ettt e ettt e st et e se st e s teseetenseseese st eseeseesessenees e sensenees et enees e s essas e et enseneese s s ensesees e sentes et enseneasessenaeseasenseneesn 102
7. DoS 103

8. Dynamic ARP Inspection 169
TP ATP ITISPECLION. ...t eueeteeeaeetet et etee ettt ete st ebesea e et et en et e s es e e etesen e s et ea e e ebeseaeesebeme et eseseae et e s en et ehem e e ebesea e eeebenea s et eseae et esen et et enea e b e s eateeebe st s eheben et esen et ebenene s esentetenan 169
TP TP INSPECTION VIAIL. ...ttt ettt ettt b ettt e bt s s e s e et e s ea e s et ea e et e b e s ea e seebeae et e s esea e et esen e s et eeeaeebesea e eeebenea s et esea e b eses s et es et s eseneaeebeneas et ebentebesenesebeneneas 170
ip arp inspection trust...... .170

ip arp inspection validate. 171
ip arp inspection rate-limit..... 172
clear ip arp inspection statistics. 172
show ip arp inspection............... ..173
SHOW 1P QP INSPECTLON INEETTACE. ...t ettt ettt ettt ettt ettt et b e st seb et e s es e s e e e s et s et eae e e ehe st a e esebea et e s es s et esem e s ebea e eaebesea s et ebent s eseseae et eseneesateneaeasas 173
9. GVRP. 174
GVIP (GLODAL). ..ttt ettt b sttt et et bes et et e b em et et e et e e b e s ea et e b e s et e b e s ea e eh e s e A et et e st e e A oA e e ee oA e At behea et e b e Rt et e b et et esen et e b e sttt es et tebeneas 174
gvrp (Interface) . 174
gvrp registration-mode. ..175
GVIP VIAN-CTEAE-TOTDIA. ...ttt h et b et s et b e s ea s e b e st et e b e st e et e b em et e e es e ebesea e s e b em e e e e b e s eas et e s et beses e asebeme b ebebeneesebeneaseteneenan 175
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CLEAT GVIP STALISTICS. ... v ettt ettt ettt et ettt et et et e st ete s et e b et ea e st ebesea e et eb e et eses s et esea e s eseaeeeebeseaeesebeae s e s es et et esen et eseaeaaebesea e ebebeneateses et et esene s et ene et ebesenessebenesenane
show gvrp statistics...... .
SNOW ZVIP COMTIGUIALION. ......viutetietiieietietetetcet ettt et e et e et et e st et et e s eesesseneese et ense st asessesseseesessenees et ensesees e s esees et enses e eseasen e es e eseneesees et entesaesenseneeneseseeseasenseneesensensaneas
10. IGMP Snooping
TP LZIMIP STMOOPIIIE. . vttt et ettt ettt ettt e b et ebe sttt ee et s s catseebesea s ea b et et eses et eb e sttt eheo e s e b s et e e b e st et e bt s et e b sttt ebeo e e e b st ea b st e b s et eb sttt b eaene b s et eaebeneten
IP 1ZMP SNOOPING TEPOTE-SUPPIESSION. ...c.ceveveenrereuerirtereatrtetestatrteuestesetesestesesesersesestatesestatssesestatesesertaseses et esesestsestatasesestatesesesteseseseatesesentaseseatseebestatsaesentasesesesasesenens
TP 1GNP STIOOPINE VETSION. .....eveueeeeteuiaeetetenietetestteteueseesesesesteseseasesesestaseseseseseseneaseseneaeeseseaseseseneaseses et et esen e s et en e et ebeseat et ebeneaseseseatebesen et et ene e besentsaebeneaseseb et esesenesesenan
ip igmp snooping unknown-multicast action.. .
IP 1ZIMP STIOOPING QUETICT ........cveerveueaireteatrteteutetetet et seeueseseseseseesesestesesesteseseseatetesestseseae st ebeseateseseat et esesea s et ese et esee et ehestateaeheat st besta s et ese et sea et eb st s ses et st ebenesenesenes
TP 1GNP STIOOPING VIAMN. ...ttt ettt ettt ettt ettt e st bt a et e b e st e et e b ea et e s es e e et e s en e et e b e et eeebesea s e e e b ea et eses et ehesem e s eben e e ebeseateseben et eses et ebesencs et eneasebenens
ip igmp snooping vlan fastleave.........c..cccccooneee.
ip igmp snooping vlan last-member-query-count..

ip igmp snooping vlan last-member-query-interval.. .184
ip igmp snooping vlan query-interval.................... .. 184
ip igmp snooping vlan response-time...... . 185
ip igmp snooping vlan robustness-variable. ..185
ip igmp snooping vlan router................... .. 186
ip igmp snooping vlan forbidden-port.. ..186

ip igmp snooping vlan static-port...... . 187
ip igmp snooping vlan forbidden-router-port.. .. 188
ip igmp snooping vlan static-router-port..... .. 188
P 1ZMP SNOOPING VIAN STATIC-ZIOUP. 1.t eueeteteniteteuirietete et etest e tet et etetes et eteseateseseseaseteseaeeseseaeeseses et etesea e seseneasebeseaeeseseat et esesta s et eben e s et eneaeebesenteseben e et ebesenseteseneaseseneaes 189
IP IZMP SIOOPING VIAI ZIOUP....urviterietitiieiietietetete ettt estetesteteseetesseseesessesseseesessenteseasesseseasesseneesessesseneesenseneaseesensesees e senseseesensenteseesenses et et enses et ensenessesseneesesenseneesn 189
profile range .
TP IZINP PIOTILE. ¢ttt ettt b ettt b et h st et e st e be s e et s e e b e st e e s es et et e s e s e s ee e et e e b eseae e e ehe s et e s eb et et e s en £t eb e e et behea e et e b e sttt e b et et e s e s et et e st b besene e
TP E@INIP IIECT. ¢ vttt ettt ettt ettt et et et et e ke b et e st et en s e s e es e eses e et et es s e st es et es s es e es e s e s e et e s enten e esea s e st eR e eAen e Rtk en s en e es e ke n b e Rt R et e st et e be st ene et e senteseenenteneesensens
ip igmp max-groups .
TP 1GNP MAX-ZIOUPS ACHOM. c..tetiaeeteiiaiteteueetetesetetetetetetes et eteseaeeseseaeateseseaseseseaeeteses et etesesebeseat et esentaseseseae et esen et et en e et ebeseasesebent et eses e s et esene b esen e et ebeseas et ebeneasesentseeanan
ClEAT 1P IZIMP STIOOPINZ ZIOUPS. ...uveurvetereereetesteneesesestesessesseseesesseseeseesesseseasesseseeseasensesessensensesessenseseesensensestesensessesessenseseesensensesensensessssensentesensensentesensensesessenseseesensens
clear ip igmp snooping statistics .
SHOW 1P 1ZIMP SNIOOPING ZLOUPS COUIMLETS.....c.e.vveuereereneaseteseaeesesesesseteseeeseseneeseseseaseseseaeaseseneasesesensasesentaseseseasesesentasesestasesesentasesentseseseasetesentaseseneasesesensasebenesesesensesenan 194
SNOW 1P IZINIP STIOOPIINE LOUPS. ..veververeereterteneeseteseesessesteseasessesteseasensessssesseseesesensentesensessesessenseseesensensesesensessssesensessesensensesensessessssensessesensenseneesensessesessensesessensanes 194
show ip igmp snooping router....
SHOW 1P IZINIP STLOOPINE UETICT ........vteueeeteuiteteteeeteteaceteteseteseseaeeteseseaseteseneaseseneasesemeneeseseneaseseneas et esea et eseeeaeebeseneesesene et eseseas et esen et et ent et ebesen e et ebentateseseneebebeneaseseneneanas 196
SPOW 1] I@INIP STIOOPING. .....veveetietenieseetetentettetestestetessesteseesesseseeseesenseseesessesees et anseseasesenees e sensese et ensenseseasenseseesessen s es et ensesees et enteseesensen e et ensentase et enseseeseseneesesenseneasensan 196
show ip igmp snooping vlan...... . 197
ShOW 1P 1ZMP SNOOPING FOTWATA-LL......... ettt ettt ettt ettt b ettt s et et e s e s s et e st et e b et ea et eben et e s es et et e s en e s et em e et ebes et et ebene b esen et etene e eseneneee 198
SPOW TP I@INIP PIOTILC. ...ttt ettt ettt ettt e e st et e st e s ee s e be e ese et easeneesessensesees et enees et ensentes et es e es e senses e eseasen s eseesenseseesessenses e et enseneesesseneeseaseseneesen 198
show ip igmp filter....... .. 199

show ip igmp max-group........ .
SNOW 1P IZINP IMNAX-ZIOUDP ACLIOM. ....eveetertenieuietetetietestesteseetetesteseesesteseesesseseesesesseseesesesseseesenseseesensenseseesenseseesessenses et ensentasesenseseaseseneesensenseneesensensesessenseneesensensenensan 200
11. IP Source Guard
TP SOUICE VETIEY ..ttt ettt ettt bttt b et et e st e b et et st e b e s et e s ebea et e s e s e s e A e st e s esea e eeehen e s e e e s ea e et e s en e s eheae e b esea e eeebesea s et e b ea et esen et et es et ebesentsaebenentesenenes
TP SOUTCE DINAINE.....evevietiteiieieeietet ettt ettt et st e e st te st e st eseesesteseesesseneesessentes e et enseseesessenees e s ensen s es e et emtesees e s es e et et enseneesenseseeseasenses et ensen s ene et enseneesessanees e senseneesensenes
show ip source interface..
SHOW P SOUICE DIMAINE. ...ttt ettt ettt ettt ettt e b ettt e bt et e s es s et e s et e b e s ea e eseben et e s esea e et esen e s et em e s ebeseae et ebene s eses et et esene s et en e et ebeseasesebeneabesencsesenan
12. Link Aggregation

LAG LOAA-DAIANCE. ... vttt ettt ettt e st et e e st e st et e st esees e s e st es et en s es e e s e s e st e R e s en e e Rt ek e a s en e es e e R en e eR e R e s e st eR ek en s e Rt es et e R e es e se s ene et e b enteneesenbeneesensenean
LACD POTE-PIIOTIEY ..t eueetetetieetete ettt ettt ettt st e te st s et es e beseae et eb e st e eses e e et esen e s et e s et eseseaeseeben e s ebeseae b e s es et et e e et s esea e eeebesea e edeben e s e s es et et ese st s et ene et ebes e e ebebeneasenene
lacp system-priority.. .

LLAD TEINIE-AELAY . ...ttt ettt st b et et b et s e st et e s e st s et ea e eeebes e e seeb e s et eses et et esen e s et ea e eeebesen e et e b eneasesesea e et e s en e s et e st e e b et enteaebe st s eseb et sesene s etenn
1ldp holdtime-multiplier... .
lldp lldpdu...........c...... 213

lldp med.....covoeveiiiicne. .214
1ldp med fast-start-repeat-count. . 215
1ldp med location.................... ..215

1lldp med network-policy...............
1ldp med network-policy (Interface).
1ldp med network-policy voice auto.
lldp med tlv-select.........cceeuenenneee. ..219
1ldp tlv-select.........
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SHOW LLAP MEIZRDOT. ...ttt ettt ettt e bt et e b e st s et e s et b esea e e b e s et esesea e et e b e s e s et eh e et e s ea e aeebesen e e s et emt b e b eseas et es et s esent et ebeneneesebeneasebeneneee 229
show lldp statistics....... 231
SNOW L1AP tIV-OVEIIOAAING. ...ttt sttt e st et e et e s e e st e s e s aes e et e s entes e es et eseeseesenses e s ensenseseesemseseeseesene et e s ensentesenseneeseeaenses et enseneenensenseneanens 233
14. Logging

CLEAT JOZEINE....eveetevietiteieeet ettt ettt et et et e te et et e e tes e st e s e s e st es et entesees e s esees e s ensene et e asesees e esenses et e sen e es ek en s esees e et en s es e s e st en e e s e s en s e st es et en e e R e sen s en e ek ententeneesenteneesesenean
LOZEINE. ..ottt ettt ettt ettt ettt et e e s e st es e st ettt et en e es ek e Rt e Rt es et e st e AR e At en e ek ea s enteR e eR e Rt eReeR e A en e eR ek en s e At eR et eRteR e Rensen e es e b enteneeRent e st e R et enten et enseneesenseneeseebeteneeten
LOGEINE NOSE. ..ttt ettt ettt b ettt et b sttt eb et et e s es et et e s et b es e et ee e b e s et es e b et AR e Rt e A e Rt e A oA a e e e e b e At eAeh oAt AR eR et ke R eaE bk ea et e b e st et e b ettt e st eteneneas
logging severity.
SIOW LOZEINE. ...ttt ettt ettt ettt et e et e ste s et e be st e st et et eseesess e s esees e sen s es et ensenees e es e st es e se s e st e st s e st en e es et eR e e R e A en s eR e ek et e At eRe e A e st e Rt R e s entes ek enteneane et enteneateseneeren

15. MAC Address Table 239
ClEar MAC AAATESS-EADIE. .......c.cirieteiiiicicie ettt ettt ekt s b et a b et b st e h st s st s e bt e a bbb h et bt ekt e b bt ea bt ese b eeaeseneas 239
MAC AAATESS-ADIE AGINE-TIINIC. 1..cvu vttt ettt ettt ettt steb e st et eb et teses et etes et ebeseaeeaebe st s eses et esesen et et em et eb et ea e eeehen e et et esea e et eseae s et en et besent et ebeneateseseneebeneneneee 239
NAC AAATESS-ADIE STALIC. ...c.ueiteiiiiietciietct ettt ettt ettt ettt et et s e bt s bt et b st et e st st s s ea e s b st e s b ea e et e b e st et e st e b st et e ek eat bbb et ea bt a st se b bt eaene 240
show mac address-table............. .. 241
SHOW MAC AAATESSEADIE COUNLETS ... vttt ettt ettt ettt ettt e st s et e st sa e b e s e e st eb e s et eses e e e b esen e s et em e eeebesem e et ebeneasesesea e et esen e s et ene e besemteaebe st s eseb et esesencsetenen 190
ShOW MAC AAAIESS-tADIE AZING-TIIMIC. ... ccueieiietiieietietetetete ettt ettt ettt st et e s eet e be st es e et esseseesesseneeseesessese et e s esseseesensen et ensen s est et enseseeseasenses e senseneese et enseseasensenensenne 190
16. MAC VLAN 191
V1an MAC-VIAN GEOUP (GLODAL)......c.eiiiiiiiiieiete ettt ettt e bt s s e e b e s ea e b et e et e e e b es e e et ebeme s es e st eebesea e et ebene et esesene et eben et et eseatebesentasebenennas 191
V1an MAC-VIAN GEOUP (INEETEACE).......eueueeeietiieiiete ettt ettt et ettt et e st et e b e st e st s s e st et e eb e s e st et et ensesees e ses e et e s e st ese et enbensen e esessesees e s entes e et enseneeseesenteseesenseneesesennans 191

show vlan mac-vlan groups
show vlan mac-vlan interfaces
17. Management ACL

T10 SEQUETICE. ...c..eeeeeaiaiaiaiacacatacecstacscasasasatasaeataca e aescasacacasa e ea e s s saea e se s s e s e ce s e e a e sa e h e s e a e s e h e s s e s e e h R R s

SNOW INANAZEIMENT ACCESS=CLASS. ... . euveutetirteuietietetesieteetestetete st e te st testeseesessestesessesteseesessenseseesenseseesesseseesesensentes et enseseas e seneesensenteneesenseseeseasenseseesenseneeneesenseseesenseneenen 196
SHOW MANAZEIMEIT ACCESS-LISt. ... ceeteuiietetiietet ettt ettt et et et et s et e b e s e e b et e st et e b esea e et esea et e s eaeaeebeseaeesebea e et eben s et e s et b esea e et e b e s et besea s et ebenea s et eneaeebesentesesenen 197
18. Mirror 197
MIITOr SESSI0N AESHINAION INTETTACE. ......vvttiieieiicieietetet ettt ettt bbbtttk h et s bbbt b bbbkttt h bbb bbbt bbbt bbb bbb b bbbt esebenene 197
mirror session source interface
SIOW TTHITOT ...ttt bbb bbb bbb bbb bbb b b s b bbb bRt bbb bbb bbb bbb bbb bbb bbb bbb
19. MLD Snooping
IPVO TNIA STIOOPIIE. ¢..c.vevvetitenieteetitet ettt et et st e e st te e st es e sessesessessesees e senseseesenseseesessenseseesensenses e esensesees e s enees et enseneeseases s eseesenseseeseasensentesenseneesessenseseesenseneeseesenseneanens
IPVO M SNIOOPING TEPOTE-SUPPIESSION. ... cuevveuiettetiaeeteueseeteteseateteseeeteseseseseseeeteseneseseseeeseseatsseseneaseseseneeseses et et eseaeeseseatasebeseasesesent et eseseasebeseneaseseneasebesenssteseneasesane
IPVO ML STIOOPINZ VEISION. ... cuvtuiaeteteuirtetesteetetetetetes et eteueseeseseaeateseseaesseseneseseseaeeteseneas et eae s eseseaeesebeneateseseae et esen e s ebes e s ebeseaeeeebes et eses et et esen e s ebes et ebesenesaebeneasesesenen
ipv6 mld snooping unknown-multicast action .
IPVO MLA STIOOPING VIATL. ...ttt ettt ettt ettt et be st es et e b e s ea e s e b e s et besea e et e b en e s et es et esesea e eeebe st e eseseae et e s esea s et esen e b et eetasebes et esesene et ebenenseteneneasenans
IPVO M1 SNOOPING VIAN PATAIMELETS. ........cueeetiaitetee ettt et st ettt tet e teteses s eteseatebeseae et ebeseaseses e e eteseneseeeataeebeseae et eben et eses e e et e s eme s et emt et ebeseat et ebeneasesen et ebeneneeseneneen
ipv6 mld snooping vlan last-member-query-count....
ipv6 mld snooping vlan last-member-query-interval
IpV6 MId SNOOPING VIAN QUETY-INTETVAL ......cuiiitiiiietet ettt ettt ettt ettt s st et e b e st b e b e e et e h e st et es et b e s en e s e b e st e e s e s e e et esen e s eees et ebesentasebentatebeseaseteneneasenane 205
ipv6 mld snooping vlan response-time....
ipv6 mld snooping vlan robustness-variable..
ipv6 mld snooping vlan router... .
ipv6 mld snooping vlan static-port.............. ...207
ipv6 mld snooping vlan forbidden-router-port...
ipv6 mld snooping vlan forbidden-router-port...
ipv6 mld snooping vlan static router port....
ipv6 mld snooping vlan static-group.... .
ipv6 mld snooping vlan group....... ..210
profile range.........ccccvevruennnne.
ipv6 mld profile.
TPVO LA FIIEET ..ottt h et b ettt h et et e s et b et ea e e e b em e e e e e b et et e s en s eeem et ebesea e e e ebesea s e s eb et et e s en et ebeaeeeebesea e et ebene b e s es e e ebenen e s eteneaeenan
IPVO INIA INAX-ZIOUDS. c...veueetietenieneetieteteetetestesteteetestesteseteseeseesesseseesesseseeseasensessesessanees e sensentesenseneeseesanses et ensentase et enseseeseasestes e s ensentas et enseseesenseneesenseneese et enseneesesseneesen
ip igmp max-groups action .
Clear IPVO MLA STIOOPINE SIOUPS. ....c.veveuiieteuiuirieteiie ettt et tes et eteueatetes st et ebes et eseseneeteseseaseees et s eses e s et eseneesebeat et esenea s et eben et et es et ebesea e et ebemt et sesene et eben et et ese et besencasebenennas
Clear IPVO MIA SNIOOPING STALISTICS. ....eueeveteuretieterietietirtesieteete et etesteste st steteseetesseseeseesesseseesesseseeseasensenees e sesseseasenseseesensensaseesenseseeseasene et e sensenteseesenseseebenseneesensenseneasan
show ipv6 mld snooping groups counters...
SHOW IPVO INLA STIOOPINZ GIOUPS. ... cuttteniateietiteteteaieteteatetetes et etet et setes e st eteseneesebeaeateseseae et eseneseseseasebeseaeeseseae et eseseas et eseae et esen e esebes et esesene et ebe st s et en et ebesen e et ebene s eseneneee
SNOW IPVO NI STIOOPINE TOULET ... ....evieeiietieteietieteetesteteete et tetestestese et e seseesessesaesees e sesees e sessesesse s esees et enseneesenseneeseesesseseeb e sentes et ensenees e et entes e senseneesenbenseneasenseneesesens
show ipv6 mld snooping .
SHOW IPVO MIA STIOOPINEG VIAN. ...ttt ettt ettt ettt et b et beb et et eb e st et e s et besea s eb e st e e s e s ea e et ebem et e e e st e e ebesene e s ek ent et ebes et et eseneseseneaeebeneneasane
ShOW 1pVO MId SNOOPING FOTWATA-A1L..........cuiiiiieiieiiiteieiete ettt ettt ettt st e e s e et et es e e st es e st esees e se st es et en s enees et enees e s e s s ene et ensenteneesenseseesesensesesenseneasensan
show ipv6 mld profile .
SHOW IPVO TILA FIIEET ...ttt ettt b et b ettt b et e s e s s et e st e b e s e et eaebesea e ebeb et et e s es e s et e st a e s esee e eeebesens et ebene et eses et ebeseneaseteneasesenens
SNOW IPVO INIA INAX-ZIOUP. ....euvettetitenietietetest ettt etettete st esteseeteste st esesseseesessesseseesanseneasessenses et essenees et ansesees e sesees et enses e et emsentesessenseseesensenteseesenseneeneseseesesenseneesensensaneas
SHOW 1PVO MIA POIT MAX-GLOUP BCHIOM. .....ueuteeiiieteteiietetei ettt ettt et s e et te sttt et et eteses e etes et eseseaeasebe st e esesea e et esen et eses e e eseseaeesehen et eseseae et esenea s et ene e ebenentaseseneasesanens
20. MVR
mvr vlan.. .
TTIVE SIOUD. ..ttteteteteteteteteueteteteteteuesetesetetesesetesebetesebesesebeteuesetetebetesebeseuesetesebetesebet et e b et et e bt et bt et e bt et eb et et b et et b et et e bt et e bt et e bt et b et et bt es e b et et bt ete bt et e bt es bbbttt ettt ebetenen
TIIVE INIOME. ... e
mvr query-time..
TTIVE POIT EYPC.vtiitttetetetetetete sttt ettt ettt ettt b et s bt e s bt s b et seb et s bt s e b et s b et e e e b et et b et s et et et s s e e b e e s s et e s e e b4 e s et s e s e bt ettt et h bt e ettt ettt ettt ee e

Managed Switch Software




Command Line Interface
User Guide

INVE POTE IMIMEAIALE. ...ttt ettt ettt ettt e et et e be et et et et et e s es s et e s ea e s eeea e e s e b esea e eeebea et eses e e et esem e s esea e e e e b e s eaeeeehea et et es e s ebesen e s et entasebesene et et ene s eseseeebesencaneen 226
mvr static group
clear mvr members
SPOW INIVE TTIEIMIDETS . ......eviuviieetieteteetete et et teete st eteesesseseese et ess et eese s eseesessesseseesassesses e s essese s easessessesasses s s e s ess et e sessessese s es s et e s esseseeseasesseseesessessesessesseseesessessesessensesnasens
show mvr interface...
SIIOW ITIVT ...ttt ettt ettt ettt e et e et e e st s e b e st es et enseseesessenses e s e s e st es et en s es e es et ene e s e s en s en e esenbentes e es e s e Rt e R et en e eR ek en s en e es e s e st e Rt R et en e eR e benten e es et en e et e esenten e et e sentenean
21. Port
DACK-PIESSUIE. .....eveveutetietetesiete et ettete e st eseete st e st ese st esees e se s eneesenseneesessensesees e senees et ensesees e s enees e s enses e et enseneeseesenses e s easentes et ensentes e es e st et e b e e ene et ensenteneene st en e et ensenteneesenee
CLEAT TIEETTACE. . ...veuvetieteieiietee ettt ettt ettt et ettt e st st e st et e et e s s e st es e s e st e st es e s s es e e s easensese et emses e eseesen e es et ensen e es e et ensesees e s es e es e s enseneesenseneeseesenseneesenseneane et enseneenesaeneesen

22. Port Error Disable
CITAISADIE TECOVETY CAUSE. .. euvevetinteuietietetettetestestettetestestesesseseetessesseseesensessesessanseseesesentes et enseneeseesasees e sessen e et eesenseseasensesees e senses et ensen s eseasenseseesesseneesesenseneasenseneesensans
errdisable recovery interval.
SNOW ETTAISADIE TECOVETY.....ueviueeuietiieniesietitetiete st et ettete s e st eseetestesessessestes e b ensene et enseseesessenses et ensesees et ensesees e s en e et ensenseneesemseneesessenses e s enseneas et enseseasenseneesensenseneesensennne
23. Port Security
POTE-SECUTTEY (GLODALY. ...ttt ettt ettt h etk e st be s e s e he s et e b esea e et e b es et et e s et ebesea e s e b em et ebeseateaehesea s ebesen e beseetasebes et esesene et ebenenseteneneasenens
port-security (Interface)...
port-security address-limit..
show port-security...............
SNOW POTE-SECUITLY TIEETTACE. ......evveviteeietietietet ettt ettt ettt ettt et et e et et e st es e e s e s eesees e se st et et eseenees e s es e et e senses e et emsen s es e esansesees e s enees et enses e ese s enees e sensaneesenseneenessensenes
24. Protocol VLAN
v1an protoCol-V1an GroUP (GIODEAL)..........ceeuiieiiririeiieirtete ettt sttt et ettt et e st ese st e s eesees e s eseesessesseseesesseseesesenses e et easentese et ensesees e senees et enseneene et enteseesenseneesesensane
vlan protocol-vlan group (Interface).
show vlan protocol-vlan....................
SNOW VIAN PrOtOCOI-VIAN INEETEACES. ... c.eevetenieiieiitetiee sttt ettt ettt et et et et e e st et e s esees e s s e s ees e s e s s enees e et essesees e s esees e s ensenees et eseeseesenses e s ensensene et enseseasesseneesesenseneas
25. QoS

OS COS.evimrrrerentnreteatrtetestatesetesteseues st et euesesese st seebeseatseebeat e s eaeseatea s e st s et ee et b s ea e e b et et h ek et e b b sttt h e b bRt ek R e Akt e bRt heh et b btk h ekt ea b sttt a et b bt nt bt een
OS TNIAP. . ceteueneateteueateteseneeseteseeeeseseaeeaesen et eses et esesea e s eheme e es et eaeeeehen s et e st e s e A ea e ee e b e s eaEeh ek e a e eeeheR At eA e R e A e S eE e et e b e A en £ et eh e A et Res et et e he At oA es et ebesea et ebe s et e b es et etebene s etene e ebenene
qos queue....
qos remark..
qOS truSt ..
qos trust (Interface)...
Show qOS......ccuenee...
show qos interface.
show qos map........
SPOW (OS UEUCIIIEZ. ... vevveeeetieteniestettetesteteetestesees e te st ese et e sesaesessesseseesessesseseesenseseesessenees e s ensenees et enseseesensen e et easenseneesemsenees e asenees ek enseneeseesenseseese s en e et e senseneesenseneesensenean
26. Rate Limit
TALE LIIMIIE ©EIESS. .. v eveutetietetetieteetet ettt e et et et et teteste st et e et este st eseesesees e s essenees e sesees e esenses e et e senses e et enseneeseasen e e s et e s senees e s enses e es e s esees et ensen e et enseneeseesenseseesensenten e benseneenetn
rate limit egress queue.
TALE LIIMIE IIEIESS. .. c.veteuteeteteeirt ettt ettt et et e sttt et s e st e b e st eteb e e et eses e et e s en e s eseaeeeebesea s e s ebeae et eses e s eaes et s et eae e e ebeseaeeseben et e s eseas et esen e s esea e eaebesea s et ebent s eseneasebeneneasasentaeaban
27. RMON
TITIOTE ©VENIE....tiettettaiteten e eten et et et eae et eues et etes et et esenees et ene s eseseae et esem et eeeeeaeeheseneesebeae et eseseae et ehen et esen e eeebeneneeseseat et e s eseasebesea et esen e eeebe s et e s e s eat et e b e s et et en et ebenen e et ebe st et ebene e eee
rmon alarm..
rmon history.................

clear rmon interfaces statistics...
show rmon interfaces statistics..
show rmon event....................
show rmon event log
show rmon alarm..

SHOW TTTION NISTOTY STALISTIC. ...t eueutetettietetei ettt ettt ettt ettt ettt et et et ebes et et eh et s et ea e et ebesen e s e s ea e et e s eseaseees et s esee e s ebeseateseseae et ebesea s et es et ebesen e et eben et esesenseteseneaseseneaee
28. SNMP
SHOW STUTIP. ...ttt ettt ettt ettt ettt st e b e sttt e s et et e s e s et e e es e eeebesemeesebem et e s eseaeeeesem et esee e s ebesea e esebeateeehenea s eEehen e b e s ea e ee e b en et ehebea e et e b e st et eh et et e s en et e be st e seseneeeenan
show snmp community.
show snmp engineid....
show snmp group..
show snmp host.....
show snmp trap..
show snmp view
show snmp user.

STUTIP COTMMMIUIIIEY ...t tatetetetteten e etese e teteaestebeseaeetes et eseses e s eteseneeseseaeaeebeneasesesea et esee e s et esea e s eseaeaeebeseatesebene et eses et ehesen et eseae e ebesea e et ebeneateseseatetesene s et ene et ebesenessebenesenane
snmp engineid .
SIIMP ENZINEIA TINIOLE. .....veuteeietitenietietetet ettt ettt st et eteetes e e st eseesesteseeseseesees e senseseesenseseesessenees et essentes e et ensesees e ses e et et enseneesenseneeseesenses et ensensene et enseneesessantesesenseneesensenes
STUTIP GEOUD .. ceeetetaentueteseseeessestaesesseseeeseeseseeeseseseseeateesesaeateesesseseeeseeseseaesaeataeaeeseeeheseeaeseteseeaes et eeaeeeh et e ateeh et aeseeeh et eeea et e et e e b et et st h e b et e s b et et b et et e eb et e e s e b et e e bt et neecaenes
snmp host.... .
STUTIP EEAP. c..eeveteateteneseee et esraes et teeae st e st tae b s as et eseee et ees e s et ses e s et ses e st e st h e st s e s st s bt b et et e st h et aeh R e e sttt ettt ettt n e
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SIIIIAD UISET . cuuuiinniiueiiannitnisiusttniestostsesosuostsenssnstserssnsstsesssnsstersssesstesessesttessssestsessssestsessssestsrsessestssssssssseesssessssesssessssestsesssssstsesssssstsesssesstessssestiesessesttessssestoesossestorsassestarse
snmp view
29. Spanning Tree
INSEANCE (MST).. ettt ettt ettt ettt ettt ettt et et a st s s e s s e s e ses s e s s s e s e s se e s e s e s e s eseses e sses e eses e s ases e e s eses e s e s eeeseseens s e e s e s es e s e s bensesee s s e s eansesesns e s esnsssesnsnsnsnsssnsnsnansnees
FEVISION (MST)....otieieiteteiteetet ettt s bt s e s et s b ee s b s s s s s b s 44 s s 42 s A4 b st s s s s s s s bbb s bbb s et s s e bbbt e b s s sn b b s s enbesensnaeses
show spanning-tree................
SNOW SP@NNING-ErEE INEEITACE. ........ooiveiiiiecteice ettt s s sttt s s s b b s s s b s b b s st s st s bt et s s st s s nantenes
SNOW SPANNING-TIEE MISE......ceeitieeeei ettt s b2 s s s e s s A4 a8 e84 s A st e s et s e e st ae e st s A e s s st e s s e s et e s enseeseanennaesnnen
show spanning-tree mst configuration..
SHOW SPANNING-TrE8 MSE INEEITACE. .........iiiii ettt ettt bbb bbb bbbt bbbt b bbbt s bt b b s s s s s e
0T 0] T o == TS U TP U TP USR TP
spanning-tree bpdu
SPANNING-TTEE DPAU-TIEET ..ottt bttt bbbttt bbbt s bbbttt bbb bbbt bbbt an s b s s snas
SPANNING-LIEE DPAU-GUANT...........oeieiieiieiiiieiiceetei ettt ettt e b s s s et s b s s s s s s s et b s s bbb s s s s s b bbb st s bbb s st s s st s s
spanning-tree cost..................
spanning-tree forward-time..
spanning-tree hello-time....
spanning-tree edge.........
spanning-tree link-type..
spanning-tree max-hops.......
SPANNING-TrEE MAXIMUM=AGE. ...ttt ettt ettt ettt ettt ettt et e bt et ebes et ebes et e s e s et eb et et es e st ee s e s e s e s s e s s s e e s s e bbb e e et s e e s e s e e s e s e e s e s e b s b s s et e st et e b s es e st eeesetenna
SPANNINGTTEE MCNECK.........oititieititeicecee ettt ettt ettt ettt et et et et e s et et et e s e te s e s e b esesetesesebes et et esesetesesetesesesebeseses et et et et eaesesebesesesebesesesesebesesetesesesesns
spanning-tree mode...................
SPANNING-treE MSE CONFIGUIALION........c.cv ittt s s e e s s s b et s s e s st e e s e s e s et e s s se s et e s eansesennsanans
SPANNING=TIEE MSE COSL........oiiiiiiee ettt ettt ettt et s et e b e et b e b2 a4 e h e s s e b e s s e b s e b e b s e b eh s et e b s e b e b s e s eb e s e s eb s e b b e s e b e b esebeb e s e b et s et ebesebebesebesesenesene
spanning-tree mst port-priority...
SPANNING=TIEE MISE PIIOTIEY ... .o eeeeiie ettt et st s et s st s s a4 e e s s e s s e s s s e st s e st s s e s s et e s e st e s s ea e s et s sanseseessaesesennans
spanning-tree pathcost method
spanning-tree pathcost method..
SPANNINGTrEE POMT-PIIONIEY. .. ..c.ceetetetetetetetet ettt ettt ettt ettt ettt e bt et et et ebeb et ebe s et ebeb et esebesebebesebeb et eseb et e s et et ebebesesebesesebesesebesesebesesebesesebesesebesesesesesesesans
SPANNINGTIEE PIIOTILY ... eiteii ettt sttt ettt s e b st s s e s e s e e st e s e e s e A s a2t s s a2 s A S e e s e et e s s et e s e et e s e st s s e s e s e s s et e st s sensesennsesesnnansas
SPANNING-EIEE TX-NOIA-COUNL.........ooiteiieiiiteicece ettt ettt bt b b s s s s s st b s s bbb s e bt s s bbbt b bt tes s ses s s
30. Storm Control
SROW SEOIMI=CONEIO ..ottt s bbb st s e e s s s s b s s s s b s 4 b s bbb s e s s s s s s st s s s s s s bbb s e s b st b b st e s s s tesenanes
storm-control............
storm-control action
storm-control ifg.......
SEOIMIECONEION IEVEL........neiiiiiii ettt bbbttt bttt ettt
SEOIM=CONEION UNIE.......coiviiiiicieictee ettt ettt e st s s s s s s s s s s s b b s s e bbb st e s s s bbb s s b b se s b s s bbb s s b b s bbb st e b b s st e s s sneebesnsees
31. System File

SIOW DOOTVAN. ..ottt ettt ettt ettt s st ettt ettt e s et et et s e ae s et e e et et et e s e s e s ea e s e e et e s e s et et e s ehesese s e s et et et et e s et et et et et e b et ete st et b et et et et etetesetebeseaetenas
show config.... .
SROW FlASK......eee ettt bttt ettt s s e s e
32. Surveillance VLAN
SUNVEIIIANCE-VIAN (GIODAI)........c.cooviiiieeieieeee ettt ettt b bbb bbb bbb b bbb s s e bbb bbb bbb e bbb bbb bbb bbb bbb bbb bbb s s s s sane
SUIVEIIANCE-VIAN (INEEITACE). .......c.ceeveiiiecieieiciete ettt s bbb s s s s s bbb s s s s b s st s bbb s bt b bt s bbb s se b s s et s s
SUNVEIIIANCE-VIAN VIAN.........co oottt ettt b bbb bbbt bbb bbb bbb bbb bbb s bt bbbt bbb b bt s st ena s s nanan
surveillance-vlan oui-table....
surveillance-vlan cos (Global)......
surveillance-vlan cos (Interface).
surveillance-vlan mode..............

surveillance-vlan aging-time.
SHOW SUNVEIIANCE-VIAN..........oeeeeeeeeee et a e e e e s e s e e s e s s s e s s e aeaesessaeseseassessaneeaesesessaesesseeseseensessaseeses et eseseseseanseseanteessesesnansens
33.Time
CIOCK SBL.....eeeeeeeee ettt ettt et et et et et et et e s et e s e e et et e s et et e e et et e e et et et et et es et et e e et et et et et e s et et e s et et esetet et et et et etetes et et es et et et eaesesetet et eteseaeteses et eseenteteanaens
clock timezone... .
CIOCK SOUICE. ...ttt ettt ettt ettt et et e et et et et et et et s et et et et et s et et et et et et e s et et et es s et et eses et s st as et et st et es s es s st s s et s es b st asasasesasesasesesanssansasananas
ClOCK SUMIMIEITIMIE. ...ttt ettt ettt et et et et et et et et et et e e et et et et et et et et et ete s et et et et et et et et et et et et et et et et et et et et et et et et et et et et et et eset et et et et et eteseteseteses
show clock

udld message time...
udld reset...............
SROW UGIA. ..ottt st s et a2t e e s s e s e s s s 2 s A s A s e A A A a2 s E s 2R A e e s e s AR R AR s ARttt nasa et et ens
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35.VLAN

NIMIE (VIAN).....e ettt s s as s s s s s ss s s s ss s sess s ss e s s se e s s eessee s e s e s e e e s ee s e et e seseseseseseseses e s e e et e s e e e s e s e e et e s eees s e e et e s ee et s et et s e set et e e et eaeaet et ettt eanaees
SWIECRPOIE MOAE. ..ottt b ettt st b st s s s s et s A4S s et b s s st s s b b s s s s bbb st s bbb bt b s s st e s s snsntenas
switchport hybrid pvid
SWItChPOrt RYDFid INGIESS-TIEEING........c.cvieieeiiceciece ettt s ettt s et s b s b s s bbb s e s s s bbbt s s nsn st sninas 333
SWItChpOrt hybrid @CCEPTADIE-TraME-LYPE.......c.cocvoicieeeeeeeee ettt ettt ettt et b b a bbb b bbb es et b e s e s e b e s e s e b e s et e b et et et et et ebesesebeseseseseaesenas 334
switchport hybrid allowed vlan.................. ..335
switchport access vlan............. ..336
switchport tunnel vlan.......... .. 336
switchport trunk native vian.... .
switchport trunk allowed vlan..... ..338
switchport default-vlan tagged... .
switchport default-vlan tagged....... ..340
switchport forbidden default-vlan.. .
SWIECHPOIE FOrDIAAEN VIAN..........cocoiiiie ettt ettt b bbb bbb s bbb e b bbb bbb bbb bbb bbb bbb bbb bbb bt b b s s s s s s s enana 342
SWIECHPOIE VIAN EPIA. .....c.ceeieet ettt st s b st b st s b b s s bbb s bbb s bbb s s b s bbb s et s st et e s s s e s s nsnaennas 343
management-vlan
SNOW VIBN......ceimiiicii ettt ekttt

SNOW VIAN INTEIMACE MEMDEISHID. .......cuiviiieie ettt s bbbt b s b b s st s s bbb s s bt s st s bbbt s s nsee 344
show interface switchport
SNOW MANAGEMENT-VIAN........cocoiiiiieiicteieete ettt bbb s b st s s s s s s s s bt seb b s b b s et s s s e bbb s s b s s s s s b s s s b s b s st s s nsee
36. Voice VLAN
VOICE-VIAN (GIODAI)........ooiitiieete ettt bttt b s s s s b s bbb A4 s 4 s s e bbb sn bbb s bbb s s s bbbt s s bbbt et s nantesenses
voice-vlan (Interface)
voice-vlan vlan............
voice-vlan oui-table....

voice-vlan cos (Global).....
voice-vlan cos (Interface)
VOICE-VIAIN MOUE.........ceimiiiciiieicitie ettt ettt bttt bttt bttt ettt bttt
voice-vlan aging-time
SNOW VOICE-VIAN. ..ottt ettt ettt ettt bttt
37. PoE

38. Onvif
Onvif server
Onvif detect
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1. AAA
Syntax aaa authentication (login | enable) (default | LISTNAME) METHODLIST
[METHODLIST) [METHODLIST] [METHODLIST]
no aaa authentication (login | enable) LISTNAME
Parameter login Add/Edit login authentication list
enable Add/Edit enable authentication list
Default Default authentication list name for type login is “default” and default method
is “local”.

Default authentication list name for type enable is “default” and default
method is “enable”

Mode Global Configuration

Usage Login authentication is used when user try to login into the switch. Such as
CLI login dialog and WEBUI login web page.
Enable authentication is used only on CLI for user trying to switch from User
EXEC mode to Privileged EXEC mode.

Both of them support following authenticate methods.

Local: Use local user account database to authenticate. (This method is not
supported for enable authentication)

Enable: Use local enable password database to authenticate.

Tacacs+: Use remote Tacas+ server to authenticate.

Radius: Use remote Radius server to authenticate.

None: Do nothing and just make user to be authenticated.

Each list allows you to combine these methods with different orders. For
example, we want to authenticate login user with remote Tacacs+ server, but
server may be crashed. Therefore, we need a backup plan, such as another
Radius server. So we can configure the list with Tacacs+ server as first
authentication method and Radius server as second one.

Use no form to delete the existing list. However, “default” list is not allowed
to remove.
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Example This example shows how to add a login authentication list to authenticate with
order tacacs+, radius, local.
Switch (config)# aaa authentication login testl
tacacs+ radius local

This example shows how to show existing login authentication lists
Switch# show aaa authentication login lists
Login List Name | Authentication Method List

default tacacs+ tacacs+ radius local

This example shows how to add an enable authentication list to authenticate
with order tacacs+, radius, enable.

Switch (config)# aaa authentication enable test2
tacacs+ radius enable

This example shows how to show existing enable authentication lists
Switch# show aaa authentication enable lists
Enable List Name | Authentication Method List

_________________ +_______________________________
default | enable
test? | tacacs+ radius enable
Syntax login authentication LISTNAME

no login authentication

Parameter LISTNAME Auth Method List Name.
default Default Auth Method List
Default Default login authentication list for each line is “default”.
Mode Line Configuration
Usage Different access methods are allowed to bind different login authentication

lists. Use “login authentication” command to bind the list to specific line
(console, telnet, ssh).

Use no form to bind the “default” list back.

Example This example shows how to create a new login authentication list and bind to
telnet line.
Switch (config)# aaa authentication login testl
Managed Switch Software 10 Rev. 3.1.0
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tacacs+ radius local
Switch(config)# line telnet
Switch(config-line)# login authentication testl

This example shows how to show line binding lists.
Switch# show line lists

Line Type | AAA Type | List Name
_____________ +_________________+_________________

console | login | default
| enable | default

telnet | login | testl
| enable | default
ssh | login | default
| enable | default

http | login | default

https | login | default

Syntax ip (http | https) login authentication LISTNAME

no ip (http | https) login authentication

http Bind login authentication list to user access WEBUI
with http protocol
https Bind login authentication list to user access WEBUI
with https protocol
LISTNAME Specify the login authentication list name to use.
Default Default login authentication list for each line is “default”.
Mode Global Configuration
Usage Different access methods are allowed to bind different login authentication

lists. Use “ip (http | https) login authentication” command to bind the list to
WEBUI access from http or https.

Use no form to bind the “default” list back.

Example This example shows how to create two new login authentication lists and bind
to http and https.
Switch (config)# aaa authentication login testl
tacacs+ radius local
Switch (config)# aaa authentication login test2

Managed Switch Software 11 Rev. 3.1.0



Command Line Interface
User Guide

radius local
Switch(config)# ip http login authentication testl
Switch(config)# ip https login authentication test2

This example shows how to show line binding lists.
Switch# show line lists

Line Type | AAA Type | List Name
_____________ +_________________+_________________
console | login | default
| enable | default
telnet | login | default
| enable | default
ssh | login | default
| enable | default
http | login | testl
https | login | test2
Syntax enable authentication LISTNAME
no enable authentication
Parameter LISTNAME Auth Method List Name.
default Default Auth Method List
Default Default enable authentication list for each line is “default”.
Mode Line Configuration
Usage Different access methods are allowed to bind different enable authentication
lists. Use “enable authentication” command to bind the list to specific line
(console, telnet, ssh).
Use no form to bind the “default” list back.
Example This example shows how to create a new enable authentication list and bind to

Managed Switch Software 12 Rev. 3.1.0
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_____________ _|___________________|__________________
console | login | default
| enable | default
telnet | login | default
| enable | testl
ssh | login | default
| enable | default
http | login | default
https | login | default

Syntax show aaa authentication (login | enable) lists

Parameter login Show login authentication list
enable Show enable authentication list

Default No default value for this command

Mode Privileged EXEC

Usage Use “show aaa authentication” command to show login authentication or
enable authentication method lists.

Example This example shows how to show existing login authentication lists

Switch# show aaa authentication login lists

Login List Name | Authentication Method List
_________________ +_______________________________
default | local
testl | tacacs+ radius 1local

This example shows how to show existing enable authentication lists
Switch# show aaa authentication login lists
Enable List Name | Authentication Method List

default | enable

test? | tacacs+ radius enable
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Syntax show line lists
Parameter
Default No default value for this command
Mode Privileged EXEC
Usage Use “show line lists” command to show all lines’ binding list of all
authentication, authorization, and accounting function.
Example This example shows how to show line binding lists.
Switch# show line lists
Line Type | AAA Type | List Name
_____________ _|___________________|__________________
console | login | default
| enable | default
| exec | default
| commands | default
| accounting-exec | default
telnet | login | default
| enable | default
| exec | default
| commands | default
| accounting-exec | default
ssh | login | default
| enable | default
| exec | default
| commands | default
| accounting-exec | default
http | login | default
https | login | default
Syntax tacacs default-config [key TACACSKEY] [timeout </-30>]
Parameter key TACACS+ key
timeout TACACS+ timeout
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Default Default tacacs+ key is “”.
Default tacacs+ timeout is 5 seconds.
Mode Global Configuration
Usage Use “tacacs default-config” command to modify default values of tacacs+

server. These default values will be used when user try to create a new
tacacs+ server and not assigned these values.

Example This example shows how modify default tacacs+ configuration
Switch (config)# tacacs default-config timeout 20
Switch (config)# tacacs default-config key tackey

This example shows how to show default tacacs+ configurations.
Switch# show tacacs default-config

Timeout| Key

This example shows how to create a new tacacs+ server with above default
config and show results.

Switch(config)# tacacs host 192.168.1.111

Switch# show tacacs

Prio | Timeout | IP Address | Port | Key
—————— s st ettt PP L
1| 20 | 192.168.1.111 | 49 | tackey

Syntax tacacs host HOSTNAME [port <0-65535>] [key TACPLUSKEY] [priority

<0-65535>] [timeout </-30>]
no tacacs [host HOSTNAME]

Parameter host Host name
port <0-65535> TCP/UDP port
key TACACS+ key
priority <0- Server priority
65535>

timeout </-30> TACACS++ timeout

(135

Default Default tacacs+ key is “”.
Default tacacs+ timeout is 5 seconds.
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Mode Global Configuration

Usage Use “tacacs host” command to add or edit tacacs+ server for authentication,
authorization or accounting.

Use no form to delete one or all tacacs+ servers from database.

Example This example shows how to create a new tacacs+ server
Switch (config)# tacacs host 192.168.1.111 port 12345
key tacacs+ priority 100 timeout 10
This example shows how to show existing tacacs+ server.
Switch# show tacacs

Prio | Timeout| IP Address | Port | Key
—————— oo
100 | 10 | 192.168.1.111 | 12345 |
tacacs+

Syntax show tacacs default-config

Parameter

Default No default value for this command

Mode Privileged EXEC

Usage Use “show tacacs default-config” command to show tacacs+ default
configurations.

Example This example shows how to show default tacacs+ configurations.

Switch# show tacacs default-config
Timeout| Key
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Syntax show tacacs

Parameter

Default No default value for this command

Mode Privileged EXEC

Usage Use “show tacacs” command to show existing tacacs+ servers.

Example This example shows how to show existing tacacs+ server.
Switch# show tacacs
Prio | Timeout| IP Address | Port | Key
—————— oo
100 | 10 | 192.168.1.111 | 12345 |
tacacst

Syntax radius default-config [key RADIUSKEY] [retransmit </-/0>] [timeout </-
30>]

Parameter key RADIUS key
retransmit Specify the number of retransmit to active server
timeout Specify default radius server timeout value

Default Default radius key is “”.
Default radius retransmit is 3 times.
Default radius timeout is 3 seconds.

Mode Global Configuration

Usage Use “radius default-config” command to modify default values of radius
server. These default values will be used when user try to create a new radius
server and not assigned these values.

Example This example shows how modify default radius configuration

Switch(config)# radius default-config timeout 20
Switch(config)# radius default-config key radiuskey
Switch (config)# radius default-config retransmit 5

Managed Switch Software 17 Rev. 3.1.0
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Switch# show radius default-config
Retries| Timeout| Key

________ +________+_________

5 | 20 | radiuskey

This example shows how to create a new radius server with above default
config and show results.

Switch(config)# radius host 192.168.1.111

Switch# show radius

Prio | [P Address | Auth-Port| Retries| Timeout| Usage-Type| Key
—————— R it e it TP

_+ ___________ + _________

1 | 192.168.1.111 | 1812 5 |20 | All | radiuskey

Syntax radius host HOSTNAME [auth-port <0-65535>] [key RADIUSKEY]
[priority <0-65535>] [retransmit <1-10>] [timeout </-30>] [type
(login|802.1x|all)]
no radius [host HOSTNAME]

Parameter host HOSTNAME  Specify radius server host name, both IP address and

domain name are available.

auth-port <0- UDP port for RADIUS authentication server (default is 1812)
65535>

key RADIUSKEY — RADIUS key
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priority <0-
65535> Server priority
retransmit </-/0> Specify the number of retransmit to active server
timeout Time to wait for this RADIUS server to reply(default is 3)
type Usage type of this server
802.1X
login Usage type (login, 802.1X, all)
all
Default Default radius key is “”.

Default radius timeout is 3 seconds.

Mode Global Configuration

Usage Use “radius host” command to add or edit an existing radius server.

Use no form to delete one or all radius servers from database.

Example This example shows how to create a new radius server
Switch(config)# radius host 192.168.1.111 auth-port 12345 key
radiuskey priority 100 retransmit 5 timeout 10 type all

This example shows how to show existing radius server.
Switch# show radius

Prio | IP Address | Auth-Port| Retries| Timeout| Usage-Type| Key

————— Bt e S e
o ———— o ———_——
100 | 192.168.1.111 | 12345 | 5 | 10
| All  |radiuskey
Syntax show radius default-config
Parameter
Default No default value for this command
Mode Privileged EXEC
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Usage Use “show radius default-config” command to show radius default
configurations.
Example This example shows how to show default radius configurations.
Switch# show radius default-config
Retries| Timeout| Key
_______ +________+_________
5 | 20 | radiuskey
Syntax show radius
Parameter
Default No default value for this command
Mode Privileged EXEC
Usage Use “show radius” command to show existing radius servers.
Example This example shows how to show existing radius server.
Switch# show radius
Prio | IP Address | Auth-Port| Retries| Timeout| Usage-Type| Key
————— o
Fomm e
100 |192.168.1.111 | 12345 | 5 | 10| Al |radiuskey
Syntax mac acl NAME
no mac acl NAME
Parameter NAME Specify the name of MAC ACL
Default No default is defined
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Mode

Usage

Global Configuration

Use the mac acl command to create a MAC access list and to enter mac-acl
configuration mode. The name of ACL must be unique that can not have same
name with other ACL or QoS policy. Once an ACL is created, an implicit
“deny any” ACE created at the end of the ACL. That is, if there are no
matches, the packets are denied. Use the no form of this command to delete.

Example

Syntax

The example shows how to create a mac acl. You can verify settings by the
following show acl command

Switch(config)# mac acl test
Switch(config-mac-al)# show acl
MAC access list test

[sequence <1-2147483647>| permit (A:B:C:D:E:F/A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7> <0-7>]
[ethtype <0x0600-0xFFFF>]

no sequence <1-2147483647>

Parameter

<1-2147483647> (Optional) Specify sequence index of ACE, the
sequence index represent the priority of
an ACE in ACL.

(A:B:C:D:E:F/A:B:C:D:E:Flany) Specify the source MAC address and mask of
packet or any MAC address.

(A:B:C:D:E:F/A:B:C:D:E:Flany) Specify the destination MAC address and mask
of packet or any MAC address

[vlan <1-4094>] (Optional) Specify the vlan ID of packet.

[cos <0-7> <0-7>] (Optional) Specify the Class of Service
value and mask of packet.

[ethtype <0x0600-0xFFFF>] (Optional) Specify Ethernet protocol number of
packet

Default

Mode

Usage

No default is defined.

MAC ACL Configuration

Use the permit command to add permit conditions for a mac ACE that bypass
those packets hit the ACE. The “sequence” also represents hit priority

when ACL bind to an interface. An ACE not specifies “sequence” index
would assign a sequence index which is the largest existed index plus 20. If
packet content can match more than one ACE, the lowest sequence ACE is
hit. An ACE can not be added if has the same conditions as existed ACE.

Example

The example shows how to add an ACE that permit packets with source
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MAC address 22:33:44:55:66:77 - VLAN 3 and Ethernet type 1999. You
can

verify settings by the following show acl command

Switch(config)# mac acl test
Switch(config-mac-al)# sequence 999 permit
22:33:44:55:66:77/FF:FF:FF:FF:FF:FF any vlan 3 ethtype
0x2800
Switch(config-mac-al)# show acl
MAC access list test
sequence 999 permit 22:33:44:55:66:77/FF:FF:FF:FF:FF:FF any vlan
3 ethtype 0x2800

Syntax [sequence <1-2147483647>] deny (A:B:C:D:E:F/A:B:C:D:E:F|any)
(A:B:C:D:E:F/A:B:C:D:E:F|any) [vlan <1-4094>] [cos <0-7> <0-7>]
[ethtype <0x0600-0xFFFF>] [shutdown]
no sequence <1-2147483647>
Parameter <1-2147483647> (Optional) Specify sequence
index of ACE, the sequence
index represent the priority of
an ACE in ACL.
(A:B:C:D:E:F/A:B:C:D:E:Flan  Specify the source MAC
y) address and mask of packet or
any MAC address.
(A:B:C:D:E:F/A:B:C:D:E:Flan  Specify the destination MAC
y) address and mask of packet or
any MAC address.
[vlan <1-4094>] (Optional) Specify the vlan ID
of packet.
[cos <0-7> <0-7>] (Optional) Specify the Class
of Service value and mask of
packet.
[ethtype <0x0600-0xFFFF>]| (Optional) Specify Ethernet
protocol number of packet
[shutdown] (Optional) Shutdown interface
while ACE hit
Default No default is defined.
Mode MAC ACL Configuration
Usage Use the deny command to add deny conditions for a mac ACE that drop those

packets hit the ACE. The “sequence” also represents hit priority when ACL
bind to an interface. An ACE not specifies “sequence” index would assign a
sequence index which is the largest existed index plus 20. If packet content
can match more than one ACE, the lowest sequence ACE is hit. An ACE
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cannot be added if has the same conditions as existed ACE. Use “shutdown”
to shutdown interface while ACE hit.

Example

The example shows how to add an ACE that denies packets with destination
MAC address aa:bb:cc:xx:xx:xx and VLAN 9. You can verify settings by the
following show acl command

Switch(config)# mac acl test
Switch(config-mac-al)# sequence 30 permit any any
Switch(config-mac-al)# deny any aa:bb:cc:00:0:00/FF:FF:FF:00:00:00
vlan 9 shutdown
Switch(config-mac-al)# show acl
MAC access list test

sequence 30 permit any any

sequence 50 deny any AA:BB:CC:00:00:00/FF:FF:FF:00:00:00 vlan 9
shutdown

Managed Switch Software

23 Rev. 3.1.0



Command Line Interface
User Guide

Syntax

ip acl NAME
no ip acl NAME

Parameter

NAME Specify the name of [Pv4 ACL

Default

Mode

Usage

No default is defined
Global Configuration

Use the ip acl command to create an IPv4 access list and to enter ip-acl
configuration mode. The name of ACL must be unique that can not have same
name with other ACL or QoS policy. Once an ACL is created, an implicit
“deny any” ACE created at the end of the ACL. That is, if there are no
matches, the packets are denied. Use the no form of this command to delete.

Example

Syntax

The example shows how to create an [P ACL. You can verify settings by the
following show acl command

Switch(config)#ip acl iptest
Switch(config-ip-al)# show acl
IP access list iptest

[sequence <1-2147483647>] permit (<0-
255>|ipinip|egp|igp/hmp|rdp|ipv6|
ipv6:rout|ipv6:frag|rsvp|ipv6:icmp|ospf|pim|12tp|ip)
(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any)
[(dscp|precedence) VALUE]]

[sequence <1-2147483647>] permit icmp
(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any) (<0-
255>|echo-reply|destination-unreachable|source-quench|echo-
request|

router-advertisement|router-solicitation|time-
exceeded|timestamp| timestamp-reply|traceroute|any) (<0-
255>|any) [(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit tcp
(A.B.C.D/A.B.C.DJany) (<0-65535>|echo|

discard|daytime|ftp-

data|ftp|telnet|smtp|time hostname|whois|tacacs-
ds|domain|www|
pop2|pop3|syslog|talk|klogin|kshelljsunrpc|drip PORT_RANG
E|any) (A.B.C.D/A.B.C.D|any) (<0-
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65535>|echo|discard|daytime|ftp-

data|ftp|telnet|smtp|time hostname|whois|

tacacs-
ds|domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|dri
p/PORT_RANGE]|any)

[match-all TCP_FLAG] [(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit udp
(A.B.C.D/A.B.C.D|any) (<0-65535>|echo|discard|
time/nameserver|tacacs-
ds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbios-ns|snmp|
snmptrap|who|syslog|talk|rip| PORT_RANGE]|any)
(A.B.C.D/A.B.C.DJany) (<0-65535>|echo|
discard|time|nameserver|tacacs-
ds|domain|bootps|bootpc|tftp|sunrpc|ntp|netbios-ns|
snmp|snmptrap|who|syslog|PORT_RANGE |any)
[(dscp|precedence) VALUE]

no sequence <1-2147483647>

Parameter <(-255> Specify the IP protocol number.
egp Exterior Gateway Protocol (8).
hmp Host Monitoring Protocol (20).
icmp Internet Control Message Protocol (1).
igp interior Gateway Protocol (9).
ipinip IP in IP (encapsulation) Protocol (4).
12tp Layer Two Tunneling Protocol (115).
ospf Open Shortest Path Protocol (89).
pim Protocol Independent Multicast (103).
rdp reliable Data Protocol (27).
rsvp reservation Protocol (46).
tcp transmission Control Protocol (6).
udp user Datagram Protocol (17).
Default No default is defined.
Mode [P ACL Configuration
Usage Use the permit command to add permit conditions for an [P ACE that
bypasses those packets hit the ACE. The “sequence” also represents hit
priority when ACL bind to an interface. An ACE not specifies “sequence”
index would assign a sequence index which is the largest existed index plus
20. If packet content can match more than one ACE, the lowest sequence
ACE is hit. An ACE can not be added if has the same conditions as existed
ACE.
Example The example shows how to add a set of ACEs. You can verify settings by the

following show acl command.
This command shows how to permit a source IP address subnet.
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Switch(config-ip-al)# permit ip 192.168.1.0/255.255.255.0
192.168.1.111/255.255.255.0
This command shows how to permit ICMP echo-request packet with any IP
address.
Switch(config-ip-al)# permit icmp any any echo-request any
This command shows how to permit any IP address HTTP packets with DSCP
5.
Switch(config-ip-al)# permit tcp any any any www dscp 5
This command shows how to permit any source IP address SNMP packet
connect to destination IP address 192.168.1.1.
Switch(config-ip-al)# permit udp any any 192.168.1.1/255.255.255.255
snmp
Switch(config-ip-al)# show acl
IP access list iptest

sequence 1 permit ip 192.168.1.0/255.255.255.0 any

sequence 21 permit icmp any any echo-request any

sequence 41 permit tcp any any any www dscp 5

sequence 61 permit udp any any 192.168.1.1/255.255.255.255 snmp

Syntax [sequence <1-2147483647>] deny (<0-
255>|ipinip|egp|igp/hmp|rdp|ipv6|
ipv6:rout|ipv6:frag|rsvp|ipv6:icmp|ospf|pim|12tp|ip)
(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any)
[(dscp|precedence) VALUE]] [shutdown]

[sequence <1-2147483647>] deny icmp
(A.B.C.D/A.B.C.D|any) (A.B.C.D/A.B.C.D|any) (<0-
255>|echo-reply|destination-unreachable|
source-quench|echo-request|router-advertisement|router-
solicitation|

time-exceeded|timestamp| timestamp-reply|traceroute|any)
(<0-255>|any) [(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny tcp (A.B.C.D/A.B.C.D|any)
(<0-65535>|echo|

discard|daytime|ftp-
data|ftp|telnet|smtp|time/hostname|whois|tacacs-ds|
domain|www|pop2|pop3|syslog|talk|klogin|kshell|sunrpc|drip|
PORT_RANGE|any)

(A.B.C.D/A.B.C.D|any) (<0-65535>|echo|discard|daytime|ftp-
data|ftp|telnet|

smtp|timelhostname|whois|tacacs-
ds|domain|www|pop2|pop3|syslog|talk|
klogin|kshell|sunrpc|drip| PORT_RANGE]|any)

[match-all TCP_FLAG] [(dscp|precedence) VALUE]
[shutdown]
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[sequence <1-2147483647>] deny udp (A.B.C.D/A.B.C.D|any)
(<0-65535>|echo|discard|time|nameserver|tacacs-
ds|domain|bootps|
bootpc|tftp|sunrpc|ntp|netbios-ns|snmp|snmptrap|wholsyslog|
talk|rip|PORT_RANGE]|any) (A.B.C.D/A.B.C.D|any) (<0-
65535>|echo|
discard|time|nameserver|tacacs-ds|domain|bootps|bootpc|tftp|
sunrpc|ntp|netbios-

ns|snmp|snmptrap|who|syslog| PORT_RANGE]|any)
[(dscp|precedence) VALUE] [shutdown]

no sequence <1-2147483647>

Parameter <0-255> Specity the IP protocol number.
egp Exterior Gateway Protocol (8).
hmp Host Monitoring Protocol (20).
icmp Internet Control Message Protocol (1).
igp interior Gateway Protocol (9).
ipinip IP in IP (encapsulation) Protocol
(4).
12tp Layer Two Tunneling Protocol
(115).
ospf Open Shortest Path Protocol (89).
pim Protocol Independent Multicast (103).
rdp Reliable Data Protocol (27).
rsvp Reservation Protocol (46).
tcp Transmission Control Protocol (6).
udp User Datagram Protocol (17).
Default No default is defined.
Mode [P ACL Configuration
Usage Use the deny command to add deny conditions for an IP ACE that drop those
packets hit the ACE. The “sequence” also represents hit priority when ACL
bind to an interface. An ACE not specifies “sequence” index would assign a
sequence index which is the largest existed index plus 20. If packet content
can match more than one ACE, the lowest sequence ACE is hit. An ACE can
not be added if has the same conditions as existed ACE. Use “shutdown” to
shutdown interface while ACE hit.
Example The example shows how to add an ACE that denies packets with source IP

address 192.168.1.80. You can verify settings by the following show acl
command

Switch334455(config)# ip acl iptest
Switch334455(ip-al)# deny ip 192.168.1.80/255.255.255.255 any
Switch334455(ip-al)# show acl
IP access list iptest
sequence 1 deny ip 192.168.1.80/255.255.255.255 any
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Syntax ipv6 acl NAME
no ipv6 acl NAME

Parameter NAME Specify the name of IPv6 ACL

Default No default is defined

Mode Global Configuration

Usage Use the ipv6 acl command to create an [Pv6 access list and to enter ipv6-acl
configuration mode. The name of ACL must be unique that can not have same
name with other ACL or QoS policy. Once an ACL is created, an implicit
“deny any” ACE created at the end of the ACL. That is, if there are no
matches, the packets are denied. Use the no form of this command to delete.

Example The example shows how to create an IPv6 ACL. You can verify settings by
the following show acl command
Switch334455(config)#ipvé acl ipv6test
Switch334455(config-ipv6-al)# show acl
[Pv6 access list iptest

Syntax [sequence <1-2147483647>] permit (<0-255>|ipv6)

(X X0 X:X/<0-128>|any) (X:X::X:X/<0-128>|any)
[(dscp|precedence) VALUE]

[sequence <1-2147483647>] permit icmp (X:X::X:X/<0-
128>|any)

(X:X::X:X/<0-128>|any) (<0-255>|destination-
unreachable|packet-too-big|
time-exceeded|parameter-problem|echo-request|echo-reply|
mld-query|mld-report/mldv2-reportjmld-done| router-
solicitation|router-advertisement|nd-ns|nd-najany) (<0-
255>|any)|(dscp|precedence) VALUE]

[sequence <1-2147483647>| permit tcp (X:X::X:X/<0-
128>|any) (<0-65535>|echo|discard|daytime|ftp-

data|ftp|telnet|smtp|

time|hostname|whois|tacacs-
ds|domain|www|pop2|pop3|syslog|
talk|klogin|kshell|sunrpc|drip] PORT_RANGE]|any)
(X:X::X:X/<0-128>|any) (<0-65535>|echo|discard|daytime|ftp-
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data|ftp|
telnet|smtp|time/hostname|whois|tacacs-ds|domain|www|pop2|
pop3|syslog|talk|klogin|kshelljsunrpc|drip PORT_RANGE]|an
Y) [match-all TCP_FLAG] [(dscp|precedence)
VALUE]

[sequence <1-2147483647>| permit udp (X:X::X:X/<0-
128>|any)
(<0-65535>|echo|discard|time|nameserver|tacacs-ds|domain|
bootps|bootpc|tftp|sunrpc|ntp|netbios-
ns|snmp|snmptrap|wholsyslog|
talk|rip|PORT_RANGE]|any) (X:X::X:X/<0-128>|any) (<0-
65535>|echo|discard|time/nameserver|tacacs-ds|domain|
bootps|bootpc|tftp|sunrpc|ntp|netbios-ns|
snmp|snmptrap|who|syslog|PORT_RANGE |any)
[(dscp|precedence) VALUE]
no sequence <1-2147483647>
Parameter <1-2147483647> (Optional) Specify sequence index of
ACE, the sequence index represent
the priority of an ACE in ACL.
(X:X::X:X/<0-128>|any) Specify the source [Pv6 address and
prefix of packet or any IPv6 address.
(X:X::X:X/<0-128>|any) Specify the destination IPv6 address
and prefix of packet or any IPv6
address.
[dscp VALUE] (Optional) Specify the DSCP of
packet.
[precedence VLAUE] (Optional) Specify the IP precedence
of packet.
icmp-type Specify ICMP message type for
filtering ICMP packet. Enter a type
name of list or a number of ICMP
message type.
icmp-code Specify ICMP message code for
filtering ICMP packet.
14-source-port Specify TCP/UDP source port of for
filtering TCP/UDP packet. Enter a
port name of list or a number of
TCP/UDP port.
14-destination-port Specify TCP/UDP destination port of
for filtering TCP/UDP packet. Enter a
port name of list or a number of
TCP/UDP port.
match-all Specify tcp flag for TCP packet. If a flag should be set it is
prefixed by

\"-+\".If a flag should be unset it is
prefixed by \"-\". Available options
are +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn and -fin.To
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define more than 1 flag - enter
additional flags one after another
without a space (example +syn-ack).

Default No default is defined.

Mode IPv6 ACL Configuration

Usage Use the permit command to add permit conditions for an [IPv6 ACE that
bypasses those packets hit the ACE. The “sequence” also represents hit
priority when ACL bind to an interface. An ACE not specifies “sequence”
index would assign a sequence index which is the largest existed index plus
20. If packet content can match more than one ACE, the lowest sequence
ACE is hit. An ACE can not be added if has the same conditions as existed
ACE.

Example The example shows how to add a set of ACEs. You can verify settings by the
following show acl command.
This command shows how to permit a source IP address subnet.
Switch334455(ipv6-al)# permit permit ipv6 fe80:1122:3344:5566::1/64 any
Switch334455(ipv6-al)# show acl
IPv6 access list ipv6test

sequence 1 permit ipv6 fe80:1122:3344:5566::1/64 any
Syntax [sequence <1-2147483647>] deny (<0-255>|ipv6) (X:X::X:X/<0-

128>|any) (X:X::X:X/<0-128>|any) [(dscp|precedence)
VALUE] [shutdown]

[sequence <1-2147483647>] deny icmp (X:X::X:X/<0-128>|any)
(X:X::X:X/<0-128>|any) (<0-255>|destination-
unreachable|packet-too-big|
time-exceeded|parameter-problem|echo-request|echo-reply|
mld-query|mld-reportjmldv2-report/mld-done| router-
solicitation|router-advertisement|nd-ns|nd-najany) (<0-
255>|any)[(dscp|precedence) VALUE] [shutdown]

[sequence <1-2147483647>] deny tcp (X:X::X:X/<0-128>|any)
(<0-65535>|echo|discard|daytime|ftp-data|ftp|telnet|smtp|
time|hostname|whois|tacacs-ds|domain|www|pop2|pop3|syslog|
talk|klogin|kshell|sunrpc|drip| PORT_RANGE]|any)
(X:X::X:X/<0-128>|any) (<0-65535>|echo|discard|daytime|ftp-
data|ftp|
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telnet|smtp|time/hostname|whois|tacacs-ds|domain|www|pop2|
pop3|syslog|talk|klogin kshelljsunrpc|dripPORT_RANGE|any)
[match-all TCP_FLAG] [(dscp|precedence) VALUE]
[shutdown]

[sequence <1-2147483647>] deny udp (X:X::X:X/<0-128>|any)
(<0-65535>|echo|discard|time|nameserver|tacacs-ds|domain|
bootps|bootpc|tftp|sunrpc|ntp|netbios-
ns|snmp|snmptrap|wholsyslog|

talk|rip|PORT_RANGE]|any) (X:X::X:X/<0-128>|any) (<0-
65535>|echo|discard|time|nameserver|tacacs-ds|domain|
bootps|bootpc|tftp|sunrpc|ntp|netbios-ns|
snmp|snmptrap|who|syslog]PORT_RANGE | any)
[(dscp|precedence) VALUE] [shutdown]

no sequence <1-2147483647

Parameter <0-255> Specity the IPv6 protocol number.
icmp Internet Control Message Protocol (1).
ipv6 Specify for any Internet Protocol.
tep Transmission Control Protocol (6).
udp User Datagram Protocol (17).
[shutdown] (Optional) Shutdown interface while
ACE hit
Default No default is defined.
Mode IP ACL Configuration
Usage Use the deny command to add deny conditions for an IPv6 ACE that drop
those packets hit the ACE. The “sequence” also represents hit priority when
ACL bind to an interface. An ACE not specifies “sequence” index would
assign a sequence index which is the largest existed index plus 20. If packet
content can match more than one ACE, the lowest sequence ACE is hit. An
ACE can not be added if has the same conditions as existed ACE. Use
“shutdown” to shutdown interface while ACE hit.
Example The example shows how to add an ACE that denies packets with destination

IP address fe80::abcd. You can verify settings by the following show acl
command

Switch334455(config)# ipv6 acl ipvétest
Switch334455(ip-al)# deny ipv6 any fe80::abcd/128
Switch334455(ip-al)# show acl

IPv6 access list ipvotest
sequence 1 deny ipv6 any fe80::abcd/128
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Syntax (maclip|ipv6) acl NAME [no]
(mac|ip|ipv6) acl NAME
Parameter (macliplipv6) Specify a type of ACL to binding to interface
NAME Specify the name of ACL
Default No default is defined
Mode Interface Configuration
Usage Use the (mac|ip|ipv6) acl NAME command to bind an ACL to interfaces. An
interface can bind only one ACL or QoS policy. Use the no form of this
command to return to unbind an ACL from interface.
Example The example shows how to bind an existed ACL to interface.
switch(config)# interface GigabitEthernet 2
switch(config-if)# mac acl test
switch(config-if)# do show running-config interfaces GigabitEthernet 2
interface gi2
mac acl test
Syntax show acl
show (mac|ip|ipvé6) acl
show (mac|ip|ipv6) acl NAME
Parameter (mac|ip|ipv6) Specify a type of ACL to show
NAME Specify the name of ACL
Default No default is defined
Mode Global Configuration
Context Configuration
Usage Use the show acl command to show created ACLs. You can specify mac. ip

or ipv6 to show specific type ACL or specify unique name string to show
ACL with the name.
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Example The example shows how to show all IP ACL.

Switch# show ip acl

IP access list iptest

sequence 1 deny ip 192.168.1.80/255.255.255.255 any

Syntax show acl utilization
Parameter None
Default No default is defined
Mode Global Configuration
Usage Use the show acl utilization command to show the usage of PIE of ASIC.

When an ACL bind to interface, it needs ASIC resource to help to filter
packet. An ASIC has limited resource. This command help user to know the
PIE usage of AISC.

Example The example shows how to show utilization

Switch(config)# do show acl utilization

Type: sys usage: 128

Type: mac ACL usage: 128
Type: IPv4 ACL usage: 128
Type: IPv6 ACL usage: 128

3. Administration

Syntax configure

Parameter

Default No default value for this command.
Mode Privileged EXEC
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Usage Use “configure” command to enter global configuration mode. In global
configuration mode, the prompt will show as “Switch(config)#”.
Example This example shows how to enter global configuration mode.
Switch# configure
Switch (config) #
Syntax clear arp [4.B.C.D]
Parameter A.B.C.D Specify specific arp entry to clear.
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “clear arp” command to clear all or specific one arp entry.
Example This example shows how to clear all arp entries.
Switch# clear arp
Syntax clear (telnet | ssh)
Parameter telnet Clear all telnet sessions.
ssh Clear all ssh sessions.
Default No default value for this command.
Mode Privileged EXEC
Usage Use “clear service” command to kill all existing sessions for the select
service.
Example This example shows how to enable telnet service and show current telnet

Managed Switch Software 34 Rev. 3.1.0



Command Line Interface

User Guide
service status.
Switch# clear line telnet
Syntax enable [</-15>]
disable [</-14>]
Parameter <I-15> Specify privileged level to enable
<]-14> Specify privileged level to disable
Default Default privilege level is 15 if no privilege level is specified on enable
command.
Default privilege level is 1 if no privilege level is specified on disable
command.
Mode User EXEC
Usage In User EXEC mode, user only allows to do a few actions. Most of commands

are only available in privileged EXEC mode. Use “enable” command to enter
the privileged mode to do more actions on switch.

In privileged EXEC mode, use “exit” command is able to go back to user
EXEC mode with original user privilege level. If you need to go back to user
EXEC mode with different privilege level, use “disable” command to specify
the privilege level you need.

In privileged EXEC mode, the prompt will show “Switch#”

Example This example shows how to enter privileged EXEC mode and show current
privilege level.
Switch> enable
Switch# show privilege
Current CLI Username:

Current CLI Privilege: 15

This example show how to enter user EXEC mode with privilege 3.
Switch# disable 3

Switch> show privilege

Current CLI Username:

Current CLI Privilege: 3

Syntax end

Parameter
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Default No default value for this command.
Mode Privileged EXEC
Global Configuration
Interface Configuration
Line Configuration
Usage Use “end” command to return to privileged EXEC mode directly. Every mode
except User EXEC mode has the “end” command.
Example This example shows how to enter Interface Configuration mode and use end
command to go back to privileged EXEC mode
Switch# configure
Switch (config) #interface GigabitEtherne 1
Switch (config-if)# end
Switch#
Syntax exit
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Global Configuration
Interface Configuration
Line Configuration
Usage In User EXEC mode, “exit” command will close current CLI session. In other
modes, “exit” command will go to the parent mode. And every mode has the
“exit” command.
Example This example shows how to enter privileged EXEC mode and use exit

command to go back to user EXEC mode.
Switch> enable

Switch# exit

Switch>
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Syntax history </-256>
no history

Parameter <[-256> Specify maximum CLI history entry number.

Default Default maximum history entry number is 128.

Mode Line Configuration

Usage Use “history” command to specify the maximum commands history number
for CLI running on console, telnet or ssh service. Every command input by
user will record in history buffer. If all history commands exceed configured
history number, older ones will be deleted from buffer.
Use “no history” to disable the history feature. And use “show history” to
show all history commands.

Example This example shows how to change console history number to 100, telnet

history number to 150 and ssh history number to 200.
Switch (config)# line console

Switch (config-line)# history 100

Switch (config-line)# exit

Switch (config)# line telnet

Switch (config-line)# history 150

Switch (config-line)# exit

Switch (config)# line ssh

Switch (config-line)# history 200

Switch (config-line)# exit

This example shows how show line information.
Switch# show line

Console ==============================
Session Timeout : 10 (minutes)
History Count : 100
Password Retry : 3
Silent Time : 0 (seconds)

Telnet
Telnet Server : disabled
Session Timeout : 10 (minutes)
History Count : 150
Password Retry : 3
Silent Time : 0 (seconds)

SSH ==================================
SSH Server : disabled
Session Timeout : 10 (minutes)
History Count : 200
Password Retry : 3
Silent Time : 0 (seconds)
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This example shows how show history commands.
Switch# show history
Maximun History Count: 100
.enable

.configure

.line console

.exit

.show history

.line

.exit

.show history
9.configure

10.1line

11.1line console
12.exit

13.1line console

14 .history 100
15.exit

16.show history
17.exit

18.show history

O ~J O U W

Syntax hostname WORD

Parameter WORD Specify the hostname of the switch.

Default Default name string is “Switch”.

Mode Global Configuration

Usage Use “hostname” command to modify hostname of the switch. The system
name is also used to be CLI prompt.

Example This example shows how to modify contact information
Switch (config)# hostname myname
myname (config) #

Syntax interface /FF PORTS
interface range /FF PORTS

Parameter IF _PORTS Specify the port to select. This parameter allows partial
port name and ignore case. For Example:
fal
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FastEthernet3
Gigabit4

If port range is specified, the list format is also
available. For Example:

gil,3,5

gi2,gil-3

Default No default value for this command.

Mode Global Configuration

Usage Some configurations are port based. In order to configure these
configurations, we need to enter Interface Configuration mode to configure
them. Use “interface” command to enter the Interface Configuration mode
and select the port to be configured.

In Interface Configuration mode, the prompt will show as “Switch(config-
if)#”

Example This example shows how to enter Interface Configuration mode
Switch# configure
Switch (config)# interface GigabitEthernet 1
Switch (config-if) #

Syntax ip address 4.B.C.D [mask 4.B.C.D]
Parameter address A.B.C.D Specify IPv4 address for switch
mask A.B.C.D Specify net mask address for switch
Default Default IP address is 192.168.1.1 and default net mask is 255.255.255.0.
Mode Global Configuration
Usage Use “ip address” command to modify administration ipv4 address. This

address is very important. When we try to use telnet, ssh, http, https, snmp...
to connect to the switch, we need to use this ip address to access it.
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Example This example shows how to modify the ipv4 address of the switch.
Switch (config)# ip address 192.168.1.200 mask 255.255.255.0

This example shows how to show current ipv4 address of the switch.
Switch# show ip

IP Address: 192.168.1.200

Subnet Netmask: 255.255.255.0

Default Gateway: 192.168.1.254

Syntax ip default-gateway 4.B.C.D
no ip default-gateway

Parameter A.B.C.D Specify default gateway IPv4 address for switch

Default Default IP address of default gateway is 192.168.1.254.

Mode Global Configuration

Usage Use “ip default-gateway” command to modify default gateway address. And
use “no ip default-gateway” to restore default gateway address to factory
default.

Example This example shows how to modify the ipv4 address of the switch.

Switch (config)# ip default-gateway 192.168.1.100

This example shows how to show current ipv4 default gateway of the switch.
Switch# show ip

IP Address: 192.168.1.1

Subnet Netmask: 255.255.255.0

Default Gateway: 192.168.1.100

Syntax ip dhcp no
ip dhcp

Parameter
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Default Default DHCP client is disabled.
Mode Global Configuration
Usage Use “ip dhcp” command to enabled dhcp client to get IP address from remote
DHCP server.

Use “no ip dhep” command to disabled dhcp client and use static ip address.

Example This example shows how to enable dhcp client.
Switch (config)# ip dhcp

This example shows how to show current dhcp client state of the switch.
Switch# show ip dhcp
DHCP Status : enabled

Syntax ipdns A.B.C.D [4.B.C.D]
no ip dns [4.5.C.D]

Parameter A.B.C.D Specify the DNS server ip address.

Default Default IP address of DNS server is 168.95.1.1 and 168.95.192.1.

Mode Global Configuration

Usage Use “ip dns” command to modify DNS server address. And use “no ip dns”

to delete existing DNS server.

Example This example shows how to modify the DNS server of the switch.
Switch (config)# ip dns 111.111.111.111 222.222.222.222

This example shows current DNS server of the switch.
Switch# show ip dns

DNS lookup is enabled

DNS Server 1 : 111.111.111.111

DNS Server 2 : 222.222.222.222
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Syntax ip dns lookup no
ip dns lookup
Parameter
Default Default DNS lookup is enabled
Mode Global Configuration
Usage Use “ip dns lookup” command to enable the Domain Name to IP address
service. And use “no ip dns” to disable the DNS service.
Example This example enables the DNS service on the system.
Switch (config)# ip dns lookup
This example shows the DNS service status.
Switch# show ip dns
DNS Server 1 : 111.111.111.111
DNS Server 2 : 222.222.222.222
Syntax ipv6 autoconfig
no ipvé6 autoconfig
Parameter
Default Default IPv6 auto config is enabled.
Mode Global Configuration
Usage Use “ipv6 autoconfig” command to enabled IPv6 auto configuration feature.
Use “no ipv6 autoconfig” command to disabled IPv6 auto configuration
feature.
Example This example shows how to disable IPv6 auto config.

Switch (config)# no ipvé autoconfig

This example shows how to show current IPv6 auto config state.

Switch# show ipvé
IPv6 DHCP Configuration : Disabled
IPv6 DHCP DUID :
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IPv6e Auto Configuration : Disabled
IPv6 Link Local Address : fe80::dcad:beff:feef:102/64
IPv6 static Address : fe80::20e:2eff:fefl:4b3c/128
IPv6 static Gateway Address :
IPv6 in use Address : fe80::dcad:beff:feef:102/64

IPv6 in use Gateway Address

Syntax ipv6 address X:X::X: X prefix <0-128>

Parameter address X X::X:X  Specify IPv6 address for switch
prefix <0-128> Specify IPv6 prefix length for switch

Default No default ipv6 address on the switch.

Mode Global Configuration

Usage Use “ipv6 address” command to specify static IPv6 address.

Example This example shows how to add static ipv6 address of the switch.
Switch (config)# ipv6é address fe80::20e:2eff:fefl:4b3c prefix
128
This example shows how to show current ipv6 address of the switch.
Switch# show ipvé
IPv6e DHCP Configuration : Disabled
IPv6 DHCP DUID :
IPv6 Auto Configuration : Enabled
IPv6 Link Local Address : fe80::dcad:beff:feef:102/64
IPv6 static Address : feB80::20e:2eff:fefl:4b3c/128
IPv6 static Gateway Address H
IPv6 in use Address : fe80::dcad:beff:feef:102/64
IPv6 in use Gateway Address A

Syntax ipv6 default-gateway X:X: X:X

Parameter XX XX IPv6 gateway

Default No default ipv6 default gateway address on the switch.
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Mode Global Configuration
Usage Use “ipv6 default-gateway” command to modify default gateway IPv6
address.
Example This example shows how to modify the ipv6 default gateway address of the
switch.
Switch (config)# ipv6é default-gateway fe80::dcad:beff:feef:103
Switch# show ipvé
IPv6e DHCP Configuration : Disabled
IPv6 DHCP DUID :
IPv6 Auto Configuration : Enabled
IPv6 Link Local Address : fe80::dcad:beff:feef:102/64
IPv6 static Address : feB80::20e:2eff:fefl:4b3c/128
IPv6 static Gateway Address :
IPv6 in use Address : fe80::dcad:beff:feef:102/64
IPv6 in use Gateway Address
Syntax ipv6 dhcp no
ipv6 dhcp
Parameter
Default Default DHCPv6 client is disabled.
Mode Global Configuration
Usage Use “ipv6 dhep” command to enabled dhcpv6 client to get IP address from
remote DHCPvV6 server.
Use “no ipv6 dhcp” command to disabled dhcpv6 client and use static ipv6
address or ipv6 auto config address.
Example This example shows how to enable dhcp client.

Switch (config)# ipvé dhcp

This example shows how to show current dhcpvo6 client state of the switch.
Switch# show ipv6 dhcp
DHCPv6 Status : enabled
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Syntax ip (telnet | ssh | http | https)
no ip (telnet | ssh | http | https)

Parameter telnet Telnet daemon configuration
ssh SSH (Secure Shell) configuration
http HTTP server configuration
https HTTPS server configuration

Default Default telnet service is disabled.
Default ssh service is disabled.
Default http service is enabled.
Default https service is disabled.

Mode Global Configuration

Usage Use “ip service” command to enable all kinds of ip services. Such as telnet,
ssh, http and https.
Use no form to disable service.

Example This example shows how to enable telnet service and show current telnet
service status.
Switch (config)# ip telnet
Telnetd daemon enabled.
Switch (config)# exit
Switch# show line telnet

Telnet ===============================
Telnet Server : enabled
Session Timeout : 10 (minutes)
History Count : 128
Password Retry : 3
Silent Time : 0 (seconds)

This example shows how to enable https service and show current https

service status.
Switch (config)# ip https

Switch (config)# exit
Switch# show ip https

HTTPS daemon : enabled
Session Timeout : 10 (minutes)
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Syntax ip (http | https) session-timeout <0-86400>
Parameter http Specify session timeout for http service.
https Specify session timeout for https service.
<0-86400> Specify session timeout minutes. 0 means never
timeout.
Default Default session timeout for http and https is 10 minutes.
Mode Global Configuration
Usage Use “ip session-timeout” command to specify the session timeout value for
http or https service. When user login into WEBUI and do not do any action
after session timeout will be logged out.
Example This example shows how to change http session timeout to 15min and https
session timeout to 20min
Switch(config)# ip http session-timeout 15
Switch (config)# ip https session-timeout 20
This example shows how to enable https service and show current https
service status.
Switch# show ip http
HTTPS daemon : enabled
Session Timeout : 15 (minutes)
Switch# show ip https
HTTPS daemon : disabled
Session Timeout : 20 (minutes)
Syntax ip ssh (v1|v2]all)
no ip ssh (vl|v2|all)
Parameter vl SSH v1 host keys
v2 SSH v2 host keys
all Both SSH v1 and v2 host keys
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Default Version 2 key files will be generated by default
Mode Global Configuration
Usage Use “ip ssh” command to generate the key files for ssh connection.

Use no form to delete key files. SSH connection may not connect if no any vl
or v2 ssh key files exist.

Example This example shows how to delete and re-generate ssh version 2 key files.
Switch (config)# no ip ssh v2
Switch (config)# do show flash

File Name File Size Modified
startup-config 1913 2000-01-01 08:29:10
rsal 976 2000-01-05 23:28:38
ssl _cert 875 2000-01-05 23:03:20
image0O (active) 4856825 2014-04-02 15:17:34

Switch (config)# ip ssh v2

Generating a SSHv2 default RSA Key.
This may take a few minutes, depending on the key size.

Generating a SSHv2 default DSA Key.
This may take a few minutes, depending on the key size.

Switch(config)# do show flash

File Name File Size Modified
startup-config 1913 2000-01-01 08:29:10
rsal 976 2000-01-05 23:28:38
rsa2 1675 2000-01-05 23:34:43
dsa2 668 2000-01-05 23:34:58
ssl cert 875 2000-01-05 23:03:20
imageO (active) 4856825 2014-04-02 15:17:34
Syntax line ( console | telnet | ssh )
Parameter console Console terminal line.
telnet Virtual terminal for remote console access (Telnet).
ssh Virtual terminal for secured remote console access (SSH)
Default No default value for this command.
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Mode Global Configuration

Usage Some configurations are line based. In order to configure these configurations,
we need to enter Line Configuration mode to configure them. Use “line”
command to enter the Line Configuration mode and select the line to be
configured.

In Line Configuration mode, the prompt will show as “Switch(config-line)#”

Example This example shows how to enter Interface Configuration mode
Switch# configure
Switch (config)# line console
Switch (config-line) #

Syntax reboot

Parameter

Default No default value for this command.

Mode Privileged EXEC

Usage Use “reboot” command to make system hot restart.
Example This example shows how to restart the system

Switch# reboot

Syntax enable [privilege <1-15>] (password UNENCRYPY-PASSWORD | secrect
UNENCRYPY-PASSWORD | secret encrypted ENCRYPT-PASSWORD)
no enable [privilege <(0-15>]

Parameter privilege <0-15> Use clear text password.
password Privilege level.
secret

Privilege level
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Default Default enable password for all privilege levels are “”.
Mode Global Configuration
Usage Use “enable password” command to edit password for each privilege level

for enable authentication. And use “no enable” command to restore enable
password to default empty value.

The only way to show this configuration is using “show running-config”
command.

Example This example shows how to edit enable password for privilege level 15
Switch (config)# enable secret enblpasswd

Syntax exec-timeout <0-65535>
Parameter <0-65535> Specify session timeout minutes. 0 means never
timeout
Default Default session timeout for all lines are 10 minutes.
Mode Line Configuration
Usage Use “exec-timeout” command to specify the session timeout value for CLI

running on console, telnet or ssh service. When user login into CLI and do not
do any action after session timeout will be logged out from the CLI session.

Example This example shows how to change console session timeout to 15min ,telnet

session timeout to 20min and ssh session timeout to 25min.
Switch (config)# line console

Switch
Switch
Switch
Switch
Switch
Switch
Switch
Switch

config-line) # exec-timeout 15
config-line)# exit

config) # line telnet
config-line)# exec-timeout 20
config-line)# exit

config)# line ssh
config-line)# exec-timeout 25
config-line) # exit

~ o~ o~~~ o~~~

This example shows how show line information.
Switch# show line
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Console ==============================

Session Timeout : 15 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 0 (seconds)
Telnet

Telnet Server : disabled

Session Timeout : 20 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 0 (seconds)
SSH ==================================

SSH Server : disabled

Session Timeout : 25 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 0 (seconds)

Syntax password-thresh <(0-120>

Parameter <0-120> CLI login password intrusion threshold

Default Default password fail retry number is 3.

Mode Line Configuration

Usage Use “password-thresh” command to specify the password fail retry number
for CLI running on console, telnet or ssh service. When user input password
to login and authenticate failed, the fail retry number will increase one. After
fail retry number exceed configured one, the CLI will block login for the
period of silent time which configured by the command “silent-time”.

Example This example shows how to change console fail retry number to 4, telnet fail

retry number to 5 and ssh fail retry number to 6.
Switch (config)# line console

Switch (config-line)# password-thresh 4
Switch (config-line)# exit

Switch (config)# line telnet
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Switch# show line
Console ==============================
Session Timeout : 10 (minutes)
History Count : 128
Password Retry : 4
Silent Time : 0 (seconds)
Telnet ===============================
Telnet Server disabled
Session Timeout : 10 (minutes)
History Count : 128
Password Retry : 5
Silent Time : 0 (seconds)
SSH
SSH Server disabled
Session Timeout : 10 (minutes)
History Count : 128
Password Retry : 6
Silent Time : 0 (seconds)
Syntax ping HOSTNAME [count <[-999999999>]
Parameter HOSTNAME Host name.
count </- The number of repetitions.
999999999>
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “ping” command to do network ping diagnostic.
Example This example shows how to ping remote host 192.168.1.111.
Switch# ping 192.168.1.111
PING 192.168.1.111 (192.168.1.111): 56 data bytes
64 bytes from 192.168.1.111: icmp seq=0 ttl=128 time=10.0 ms
64 bytes from 192.168.1.111: icmp seg=1 ttl=128 time=0.0 ms
64 bytes from 192.168.1.111: icmp seg=2 ttl=128 time=0.0 ms
64 bytes from 192.168.1.111: icmp seg=3 ttl=128 time=0.0 ms
---192.168.1.111 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.0/2.5/10.0 ms
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Syntax traceroute A.B.C.D [max_hop <2-255>]
Parameter A.B.C.D Specify IPv4 to trace.
max_hop <2-255>  Specify maximum hop to trace.
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “traceroute” command to do network trace route diagnostic.
Example This example shows how to trace route host 192.168.1.111.
Switch# traceroute 192.168.1.111
traceroute to 192.168.1.111 (192.168.1.111), 30 hops max, 40
byte packets
1 192.168.1.111 (192.168.1.111) O ms 10 ms O ms
Syntax show arp
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “show arp” command to show all arp entries.
Example This example shows how to show arp entries.

Switch# show arp
Address HWtype HWaddress Flags Mask Iface
192.168.1.111 ether 00:0E:2E:F1:4B:3C C ethO
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Syntax show cpu utilization
Parameter
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show cpu utilization” command to show current CPU utilization.
Example This example shows how to show current CPU utilization.
Switch# show cpu utilization
CPU utilization
Current: 30%
Syntax show history
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Global Configuration
Usage Use “show history” to show commands we input before.
Example This example shows how show history commands.

Switch# show history
Maximun History Count: 100
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Syntax

Parameter

Default

Mode

Usage

enable
configure
line console
exit
show history
line
exit
show history
configure
.line
.line console
.exit
.line console
.history 100
.exit
.show history
.exit
18. show history
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show info

No default value for this command.

User EXEC
Privileged EXEC

Use “show info” command to show system summary information.

Example

This example shows how to show system version.
Switch# show info

System Name : Switch

System Location Default Location

System Contact Default Contact

MAC Address : DE:AD:BE:EF:01:02

IP Address : 192.168.1.1

Subnet Mask : 255.255.255.0

Loader Version : 1.3.0.26225

Loader Date : Thu May 17 15:19:42 CST 2012
Firmware Version : 2.5.0-beta.32811

Firmware Date : Mon Sep 24 19:33:42 CST 2012
System Object ID : 1.3.6.1.4.1.27282.3.2.10
System Up Time 0 days, 1 hours, 49 mins, 29 secs
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Syntax show ip
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “show ip” command to show system IPv4 address, net mask and default
gateway.
Example This example shows how to show current ipv4 address of the switch.
Switch# show ip
IP Address: 192.168.1.200
Subnet Netmask: 255.255.255.0
Default Gateway: 192.168.1.254
Syntax show ip dhcp
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “show ip dhep” command to show IPv4 dhep client enable state.
Example This example shows how to show current dhep client state of the switch.

Switch# show ip dhcp

DHCP Status

: enabled

Managed Switch Software

55

Rev. 3.1.0



Command Line Interface

User Guide
Syntax show ip dns
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “show ip dns” command to show system [Pv4 DNS addresses.
Example This example shows how to show current ipv4 address of the switch.
Switch# show ip dns
DNS lookup is enabled
DNS Server 1 : 168.95.1.1
DNS Server 2 : 168.95.192.1
Syntax show ip (http|https)
Parameter
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show ip http” command to show HTTP/HTTPS information.
Example This example shows how to show current ipv4 address of the switch.
Switch# show ip http
HTTP daemon : enabled
Session Timeout : 10 (minutes)
Switch# show ip https
HTTPS daemon : enabled
Session Timeout : 10 (minutes)
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Syntax show ipv6

Parameter

Default No default value for this command.

Mode User EXEC
Privileged EXEC

Usage Use “show ipv6” command to show system IPv6 address, net mask, default
gateway and auto config state.

Example This example shows how to show current ipv6 address of the switch.
Switch# show ipvé
IPv6e DHCP Configuration Disabled
IPv6 DHCP DUID :
IPv6 Auto Configuration : Enabled
IPv6 Link Local Address : fe80::dcad:beff:feef:102/64
IPv6 static Address : feB80::20e:2eff:fefl:4b3c/128
IPv6 static Gateway Address : ::
IPv6 in use Address : fe80::dcad:beff:feef:102/64
IPv6 in use Gateway Address N

Syntax show ipv6 dhcp

Parameter

Default No default value for this command.

Mode User EXEC
Privileged EXEC

Usage Use “show ipv6 dhcp” command to show system IPv6 dhcp client enable
state.

Example This example shows how to show current dhcpvo6 client state of the switch.

Switch# show ipv6 dhcp

DHCPv6 Status

: enabled
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Syntax show line [(console | telnet | ssh)]

Parameter console Select console line to show.
telnet Select telnet line to show.
ssh Select ssh line to show.

Default No default value for this command.

Mode Privileged EXEC

Usage Use “show line” command to show all line configurations including session
timeout, history count, password retry number and silent time. For telnet and
ssh, it also shows the service enable/disable state.

Example This example shows how show all lines’ information.
Switch# show line
Console

Session Timeout : 15 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 0 (seconds)
Telnet ===============================

Telnet Server : disabled

Session Timeout : 20 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 0 (seconds)
SSH

SSH Server : disabled

Session Timeout : 25 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 0 (seconds)

Syntax show memory statistics

Parameter

Default No default value for this command.

Mode Privileged EXEC
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Usage Use “show memory statistics” command to show current memory utilization.
Example This example show how to show current system memory statistics.
Switch# show memory statistics
total (KB) used (KB) free (KB) shared (KB) buffer (KB) cache (KB)
———————————————————— B e st
Mem: 62408 56424 5984 0 1320 19328
-/+ buffers/cache: 35776 26632
Swap: 0 0 0
Syntax show privilege
Parameter
Default No default value for this command.
Mode User EXEC
Privileged EXEC
Usage Use “show privilege” command to show the privilege level of the current
user.
Example This example shows how to show arp entries.
Switch# show privilege
Current CLI Username: admin
Current CLI Privilege: 15
Syntax show username
Parameter
Default No default value for this command
Mode Privileged EXEC
Usage Use “show username” command show all user accounts in local database.
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Example This example shows how to show existing user accounts.
Switch# show username
Priv | Type | User Name | Password
+ + +

01 | secret | | dnXencJRw{lV6

15 | secret | admin | FzjrGO6vibERY

15 | secret| test | 7p57T9yMkViSUS
Syntax show users
Parameter
Default No default value for this command
Mode Privileged EXEC
Usage Use “show users” command show information of all active users.
Example This example shows how to show existing user accounts.

Switch# show users

Username  Protocol Location

admin console 0.0.0.0

admin telnet 192.168.1.111

admin ssh  192.168.1.111
Syntax show version
Parameter
Default No default value for this command.
Mode User EXEC

Privileged EXEC
Usage Use “show version” command to show loader and firmware version and build

date.

Managed Switch Software 60 Rev. 3.1.0



Command Line Interface
User Guide

Example

This example shows how to show system version.
Switch# show version

Loader Version : 1.3.0.26225

Loader Date : Thu May 17 15:19:42 CST 2012
Firmware Version : 2.5.0-beta.32811

Firmware Date : Mon Sep 24 19:33:42 CST 2012

Syntax

silent-time <0-65535>

Parameter

<0-65535> Specify silent time with unit seconds. 0 means do not
silent.

Default

Mode

Usage

Default silent time is 0.

Line Configuration

Use “silent time” command to specify the silent time for CLI running on
console, telnet or ssh service. When user input password to login and
authenticate failed, the fail retry number will increase one. After fail retry
number exceed configured one, the CLI will block login for the period of
silent time which configured by the command “silent-time”.

Example

This example shows how to change console silent time to 10, telnet silent time
to 15 and ssh silent time to 20.

Switch(config)# line console

Switch(config-line)# silent-time 10

Switch(config-line)# exit

Switch(config)# line telnet

Switch(config-line)# silent-time 15

Switch(config-line)# exit

Switch(config)# line ssh

Switch(config-line)# silent-time 20 Switch(config-line)# exit
This example shows how show line information.

Switch# show line

Console
Session Timeout : 10 (minutes)
History Count 128
Password Retry  :3
Silent Time : 10 (seconds)
Telnet
Telnet Server : disabled Session
Timeout : 10 (minutes) History Count 0128

Password Retry :3
Silent Time : 15 (seconds) SSH
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SSH Server : disabled Session
Timeout : 10 (minutes)
History Count 0128
Password Retry 3

Silent Time : 20 (seconds)

Syntax system name NAME
Parameter NAME Specify system name string.
Default Default name string is “Switch”.
Mode Global Configuration
Usage Use “system name” command to modify system name information of the
switch. The system name is also used to be CLI prompt.
Example This example shows how to modify contact information
Switch (config)# system name myname
myname (config) #
This example shows how to show system name information
Switch# show info
System Name : myname
System Location  : Default Location
System Contact : Default
Contact MAC Address : DE:AD:BE:EF:01:02
IP Address :192.168.1.1
Subnet Mask: 255.255.255.0
Loader Version :1.3.0.26225
Loader Date : Thu May 17 15:19:42 CST 2012 Firmware Version : 2.5.0-beta.32811
Firmware Date : Mon Sep 24 19:33:42 CST 2012 System Object ID :
1.3.6.1.4.1.27282.3.2.10
System Up Time : 0 days, 0 hours, 2 mins, 37 secs
Syntax system contact CONTACT
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Parameter CONTACT Specify contact string.
Default Default contact string is “Default Contact”.
Mode Global Configuration
Usage Use “system contact” command to modify contact information of the switch.
Example This example shows how to modify contact information
Switch (config)# system contact callme
This example shows how to show system contact information
Switch# show info
System Name : Switch
System Location Default Location
System Contact : callme
MAC Address : DE:AD:BE:EF:01:02
IP Address : 192.168.1.1
Subnet Mask : 255.255.255.0
Loader Version : 1.3.0.26225
Loader Date : Thu May 17 15:19:42 CST 2012
Firmware Version : 2.5.0-beta.32811
Firmware Date : Mon Sep 24 19:33:42 CST 2012
System Object ID : 1.3.6.1.4.1.27282.3.2.10
System Up Time : 0 days, 0 hours, 2 mins, 37 secs
Syntax system location LOCATION
Parameter CONTACT Specify location string.
Default Default location string is “Default Location”.
Mode Global Configuration
Usage Use “system location” command to modify location information of the
switch.
Example This example shows how to modify contact information
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This example shows how to show system location information
Switch# show info
System Name : SwitchEF0102
System Location : home
System Contact : Default Contact
MAC Address : DE:AD:BE:EF:01:02
IP Address : 192.168.1.1
Subnet Mask : 255.255.255.0
Loader Version :1.3.0.26225
Loader Date : Thu May 17 15:19:42 CST 2012
Firmware Version : 2.5.0-beta.32811
Firmware Date : Mon Sep 24 19:33:42 CST 2012
System Object ID : 1.3.6.1.4.1.27282.3.2.10
System Up Time : 0 days, 0 hours, 2 mins, 37 secs
Syntax terminal length <0-24>
Parameter <(0-24> Specify terminal length value. 0 means no limit.
Default Default terminal length is 24.
Mode User EXEC
Privileged EXEC
Usage Use “terminal length” command to specify the maximum line number the
terminal is able to print.
Example This example shows how to change terminal length.
Switch# terminal length 3
Switch# show running-config
SYSTEM CONFIG FILE ::= BEGIN
! System Description: RTK RTL8380-24FE-4GEC Switch
! System Version: v3.0.4.46766
—-—-More--—
Syntax username WORD<()-32> [privilege (admin|user|<(0-/5>)] (nopassword |

password UNENCRYPY-PASSWORD | secrect UNENCRYPY-PASSWORD |
secret encrypted ENCRYPT-PASSWORD)
no username WORD<(-32>

Managed Switch Software 64 Rev. 3.1.0



Command Line Interface

User Guide

Parameter username Local user name

privilege Local user privilege level

password Use clear text password

nopassword No password for this user.

Secret Use encrypted password.

Default Default username “admin” has password “admin” with privilege 15.
Mode Global Configuration
Usage Use “username” command to add a new user account or edit an existing user

account. And use “no username” to delete an existing user account. The user
account is a local database for login authentication.

Example This example shows how to add a new user account.
Switch (config)# username test secret passwd

This example shows how to show existing user accounts.
Switch# show username

Priv | Type | User Name | Password
—————— ——
01 | secret | | dnXencJRwflVe
15 | secret | admin | FzjrGO6vIbERY
15 | secret | test | 7p57T9yMkVisSUS

4. Authentication Manager

Syntax authentication (dotlx/mac|web)
no authentication (dotlx/mac|web)

Parameter
Default Default is disabled for all type
Mode Global Configuration
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Usage

Use “authentication” command to enable the global setting of
802.1x/ MAC/WEB authentication network access control.

Use the no form of this command to disable 802.1x/MAC/WEB
authentication.

Example

The following example shows how to enable 802.1x/MAC/WEB

authentication.
Switch (config)# authentication dotlx

Switch (config)# authentication mac

Switch (config)# authentication web

Switch# show authentication

Autentication dotlx state : enabled
Autentication mac state : enabled
Autentication web state : enabled
Guest VLAN : enabled (3)
Mac—-auth Radius User ID Format: XXXXXXXXXXXX

Syntax

Parameter

Default

Mode

Usage

authentication (dotlx/mac|web)
no authentication (dotlx/mac|web)

Default is disabled for all type

Interface Configuration

Use “authentication” interface command to enable the port setting of
802.1x/ MAC/WEB authentication network access control.

Use the no form of this command to disable 802.1x/MAC/WEB
authentication.

Example

The following example shows how to enable 8§02.1x/MAC/WEB

authentication.

Switch (config)# interface GigabitEthernet 1

Switch (config-if)# authentication dotlx

Switch (config-if)# authentication mac

Switch (config-if)# authentication web

Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl

Admin Control : disable
Host Mode : multi-auth
Type dotlx State : enabled
Type mac State : enabled
Type web State : enabled
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Syntax authentication mac radius [mac-case (lower|upper)]| [mac-delimiter

(colon|dot/hyphen|none) [gap (2/4|6)]]
Parameter mac-case (lowerjupper) Select radius user id to be upper case or

lower case.
mac-delimiter MAC address delimiter used for Radius user ID format
gap (2/4/6) The gap of each delimiter

Default Default radius id format is upper case with none delimiter.
Mode Global Configuration
Usage Use “authentication mac radius” command to configure the radius user id

format used by MAC authentication Radius method.
Example The following example shows how to configure MAC authentication radius id

format to be upper case with colon delimiter every 2 chars
Switch (config)# authentication mac radius mac-case upper
Switch (config)# authentication mac radius mac-delimiter colon

gap 2

Switch# show authentication
Autentication dotlx state : enabled
Autentication mac state : disabled
Autentication web state : disabled
Guest VLAN : disabled

Mac—-auth Radius User ID Format: XX :XX:XX:XX:XX:XX

Syntax authentication mac local mac-addr control auth [vlan </-4094>] [reauth-
period <300-4294967294>] [inactive-timeout <60-65535>]
authentication mac local mac-addr control unauth
no authentication mac local mac-addr

Parameter mac-addr MAC Authentication local MAC address
control auth Host will be set to Authorized
control unauth Host will be set to UnAuthorized
vlan </-4094> Local entry assigned vlan
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reauth-period

<300-4294967294>

inactive-timeout Time in seconds after which an automatic re-authentication
Interval in seconds after which if there is no activity from
the client then it will be unauthorized <60-65535>

Default Default is no local MAC Authentication entry.
Mode Global Configuration
Usage Use “authentication mac local” command to add local MAC authentication

hosts in database. This local host database is used when MAC authentication
method is configured as “local”. The MAC authentication module will find
host in this local database and authenticated it.

Use the no form of this command to delete local host from database.

Example The following example shows how to add a new local mac authentication
host.
Switch (config)# authentication mac local 00:11:22:33:00:01
control auth vlan 3 reauth-period 500 inactive-timeout 300
Switch# show authentication

Mac-auth Local Entry

Reauth Inactive
MAC Address Control VLAN Period Timeout
00:11:22:33:00:01 Authorized 3 500 300
Syntax authentication guest-vlan </-4094>
no authentication guest-vlan
Parameter <1-4094> VLANID
Default Default guest VLAN is disabled
Mode Global Configuration
Usage Use “authentication guest-vlan” command to enable the global setting of

guest VLAN and specify guest VLAN ID.
Use the no form of this command to disable guest VLAN.

Example The following example shows how to create guest VLAN.
Switch (config)# vlan 3
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Switch (config-vlan)# exit
Switch (config)# authentication guest-vlan 3
Switch# show authentication
Autentication dotlx state : enabled
Autentication mac state : disabled
Autentication web state : disabled
Guest VLAN : enabled (3)
Mac-auth Radius User ID Format: XXXXXXXXXXXX
Syntax authentication guest-vlan
no authentication guest-vlan
Parameter
Default Default guest VLAN is disabled
Mode Interface Configuration
Usage Use “authentication guest-vlan” command to enable the port setting of guest
VLAN.
Use the no form of this command to disable guest VLAN.
Example The following example shows how to enable guest VLAN.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# authentication guest-vlan
Syntax authentication host-mode (multi-auth/multi-host|single-host)
no authentication host-mode
Parameter multi-auth Multiple Authentication Mode
multi-host Multiple Host Mode.
single-host Single Host Mode
Default Default is multi-auth mode.
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Mode Interface Configuration

Usage Use “authentication host-mode” command to configure the port
authentication host mode.
Use the no form of this command to restore default value.

Example The following example shows how to modify port host mode to multi-host.
Switch (config)# interface GigabitEthernet 1
Switch (config-if) # authentication host-mode multi-host
Switch# show authentication interface fal
Interface FastEthernetl
Admin Control : auto
Host Mode : multi-host
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled

Syntax authentication max-hosts </-256>
no authentication max-hosts

Parameter <[-256> Available max host number in multi-auth
mode.

Default Default max host number is 256

Mode Interface Configuration

Usage Use “authentication max-hosts”’ command to configure the port max hosts
number for multi-auth mode. The host exceed the max host number is not
allowed to create authentication session and do authenticating.

Use no form of this command to restore default value.

Example The following example shows how to change port max hosts number.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# authentication max-hosts 100
Switch# show mac-auth interface GigabitEthernet 1
Interface FastEthernetl

Admin Control : disable
Host Mode : multi-auth
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order : dotlx
MAC/WEB Method Order : radius
Guest VLAN : disabled
Reauthentication : disabled
Max Hosts : 100
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Syntax authentication method (local [radius] | radius [local])
no authentication order
Parameter local Use local account to authenticate
radius Use remote RADIUS server to authenticate
Default Default is RADIUS method in first place and no other method.
Mode Interface Configuration
Usage Use “authentication method” command to configure the port authentication
method order.
Use the no form of this command to restore default value.
Example The following example shows how to modify port authentication order to
local and then RADIUS.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# authentication method local radius
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl
Admin Control : auto
Host Mode : multi-host
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order : dotlx mac web
MAC/WEB Method Order : local radius
Syntax authentication order (dotlx [mac] [web] | mac [dotlx] [web] | web)
no authentication order
Parameter dotlx 802.1X authentication
mac MAC-Based authentication
web Web-Based authentication
authentication
Default Default is dot1x type in first place and no other types.
Mode Interface Configuration
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Usage Use “authentication order” command to configure the port authentication
type order.
Use the no form of this command to restore default value.
Example The following example shows how to modify port authentication order to

dotlx, mac and web.

Switch (config)# interface GigabitEthernet 1

Switch (config-if)# authentication order dotlx mac web
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl

Admin Control : auto
Host Mode : multi-host
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order : dotlx mac web
Syntax authentication port-control (auto|force-auth|force-unauth)

no authentication port-control

Parameter auto PortState will be set to AUTO
force-auth PortState will be set to Authorized.
force-unauth PortState will be set to UnAuthorized
have no network accessibility.
Default Default is disabled.
Mode Interface Configuration
Usage Use “authentication port-control” command to enable the port

authentication control mode.
Use the no form of this command to disable authentication port control.

Example The following example shows how to configure port control to auto mode.
Switch (config)# interface GigabitEthernet 1
Switch (config-if) # authentication port-control auto
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl

Admin Control : auto

Host Mode : multi-auth
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
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Syntax authentication radius-attributes vlan (reject | static)
no authentication radius-attributes vlan

Parameter reject If the Radius server authorized the
supplicant, but did not provide a
supplicant VLAN, the supplicant is rejected.
ed the option is applied by default
static If the Radius server authorized the
supplicant, but did not provide a
supplicant VLAN, the supplicant

inforrnatioAnq keep original VLAN of host.

Default Default radius attributes VLAN assign mode is static.

Mode Interface Configuration

Usage Use “authentication radius-attributes vlan” command to configure the port
RADIUS VLAN assign mode.
Use the no form of this command to disable the port RADIUS VLAN assign.

Example The following example shows how to configure port VLAN assign to reject

mode.

Switch (config)# interface GigabitEthernet 1

Switch (config-if)# authentication radius-attributes vlan
reject

Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl

Admin Control : disable
Host Mode : multi-auth
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order : dotlx
MAC/WEB Method Order : radius
Guest VLAN : disabled
Reauthentication : disabled
Max Hosts : 256
VLAN Assign Mode : reject
Syntax authentication reauth

no authentication reauth
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Parameter

Default Default is disabled.

Mode Interface Configuration

Usage Use “authentication reauth” command to enable the port reauthentication.
Use the no form of this command to disable reauthentication.

Example The following example shows how to enable port reauthentication.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# authentication reauth
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl
Admin Control : disable
Host Mode : multi-auth
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order : dotlx
MAC/WEB Method Order : radius
Guest VLAN : disabled
Reauthentication : enabled

Syntax authentication timer inactive <60-65535>
no authentication timer inactive

Parameter <60-65535> Interval in seconds after which if there is no
activity from the client then it will be
unauthorized

Default Default inactive timeout is 60 seconds.

Mode Interface Configuration

Usage Use “authentication timer inactive” command to configure the port inactive
timeout value.
Sometimes, we may assign a long aging time for a host, but in fact, it is not
active. This inactive timeout will detect the host is active or not. If the host is
inactive exceed this timeout, it should be removed.
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Use no form of this command to restore default value.

Example The following example shows how to configure port inactive period.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# authentication timer inactive 300
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl
Common Timers
Reauthenticate Period: 300
Inactive Timeout : 300
Quiet Period : 60
802.1x Parameters
EAP Max Request : 2
EAP TX Period : 30
Supplicant Timeout : 30
Server Timeout : 30
Web-auth Parameters
Login Attempt : 3

Syntax authentication timer quiet <0-65535>
no authentication timer quiet

Parameter <0-65535> Interval in seconds to wait following a failed
authentication exchange

Default Default quiet period is 60 seconds.

Mode Interface Configuration

Usage Use “authentication timer quiet” command to configure the port quiet
period value.
After authenticating fail many times and the port is guest VLAN disabled, the
port/host will enter lock state until quiet period expired. In lock state, the
port/host is not allowed to do authenticating.
Use no form of this command to restore default value.

Example The following example shows how to configure port quiet period.
Switch (config)# interface GigabitEthernet 1
Switch (config-if) # authentication timer quiet 300
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl
Common Timers
Reauthenticate Period: 300
Inactive Timeout : 300
Quiet Period : 300
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802.1x Parameters
EAP Max Request : 2
EAP TX Period : 30
Supplicant Timeout : 30
Server Timeout : 30
Web-auth Parameters
Login Attempt : 3
Syntax authentication timer reauth <300-4294967294>
no authentication timer reauth
Parameter <300-4294967294> Time in seconds after which an automatic re-

authentication should be initiated

Default Default reauthentication period is 3600 seconds.
Mode Interface Configuration
Usage Use “authentication timer reauth” command to configure the port

reauthentication period value with unit second if the reauthentication time is
not assigned by local database or remote authentication server. On the other

hand, if the reauthentication time is assigned by local database or remote
server, this configured reauthentication time will be ignored.
Use no form of this command to restore default value.

Example The following example shows how to configure port reauthentication period.
Switch (config)# interface GigabitEthernet 1
Switch (config-if) # authentication timer reauth 300
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl
Common Timers
Reauthenticate Period: 300

Inactive Timeout . 60

Quiet Period : 60
802.1x Parameters

EAP Max Request 2

EAP TX Period : 30

Supplicant Timeout : 30

Server Timeout : 30
Web-auth Parameters

Login Attempt : 3
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Syntax authentication web max-login-attempts (infinite|<3-/0>)
no authentication web max-login-attempts
Parameter infinite No limit to login attempt number
<3-10> Allow user login fail number
Default Default max login attempt number is 3.
Mode Interface Configuration
Usage Use “authentication web max-login-attempts” command to configure the

port WEB authentication max login attempt number. After login fail number
exceed, the host will enter Lock state and is not able to authenticate until quiet
period exceed.

Use no form of this command to restore default value.

Example The following example shows how to configure port max login attempt
number.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# authentication web max-login-attempts 5
Switch# show authentication interface GigabitEthernet 1
Interface FastEthernetl
Common Timers
Reauthenticate Period: 300

Inactive Timeout : 300

Quiet Period : 300
802.1x Parameters

EAP Max Request N

EAP TX Period : 10

Supplicant Timeout : 120

Server Timeout : 150
Web-auth Parameters

Login Attempt : 5

Syntax clear authentication sessions

clear authentication sessions interfaces /© PORTS
clear authentication sessions mac mac-addr

clear authentication sessions session-id WORD
clear authentication sessions type (dotlx/mac|web)

Parameter interfaces Interface status and configuration
Managed Switch Software 77 Rev. 3.1.0




Command Line Interface
User Guide

mac Use MAC address to find specific session
session-id Use session id to find specific session
type Use authentication type to find sessions

Default Default is no local authentication entry.

Mode Privileged EXEC

Usage Use “clear authentication sessions” command to delete existing
authentication sessions. If no parameter is specified, all sessions will be
deleted.

After authentication session is deleted, host need to do authentication
procedure again.

Example The following example shows how to clear all authentication sessions.
Switch# clear authentication sessions
Switch# show authentication sessions
No Auth Manager sessions currently exist

Syntax dotlx
no dotlx
Parameter
Default Default 802.1x is disabled
Mode Global Configuration
Usage Use “dot1x” command to enable the global setting of 802.1x. The

“authentication dotlx” command has the same effect as this one. This
command is a backward compatible command.
Use the no form of this command to disable 802.1x authentication.

Example The following example shows how to enable 802.1x authentication.
Switch (config)# dotlx
Switch# show authentication

Autentication dotlx state : enabled
Autentication mac state : disabled
Autentication web state : disabled
Guest VLAN : enabled (3)
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Mac-auth Radius User ID Format: XXXXXXXXXXXX
Syntax dotlx guest-vlan </-4094>
no dotlx guest-vlan
Parameter <1-4094>Guest VLAN configuration
Default Default guest VLAN is disabled
Mode Global Configuration
Usage Use “dotlx guest-vlan” command to enable the global setting of guest VLAN
and specify guest VLAN ID.

Use the no form of this command to disable guest VLAN.

Example The following example shows how to create guest VLAN.
Switch (config)# vlan 3
Switch (config-vlan)# exit
Switch (config)# dotlx guest-vlan 3
Switch# show authentication

Autentication dotlx state : enabled
Autentication mac state : disabled
Autentication web state : disabled
Guest VLAN : enabled (3)

Mac—-auth Radius User ID Format: XXXXXXXXXXXX

Syntax dotlx max-req </-10>
no dotlx max-req

Parameter <I-10> Maximum request retries (default: 2 times),

Default Default EAP max request number is 2.
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Mode Interface Configuration

Usage Use “dotlx max-req” command to configure the port 802.1x max EAP
request value. The max request is the maximum number of EAP requests that
can be sent. If a response is not received after the defined period (supplicant
timeout), the authentication process is restarted.

Use no form of this command to restore default value.

Example The following example shows how to configure port 802.1x EAP TX period.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx max-req 1
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Common Timers
Reauthenticate Period: 300

Inactive Timeout : 300
Quiet Period : 300

802.1x Parameters
EAP Max Request 01
EAP TX Period . 1o
Supplicant Timeout : 120
Server Timeout : 150

Web-auth Parameters
Login Attempt 3

Syntax dotlx port-control (auto|force-auth|force-unauth)

no dotlx port-control

Parameter auto PortState will be set to AUTO
force-auth PortState will be set to Authorized.
force-unauth PortState will be set to UnAuthorized

have no network accessibility.

Default Default is disabled.
Mode Interface Configuration
Usage Use “dotlx port-control” command to enable the port authentication control

mode. The “authentication port-control” command has the same effect.
Use the no form of this command to disable authentication port control.
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Example The following example shows how to configure port control to auto mode.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx port-control auto
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Admin Control : auto
Host Mode : multi-auth
Type dotlx State : enabled
Type mac State : disabled
Type web State : disabled
Syntax dotlx reauth
no dotlx reauth
Parameter
Default Default is disabled.
Mode Interface Configuration
Usage Use “dotlx reauth” command to enable the port reauthentication. The
“authentication reauth” command has the same effect, it is a backward
compatible command
Use the no form of this command to disable reauthentication.
Example The following example shows how to enable port reauthentication.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx reauth
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Admin Control : disable
Host Mode : multi-auth
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order : dotlx
MAC/WEB Method Order : radius
Guest VLAN : disabled
Reauthentication : enabled
Syntax dotlx timeout reauth-period <300-4294967294>

no dotlx timeout reauth-period
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Parameter <300-
4294967294> Re-authentication period
Default Default reauthentication period is 3600 seconds.
Mode Interface Configuration
Usage Use “dotlx timout reauth” command to configure the port reauthentication
period value with unit second if the reauthentication time is not assigned by
local database or remote authentication server. On the other hand, if the
reauthentication time is assigned by local database or remote server, this
configured reauthentication time will be ignored.
The “authentication timer reauth” command has the same effect and it isa
backward compatible command.
Use no form of this command to restore default value.
Example The following example shows how to configure port 802.1x reauthentication
period.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx timeout reauth-period 300
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Common Timers
Reauthenticate Period: 300
Inactive Timeout T 60
Quiet Period : 60
802.1x Parameters
EAP Max Request 2
EAP X Period 30
Supplicant Timeout 30
Server Timeout : 30
Web-auth Parameters
Login Attempt 3
Syntax dotlx timeout quiet-period <0-65535>
no dotlx timeout quiet-period
Parameter <0-65535> Quiet period
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Default Default quiet period is 60 seconds.
Mode Interface Configuration
Usage Use “dotlx timeout quiet-period” command to configure the port quiet

period value. The “authentication timer quiet” command has the same effect
and it is backward compatible command.

After authenticating fail many times and the port is guest VLAN disabled, the
port/host will enter lock state until quiet period expired. In lock state, the
port/host is not allowed to do authenticating.

Use no form of this command to restore default value.

Example The following example shows how to configure port 802.1x quiet period.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx timeout quiet-period 300
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Common Timers
Reauthenticate Period: 300

Inactive Timeout : 300

Quiet Period : 300
802.1x Parameters

EAP Max Request : 2

EAP TX Period : 30

Supplicant Timeout : 30

Server Timeout : 30
Web-auth Parameters

Login Attempt : 3

dotlx timeout server-timeout

Syntax dotlx timeout server-timeout </-65535>

no dotlx timeout server-timeout

Parameter <[-65535> Supplicant timeout period

Default Default server timeout is 30 seconds.

Mode Interface Configuration

Usage Use “dotlx timeout server-timeout” command to configure the port 802.1x

server timeout value. The server timeout is the number of seconds that lapses
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before the device resends a request to the authentication server.
Use no form of this command to restore default value.
Example The following example shows how to configure port 802.1x server timeout.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx timeout supp-timeout 150
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Common Timers
Reauthenticate Period: 300

Inactive Timeout : 300

Quiet Period : 300
802.1x Parameters

EAP Max Request t 2

EAP TX Period : 30

Supplicant Timeout : 120

Server Timeout : 150
Web-auth Parameters

Login Attempt 3

dotlx timeout supp-timeout

Syntax dotlx timeout supp-timeout </-65535>
no dotlx timeout supp-timeout

Parameter <[-65535> Supplicant timeout period

Default Default supplicant timeout is 30 seconds.

Mode Interface Configuration

Usage Use “dotlx timeout supp-timeout” command to configure the port

supplicant timeout value. The supplicant timeout is the number of seconds
that lapses before EAP requests are resent to the supplicant.
Use no form of this command to restore default value.

Example The following example shows how to configure port 802.1x supplicant
timeout.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx timeout supp-timeout 120
Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Common Timers
Reauthenticate Period: 300

Inactive Timeout : 300

Quiet Period : 300
802.1x Parameters

EAP Max Request 2

EAP TX Period : 30

Supplicant Timeout : 120
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Server Timeout . 30
Web-auth Parameters
Login Attempt : 3

dotlx timeout tx-period

Syntax dotlx timeout tx-period </-65535>
no dotlx timeout tx-period

Parameter <]-65535> Supplicant timeout period

Default Default EAP TX period is 30 seconds.

Mode Interface Configuration

Usage Use “dotlx timeout tx-period” command to configure the port 802.1x EAP
TX period value. The TX period is the number of seconds that the device
waits for a response to an Extensible Authentication Protocol (EAP)
request/identity frame from the supplicant (client) before resending the
request.
Use no form of this command to restore default value.

Example The following example shows how to configure port 802.1x EAP TX period.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dotlx timeout tx-period 10

Switch# show authentication interface GigabitEthernet 1
Interface GigabitEthernet 1
Common Timers
Reauthenticate Period: 300

Inactive Timeout : 300

Quiet Period : 300
802.1x Parameters

EAP Max Request 2

EAP TX Period : 10

Supplicant Timeout : 120

Server Timeout : 150
Web-auth Parameters

Login Attempt 3

show authentication

Syntax show authentication
show authentication interfaces /' PORTS

Parameter interfaces Interface status and configuration.
IF_PORTS
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Default No default value for this command.
Mode Privileged EXEC
Usage Use “show authentication” command to show all authentication manager
configurations.
Use “show authentication interface” command to show authentication
manager configuration of specific port.
Example This example shows how to show the mac authentication configurations of

port fal.

Switch# show authentication

Reauth Inactive
Period Timeout
30000 123

Reauth Inactive
Period Timeout
12345 333

Autentication dotlx state : enabled
Autentication mac state : disabled
Autentication web state : disabled
Guest VLAN : disabled
Mac-auth Radius User ID Format: XXXXXXXXXXXX
Mac-auth Local Entry
MAC Address Control VLAN
00:11:22:33:44:55 Authorized 3
Web-auth Local Entry
User Name VLAN
acctl 5
Interface Configurations
Interface GigabitEthernet 1
Admin Control : disable
Host Mode : multi-auth
Type dotlx State : disabled
Type mac State : disabled
Type web State : disabled
Type Order ¢ dotlx
MAC/WEB Method Order radius
Guest VLAN : disabled
Reauthentication disabled
Max Hosts 256
VLAN Assign Mode static
Common Timers
Reauthenticate Period: 3600
Inactive Timeout 60
Quiet Period 60
802.1x Parameters
EAP Max Request H
EAP TX Period 30
Supplicant Timeout 30
Server Timeout : 30
Web-auth Parameters
Login Attempt : 3

Switch# show authentication interface GigabitEthernet 7

Interface Configurations

Interface GigabitEthernet 7
Admin Control : auto
Host Mode : multi-auth
Type dotlx State : enabled Type
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mac State : disabled Type
web State : disabled Type
Order : dotlx
MAC/WEB Method Order : radius
Guest VLAN : disabled
Reauthentication : disabled Max
Hosts 256
VLAN Assign Mode : static
Common Timers
Reauthenticate Period: 3600
Inactive Timeout 60

Quiet Period 60
802.1x Parameters

EAP Max Request 2

EAP TX Period 30

Supplicant Timeout 30

Server Timeout 165535
Web-auth Parameters

Login Attempt 3

show authentication sessions

Syntax show authentication sessions [detail]
show authentication sessions interface /F° PORTS
show authentication sessions session-id WORD
show authentication session type (dotlx/mac|web)

Parameter detail Display session detail information.
interface Interface status and configuration
IF PORTS port
session-id Use session id to find specific session
type Use authentication type to find sessions

Default No default value for this command.

Mode Privileged EXEC

Usage Use “show authentication sessions” command to show authentication detail
session information.

Example This example shows how to show current authentication session brief and

detail information.
Switch# show authentication sessions
Interface MAC Address Type Status Session ID

fa7 00:01:6C:CB:29:4A dotlx Authorized 000000010000A028

Switch# show authentication sessions detail

Interface : FastEthernet?

MAC Address : 00:01:6C:CB:29:4A
Session ID : 000000010000A028
Current Type : dotlx
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Status
Authorized Information
VLAN

Reauthenticate Period:

Inactive Timeout
Operational Information

VLAN

Session Time

Inactive Time

Quiet Time

: Authorized

5 (from RADIUS)
301 (from RADIUS)
600 (from RADIUS)

5
1143
168

; N/A

S. Diagnostic
show cable-diag

Syntax show cable-diag interfaces /lF NMLPORTS

Parameter IF NMLPORTS Interface status and configuration media for an

interface

ID or a list of interfaces IDs.

Default N/A

Mode Privileged EXEC

Usage To show the estimated copper cable length attached to a specific
interface, use the command show cable-diag in the Privilegeg EXEC
mode. For the proper information of the cable length, the interface
must be active and linked up.

Example The following example shows the result of cable diagnostic for the

interface gi1 and gi2.

Switch# show cable-diag interfaces GigabitEthernet 1-2

Port | Speed | Local pair | Pair length | Pair
status

———————— e T e
gil | auto | Pair A | 0.88 | Open
Pair B | 0.82 | Open
Pair C | 0.80 | Open
Pair D | 0.78 | Open
gi2 | auto | Pair A | 0.81 | Open
Pair B | 0.81 | Open
Pair C | 0.77 | Open
Pair D | 0.81 | Open
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show fiber-transceiver

Syntax show fiber-transceiver interfaces /[ NMLPORTS
Parameter interfaces
IF_NMLPORTS
Interface status and configuration transceiver for an interface
ID or a list of interface IDs.
Default N/A
Mode Privileged EXEC
Usage To show the diagnostic information of the fiber transceiver use the
command

show fiber-transceiver in the Privilegeg EXEC mode.

Example The following example shows the diagnostic information for the interface gil and gi2, wherer

the int fiber media ports with the transceiver inserted.

Switch# show fiber-transceiver interfaces GigabitEthernet 1-

2
Port | Temperature | Voltage | Current | Output power | Input
power
| [C] | [Volt] | [mA] | [mWatt] | [mWatt]
gil | N/S | N/S | N/S | N/S | N/S | Insert
gi?2 | N/S | N/S | N/S | N/S | N/S | Insert
Temp - Internally measured transceiver
temperature Voltage - Internally measured supply
voltage
Current - Measured TX bias current
Output Power - Measured TX output power in
milliWatts Input Power - Measured RX
received power in milliWatts OE-Present - SFP

Presetn or Not Present

LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E -
Error
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6. DHCP Snooping

Syntax ip dhcp snooping
no ip dhcp snooping

Parameter None

Default DHCP snooping is disabled

Mode Global Configuration

Usage Use the ip dhcp snooping command to enable DHCP Snooping
function. Use the no form of this command to disable.

Example The example shows how to enable DHCP Snooping on VLAN 1.
You can verify settings by the following show ip dhcp snooping
command.
switch(config)# ip dhcp
snooping switch(config)# ip
dhcp snooping vlan 1 switch#
show ip dhcp snooping DHCP
Snooping :
enabled Enable on following
Vlans 1

circuit-id default format : vlan-port
remote-id : 00:11:22:33:44:55 (Switch Mac in Byte Order)

Syntax ip dhep snooping vlan VLAN-LIST

Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094

Default Default is disabled on all VLANs

Mode Global Configuration
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Usage

Use the ip dhcp snooping vlan command to enable VLANs on DHCP
Snooping function. Use the no form of this command to disable VLANSs on
DHCP Snooping function.

Example

Syntax

The example shows how to enable VLAN 1-100 on DHCP Snooping, and
then disable VLAN 30-40 on DHCP Snooping. You can verify settings by the
following show ip dhep snooping command.

switch(config)# vlan 1-100
switch((config-vlan)# exit
switch(config)# ip dhcp snooping
switch(config)# ip dhcp snooping vlan 1-100
switch# show ip dhcp snooping DHCP
Snooping : enabled
Enable on following Vlans : 1-100
circuit-id default format : vlan-port
remote-id: 00:11:22:33:44:55 (Switch Mac in Byte Order)

switch(config)# no ip dhcp snooping vlan 30-40
switch(config)# show ip dhcp snooping
DHCP Snooping : enabled
Enable on following Vlans  : 1-29,41-100
circuit-id default format : vlan-port
remote-id : 00:11:22:33:44:55 (Switch Mac in Byte Order)

ip dhcp snooping trust
no ip dhcp snooping trust

Parameter

Default

Mode

Usage

None

DHCP snooping trust is disabled

Interface Configuration

Use the ip dhep snooping trust command to set trusted interface. The switch
does not check DHCP packets that are received on the trusted interface; it
simply forwards it. Use the no form of this command to set untrusted
interface.

Example

The example shows how to set interface gil to trust. You can
verify settings by the following show ip dhcp snooping
interface command.

switch(config)# interface GigabitEthernet 1
switch(config-if)# ip dhcp snooping trust
switch(config-if)# do show ip dhcp snooping interface GigabitEthernet 1

Managed Switch Software 91 Rev. 3.1.0



Command Line Interface
User Guide

Interfaces | Trust State | Rate (pps) | hwaddr Check | Insert OptionS82 |
+ + + + +

gil | Trusted | None |disabled |disabled |

Syntax ip dhcp snooping verify mac-address [no]
ip dhcp snooping verify mac-address
Parameter None
Default DHCP snooping verify mac-address is disabled
Mode Interface Configuration
Usage Use the ip dhcp snooping verify command to verify MAC address function
on interface.
The “mac-address” drop DHCP packets that chaddr and ethernet-source-mac
is not match.
Example The example shows how to set interface gil to validate “mac-
address”. You can verify settings by the following show ip dhcp
snooping interface command.
switch(config)# interface GigabitEthernet 1
switch(config-if)# ip dhcp snooping verify mac-address
switch(config-if)# do show ip dhcp snooping interface GigabitEthernet 1
Interfaces | Trust State | Rate (pps) | hwaddr Check | Insert Option82 |
+ + + + +
gil | Unrusted |None |disabled |disabled |
Syntax ip dhcp snooping rate-limit <1-300>
[no] ip dhcp snooping rate-limit
Parameter <1-300> Value 1-300 pps
Default Default is un-limited of DHCP packet
Mode Interface Configuration
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Usage Use the ip dhcp snooping rate-limit command to set rate limitation on
interface. The switch drop DHCP packets after receives more than configured
rate of packets per second. Use the no form of this command to return to
default settings.

Example The example shows how to set rate limit to 30 pps on interface
gil. You can verify settings by the following show ip dhep
snooping interface command.

switch(config)# interface GigabitEthernet 1

switch(config-if)# ip dhcp snooping rate-limit 30

switch(config-if)# do show ip dhcp snooping interfaces GigabitEthernet 1
Interfaces|Trust State|Rate (pps)|hwaddr Check|Insert Option82]|

—————————— T R e s =
gil | Untrusted | 30 | disabled | disabled |
Syntax clear ip dhcp snooping interfaces IF_ PORTS statistics
Parameter GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface
Default No default is defined
Mode Privileged EXEC
Usage Use the clear ip dhcp snooping interfaces statistics command to clear

statistics that are recorded on interface.

Example The example shows how to clear statistics on interface gil. You
can verify settings by the following show ip dhcp snooping
interface statistics command.

switch# clear ip dhcp snooping interfaces GigabitEthernet 1 statistics

switch# show ip dhcp snooping interfaces GigabitEthernet 1 statistics
Interfaces | Forwarded | Chaddr Check Dropped | Untrust Port Dropped |
Untrust Port With Option82 Dropped | Invalid Drop
+ + + + +
gil |0 |0 |0 |0 |0
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Syntax show ip dhcp snooping
Parameter None
Default No default is defined
Mode Privileged EXEC
Usage Use the show ip dhcp snooping command to show settings of DHCP
Snooping.
Example The example shows how to show settings of DHCP Snooping
switch# show ip dhcp snooping DHCP
Snooping : enabled
Enable on following Vlans : 1
circuit-id default format: vlan-port
remote-id: :00:11:22:33:44:55 (Switch Mac in Byte Order)
Syntax show ip dhcp snooping interfaces IF_ PORTS
show ip dhcp snooping interfaces IF_PORTS statistics
Parameter GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface
Default No default is defined
Mode Privileged EXEC
Usage Use the show ip dhcp snooping interfaces command to show settings or
statistics of interface.
Example The example shows how to show settings of interface gil.

switch# show ip dhcp snooping interface GigabitEthernet 1
Interfaces | Trust State | Rate (pps) | hwaddr Check | Insert Option82 |
+ + + + +

gil | Untrusted | None |enabled | disabled |
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The example shows how to show statistics of interface gil.
switch# show ip dhcp snooping interfaces GigabitEthernet 1 statistics

Interfaces | Forwarded | Chaddr Check Dropped | Untrust Port Dropped | Untrust Port With
Option82 Dropped | Invalid Drop

+ + + + +

gil [0 |0 10 10 10

Syntax show ip dhcp snooping binding
Parameter None
Default No default is defined
Mode Privileged EXEC
Usage Use the show ip dhcp snooping binding command to show binding entries
that learned by DHCP Snooping.
Example The example shows how to show binding entries that learned by
DHCP Snooping.
switch# show ip dhcp snooping binding
Bind Table: Maximun Binding Entry Number 192
Port | VID | MAC Address | P | Type |Lease Time
Ao + +. + +
fal | 1]48:5B:39:C7:12:62 | 192.168.1.100(255.255.255.255)DHCP Snooping | 86400
Syntax ip dhcp snooping option
no ip dhcp snooping option
Parameter None
Default DHCP snooping option82 is disabled
Mode Interface Configuration
Usage Use the ip dhcp snooping option command to enable that insert option82

content into packet. Use the no form of this command to disable.
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Example The example shows how to enable option82 insertion. You can
verify settings by the following show ip dhcp snooping
interface command.

switch(config)# interface GigabitEthernet 1
switch(config-if)# ip dhcp snooping option
switch(config-if)# do show ip dhcp snooping interfaces GigabitEthernet 1

Interfaces | Trust State | Rate (pps) | hwaddr Check | Insert OptionS82 |
+ + + + +

gil | Untrusted |None | disabled | enabled |

Syntax ip dhcp snooping option action (drop|keep|replace)
no ip dhcp snooping option action

Parameter Drop Drop packets with option82
Keep Keep original option82
Replace Replace option82 content by switch setting
Default DHCP snooping option82 is drop
Mode Interface Configuration
Usage Use the ip dhep snooping option action command to set the action when

receive packets that with option82 content. Use the no form of this command
to default setting.

Example The example shows how to set action to replace option82 content. You can
verify settings by the following show running-config command.
switch(config)# interface GigabitEthernet 1
switch(config-if)# ip dhcp snooping option action replace

Syntax ip dhcp snooping [vlan <1-4094>] option circuit-id STRING
no ip dhcp snooping [vlan <1-4094>] option circuit-id
Parameter Vlan <1-4094> VLAN configuration
STRING ID string (1~63).
Default Default circuit-id is port id + vlan id in byte format.
Mode Interface Configuration
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Usage Use the ip dhep snooping option circuit-id command to set user-defined
circuit-id string. Circuit-id is per port per VLAN setting. If a VLAN is not
found user-defined circuit-id then use per port circuit-id string. Use the no
form of this command to default setting.

Example The example shows how to set a user-defined circuit-id string on interface
GigabitEthernet 1 and VLAN 1. You can verify settings by the following
show running-config command

switch(config)# interface GigabitEthernet 1
switch(config-if)# ip dhcp snooping vlan 1 option circuit-id test

Syntax ip dhcp snooping option remote-id STRING
no ip dhcp snooping option remote-id

Parameter STRING ID string (1~63).

Default Default remote-id is the switch MAC address in byte order

Mode Global Configuration

Usage Use the ip dhcp snooping option remote-id command to set user-defined

remote-id string.
Remote-id is a global and unique string. Use the no form of this command to
default setting.

Example The example shows how to set a user-defined remote-id string on switch. You
can verify settings by the following show ip dhcp snooping option remote-
id

switch(config)# ip dhcp snooping option remote-id test_remote
switch(config)# do show ip dhcp snooping option remote-id
Remote ID: test remote

Syntax show ip dhcp snooping option remote-id
Parameter None
Default No default is defined
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Mode Privileged EXEC

Usage Use the show ip dhcp snooping option remote-id command to show remote-
id string.

Example The example shows how to show remote-id string
switch(config)# do show ip dhcp snooping option remote-id
Remote ID: test remote

Syntax ip dhcp snooping database flash
ip dhcp snooping database tftp (A.B.C.D HOSTNAME) NAME
no ip dhcp snooping database

Parameter (A.B.C.DJHOSTNAME) IP Address of remote tftp server
HOSTNAME Hostname of remote tftp server

Default DHCP snooping database is disabled

Mode Global Configuration

Usage Use the ip dhep snooping database command to enable DHCP Snooping
database agent. The “flash” means that write backup file to switch local drive.
The “tftp” means that write backup file to remote TFTP server. Use the no
form of this command to disable.

Example The example shows how to enable DHCP Snooping database agent and write

backup file to remote TFTP server with file name “backup_file”. You can
verify settings by the following show ip dhcp snooping database command.

switch(config)# ip dhcp snooping database tftp 192.168.1.50 backup _file
switch(config)# do show ip dhcp snooping database

Type : tftp: 192.168.1.50

FileName : backup file

Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : Running
Delay Timer Expiry : 300 seconds
Abort Timer Expiry : 299
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Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts o1
Successful Transfers: 0 Failed Transfers : 0
Successful Reads : 0 FailedReads : O

Successful Writes : 0 Failed Writes : 0

Syntax ip dhcp snooping database write-delay <15-86400>
no ip dhcp snooping database write-delay

Parameter <15-86400> 15 ~ 86400 seconds

Default DHCP snooping database write-delay is 300 seconds

Mode Global Configuration

Usage Use the ip dhcp snooping database write-delay command to modify the
write-delay timer. Use the no form of this command to default setting.

Example The example shows how to set write-delay timer to 60 seconds. You can

verify settings by the following show ip dhcp snooping database command.

switch(config)# ip dhcp snooping database write-delay 60
switch(config)# do show ip dhcp snooping database

Type : tftp: 192.168.1.50

FileName : backup file

Write delay Timer : 60 seconds

Abort Timer : 300 seconds

Agent Running : Running
Delay Timer Expiry : 300 seconds
Abort Timer Expiry : 299

Last Succeded Time : None
Last Failed Time : None

Last Failed Reason : No failure recorded.

Total Attempts o1
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Successful Transfers: 0 Failed Transfers : 0
Successful Reads : 0 FailedReads : O
Successful Writes : 0 Failed Writes : 0

Syntax ip dhcp snooping database timeout <0-86400>
no ip dhcp snooping database timeout

Parameter <0-86400> 0 ~ 86400 seconds

Default DHCP snooping database timeout is 300 seconds

Mode Global Configuration

Usage Use the ip dhcp snooping database timeout command to modify the timeout
timer. Use the no form of this command to default setting.

Example The example shows how to set timeout timer to 60 seconds. You can verify

settings by the following show ip dhcp snooping database command.

switch(config)# ip dhcp snooping database timeout 60
switch(config)# do show ip dhcp snooping database
Type : tftp: 192.168.1.50

FileName : backup_file

Write delay Timer : 300 seconds

Abort Timer : 60 seconds

Agent Running : Running
Delay Timer Expiry : 300 seconds
Abort Timer Expiry : 299

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts o1

Successful Transfers: 0 Failed Transfers: 0
Successful Reads : 0 Failed Reads 0
Successful Writes : 0 Failed Writes 0
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Syntax

clear ip dhcp snooping database statistics

Parameter

Default

Mode

Usage

None

No default is defined

Privileged EXEC

Use the clear ip dhcp snooping database statistics command to clear

statistics of DHCP Snooping databae.

Example

The example shows how to clear statistics of DHCP Snooping
agent. You can verify settings by the following show ip dhep

snooping database command.

switch# clear ip dhcp snooping database statistics

switch# show ip dhcp snooping database
Type : tftp: 192.168.1.50

FileName : backup file

Write delay Timer : 300 seconds

Abort Timer : 60 seconds

Agent Running : Running
Delay Timer Expiry : 300 seconds
Abort Timer Expiry : 299

Last Succeded Time : None
Last Failed Time : None

Last Failed Reason : No failure recorded.

Total Attempts 0

Successful Transfers: 0 Failed Transfers :

Successful Reads : 0 Failed Reads
Successful Writes : 0 Failed Writes

S

Syntax

renew ip dhcp snooping database

Parameter

None
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Default No default is defined
Mode Privileged EXEC
Usage Use the renew ip dhcp snooping database command to renew DHCP

Snooping database from backup file.

Example The example shows how to renew DHCP Snooping database.
You can verify settings by the following show ip dhcp snooping
database and show ip dhcp snooping binding command.

switch# show ip dhcp snooping database
Type : tftp: 192.168.1.50

FileName : backup file

Write delay Timer : 300 seconds

Abort Timer : 60 seconds

Agent Running : Running
Delay Timer Expiry : 300 seconds
Abort Timer Expiry : 299

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts o1

Successful Transfers: 1 Failed Transfers: 0
Successful Reads : 1 FailedReads : O
Successful Writes : 0 Failed Writes : 0

switch# show ip dhcp snooping binding
Bind Table: Maximun Binding Entry Number 192

Port | VID | MAC Address | P | Type |Lease Time
S + + + +
gil | 1]48:5B:39:C7:12:62 | 192.168.1.100(255.255.255.255)DHCP Snooping | 86400
Syntax show ip dhcp snooping database
Parameter None
Default No default is defined
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Mode Privileged EXEC

Usage Use the show ip dhcp snooping database command to show settings of
DHCP Snooping agent.

Example The example shows how to show settings of DHCP Snooping agent.

switch(config)# show ip dhcp snooping database
Type : tftp: 192.168.1.50

FileName : backup file

Write delay Timer : 300 seconds

Abort Timer : 60 seconds

Agent Running : Running
Delay Timer Expiry : 300 seconds
Abort Timer Expiry : 299

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts o1
Successful Transfers: 1 Failed Transfers: 0O
Successful Reads : 1 FailedReads : 0

Successful Writes : 0 Failed Writes : 0

7. DoS

dos

Syntax dos (daeqsa-deny|icmp-frag-pkts-deny|icmpv4-ping-max-
check/icmpv6-ping-max-check|ipv6-min-frag-size-check|land-
deny|nullscan-deny|pod-deny|smurf-deny|syn-sportl1024-
deny|synfin-deny|synrst-deny|tcp-frag-off-min-check|tcpblat-
deny|tcphdr-min-check|udpblat-deny|xmas-deny)
dos icmp-ping-max-length MAX LEN
dos ipv6-min-frag-size-length MIN LEN
dos smurf-netmask MASK
dos tcphdr-min-length HDR MIN LEN
no dos (tcp-frag-off-min-check|synrst-deny|synfin-deny|xma-
deny|nullscan-deny|syn-sportl1024-deny|tcphdr-min-check|smurf-
deny|icmpv6-ping-max-check|icmpv4-ping-max-check|icmp-frag-
pkts-deny|ipv6-min-frag-size-check|pod-deny|tcpblat-
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deny|udpblat-deny|land-deny|daeqsa-deny)

Parameter daeqsa-deny Destination MAC equals to source MAC.
icmp-frag-pkts- deny Fragmented ICMP packets.
icmpv4-ping-max-check Check ICMPv4 ping maximum packets size

icmpv6-ping-max-  Check ICMPv6 ping maximum packets size
check
ipv6-min-frag- Check minimum size of IPv6 fragments.
size-check
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land-deny Source IP equals to destination IP.
nullscan-deny NULL Scan Attacks.
pod-deny Ping of Death Attacks.
smurf-deny Smurf Attacks.
syn-sportl1024- deny SYN packets with sport less than 1024.
synfin-deny SYN and FIN bits set in the packet.
synrst-deny SYNC and RST bits set in the packet.
tcp-frag-off-min-check TCP fragment packet with offset equals to one.
tcpblat-deny Source TCP port equals to destination TCP port.
tcphdr-min-check  Check minimum TCP header.
udpblat-deny Source UDP port equals to destination UDP portt.
xmas-deny Xmascan: sequence number is zero and the FIN, URG
and PSH bits are set.
icmp-ping-max- length DoS information.
ipv6-min-frag- size-length DoS information
smurf-netmask DoS information
tcphdr-min-length DoS information
Default All of DoS protections are enabled by default.
The default parameter are:
- The maximum size of ICMP ping packages is 512 bytes
- The minimum size of IPv6 fragments is 1240 bytes.
- The Smurf netmask length is 0 bytes.
- The minimum TCP header length is 20 bytes.
Mode Global Configuration
Usage To enable the specific Deniel of Service (DoS) protection, use the command

dos in the Global Configuration mode. Otherwise, use the no form of the
command to disable the specific DoS protection.

Example The following example sets the minimum fragment size to 1024 bytes, and
enables the minimum size of IPv6 fragments validation.

Switch (config)# dos ipvé6-min-frag-size-length 1024
Switch (config)# dos ipv6-min-frag-size-check

dos (interface)

Syntax dos
no dos
Parameter N/A
Default DoS protection is disabled on each interface.
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Mode Interface Configuration

Usage To enable the DoS on the specific interface, use the command dos in the
Interface Configuration mode. Otherwise, use the no form of the command to
disable the DoS on the interface.

Example The following example enables the DoS on the interface fal.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# dos

show dos

Syntax show dos
show dos interface /FF PORTS

Parameter interface Interface status and configuration.
IF_PORTS

Default N/A

Mode Privileged EXEC

Usage To show the DoS protection configuration, use the command show dos in the
Privileged EXEC mode. For the status of DoS protection on each interface,
use the command show dos interface in the Priveleged EXEC mode.

Example The following example shows the global DoS protection configuration.

Switch# show dos

Type State (Length)

|
____________________________ +
DMAC equal to SMAC |
Land (DIP = SIP) |

UDP Blat (DPORT = SPORT) | enabled

TCP Blat (DPORT = SPORT) | enabled

POD (Ping of Death) | enabled

|

|

|

|

|

|

|

|

|

|

IPv6 Min Fragment Size enabled (1024 Bytes)

ICMP Fragment Packets enabled

IPv4 Ping Max Packet Size enabled (512 Bytes)

IPv6 Ping Max Packet Size enabled (512 Bytes)

Smurf Attack enabled (Netmask Length: 0)
TCP Min Header Length enabled (20 Bytes)

TCP Syn (SPORT < 1024) enabled

Null Scan Attack enabled

X-Mas Scan Attack enabled

TCP SYN-FIN Attack enabled
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TCP SYN-RST Attack | enabled
TCP Fragment (Offset = 1) | enabled

Switch# show dos

The following example shows the status of DoS protection on the interface
fal.

Switch# show dos interfaces GigabitEthernet 1
Port | DoS Protection
__________ +________________

gil | disabled

8. Dynamic ARP Inspection

Syntax ip arp inspection
no ip arp inspection
Parameter None
Default Dynamic Arp inspection is disabled
Mode Global Configuration
Usage Use the ip arp inspection command to enable Dynamic Arp Inspection function. Use the no
form of this command to disable.
Example The example shows how to enable Dynamic Arp Inspection on VLAN 1. You can verify settings
by the following show ip arp inspection command.
switch(config)# ip arp inspection
switch(config)# ip arp inspection vian 1
switch# show ip arp inspection
Dynamic ARP Inspection: enabled Enable
on Vlans 1
Syntax ip arp inspection vlan VLAN-LIST
no ip arp inspection vian VLAN-LIST
Parameter VLAN-LIST Specify VLAN ID or a range of VLANs to enable or disable dynamic
Arp inspection
Default Default is disabled on all VLANs
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Mode Global Configuration

Usage Use the ip arp inspection vlan command to enable VLANs on Dynamic Arp Inspection
function. Use the no form of this command to disable VLANs on Dynamic Arp Inspection
function.

Example The example shows how to enable VLAN 1-100 on Dynamic Arp Inspection, and then disable
VLAN 30-40 on Dynamic Arp Inspection. You can verify settings by the following show ip arp
inspection command.
switch(config)# vlan 1-100
switch(config-vlan)# exit
switch(config)# ip arp inspection
switch(config)# ip arp inspection vian 1-100
switch# show ip arp inspection Dynamic ARP
Inspection : enabled
Enable on Vlans : 1-100
switch(config)# no ip arp inspection vian 30-40
switch(config)# show ip arp inspection
Dynamic ARP Inspection  : enabled
Enable on Vlans : 1-29,41-100

Syntax ip arp inspection trus
no ip arp inspection trust

Parameter None

Default Dynamic Arp inspection trust is disabled

Mode Interface Configuration

Usage Use the ip arp inspection trust command to set trusted interface. The switch does not
check ARP packets that are received on the trusted interface; it simply forwards it. Use the no
form of this command to set untrusted interface.

Example The example shows how to set interface gil to trust. You can verify settings by the

following show ip arp inspection interface command.

switch(config)# interface GigabitEthernet 1

switchconfig-if)# ip arp inspection trust

switch(config-if)# do show ip arp inspection interface GigabitEthernet 1
Interfaces | Trust State | Rate (pps) | SMAC Check | DMAC Check | IP Check/AllowZero

I
+ + + | } +
gil | Trusted | None | disabled | disabled | disabled/disabled
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Syntax

ip arp inspection validate src-mac

ip arp inspection validate dst-mac

ip arp inspection validate ip [allow-zeros]

no ip arp inspection validate src-mac

no ip arp inspection validate dst-mac

no ip arp inspection validate ip [allow-zeros]

Parameter

Default

None

Default is disabled of all validation

Mode

Usage

Interface Configuration

Use the ip arp inspection validate command to enable validate function on interface.
The "src-mac ”drop ARP requests and reply packets that arp-sender-mac and ethernet-

source-mac is not match. The 'dst-mac “drops ARP reply packets that arp-target-macand
ethernet-dst-mac is not match. The 'ip “drop ARP request and reply packets that sender-ipis
invalid such as broadcast. multicast. all zero IP address and drop ARP reply packetsthat

target-ip is invalid. The 'allow-zeros “means won t drop all zero IP address. Use the no form
of this command to disable validation.

Example

The example shows how to set interface gil to validate "src-mac”. 'dst-mac”and 'ip
allow zeros " You can verify settings by the following show ip arp inspection
interface command.

switch(config)# interface GigabitEthernet 1

switch(config-if)# ip arp inspection validate src-mac

switch(config-if)# ip arp inspection validate dst-ma

switch(config-if)# ip arp inspection validate ip allow-zeros

switch(config)# do show ip arp inspection interface GigabitEthernet 1

Interfaces | Trust State | Rate (pps) | SMAC Check | DMAC Check | IP Check/Allow Zero

+ + + | t +
gil | Untrusted | None | enabled | enabled | enabled/ enabled

Syntax

ip arp inspection rate-limit <1-50>
[no] ip arp inspection rate-limit

Parameter

Default

<1-50> Value 1-50 pps

Default is un-limited of ARP packet
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Mode

Usage

Interface Configuration

Use the ip arp inspection rate-limit command to set rate limitation on interface. The switch
drop ARP packets after receives more than configured rate of packets per second. Use the no

form of this command to return to default settings.

Example

The example shows how to set rate limit to 30 pps on interface gil. You can verify
settings by the following show ip arp inspection interface command.

switch(config)# interface GigabitEthernet 1

switch(config)# ip arp inspection rate-limit 30

switch(config)# do show ip arp inspection interface GigabitEthernet 1

Interfaces | Trust State | Rate (pps) | SMAC Check | DMAC Check | IP Check/AllowZero

I
t t f | + +
gil | Untrusted | 30 | disabled | disabled | disabled/disabled

Syntax

clear ip arp inspection interfaces IF_PORTS statistics

Parameter

Default

Mode

Usage

GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface

No default is defined

Privileged EXEC

Use the clear ip arp inspection interfaces statistics command to clear statistics that are
recorded on interface.

Example

Syntax

The example shows how to clear statistics on interface gil. You can verify settings by the
following show ip arp inspection interface statistics command.

switch# clear ip arp inspection interfaces GigabitEthernet 1
statistics
switch# show ip arp inspection interfaces GigabitEthernet 1
statistics
Port| Forward |Source MAC Failures|Dest MAC Failures|
SIP Validation Failures|DIP Validation Failures|IP-MAC Mismatch Failures
} } } + } }
gil] 0] 0] 0] 0] 0] 0

show ip dhcp snooping

Parameter

Default

Mode

None

No default is defined

Privileged EXEC
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Usage Use the show ip arp inspection command to show settings of Dynamic Arp Inspection
Example The example shows how to show settings of Dynamic Arp Inspection

switch(config)# show ip arp inspection

Dynamic ARP Inspection: enabled Enable

on Vlans 1
Syntax show ip arp inspection interfaces IF_PORTS

show ip arp inspection interfaces IF_PORTS statistics
Parameter GigabitEthernet Gigabit ethernet interface to configure

LAG IEEE 802.3 Link Aggregateion interface
Default No default is defined
Mode Privileged EXEC
Usage Use the show ip arp inspection interfaces command to show settings or statistics of

interface.
Example The example shows how to show settings of interface GigabitEthernet 1.

switch# show ip arp inspection interface GigabitEthernet 1
Interfaces | Trust State | Rate (pps) | SMAC Check | DMAC Check | IP Check/AllowZero

I
+ + + | } +
gil | Trusted | None | disabled | disabled | disabled/disabled

The example shows how to show statistics of interface GigabitEthernet 1.
switch# show ip arp inspection interfaces GigabitEthernet 1 statistics
Port| Forward |Source MAC Failures|Dest MAC Failures|

SIP Validation Failures|DIP Validation Failures|IP-MAC Mismatch Failures

+ + + + + +
gil] 0] 0| 0| 0| 0| 0
9. GVRP
Syntax gvrp
no gvrp
Parameter None
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Default GVRP is disabled
Mode Global Configuration
Usage Disable gvrp will clear all learned dynamic vlan entry and do not learn

dynamic vlan anymore.
Use ‘show gvrp’ to show configuration.

Example The following example specifies that set global gvrp test.
Switch(config)# gvrp
Switch# show gvrp
GVRP Status
GVRP : Enabled
Join time : 200 ms
Leave time : 600 ms
LeaveAll time : 10000 ms
Syntax gvrp
no gvrp
Parameter none
Default GVRP is disabled on interface
Mode Interface mode
Usage ‘no gvrp’ will remove dynamic port from vlan.

‘gvrp’ must work at port mode is trunk.

Example The following example specifies that set port gvrp test.
The port gvrp enable must set port mode is trunk firstly.
Switch(config)#interface GigabitEthernet 1
Switch(config-if)# switchport mode trunk
Switch(config)#gvrp
Switch# show gvrp configuration interfaces GigabitEthernet 1
Port | GVRP-Status | Registration | Dynamic VLAN Creation
+ + +
gil Enabled Normal Disabled

Managed Switch Software 174 Rev. 3.1.0



Command Line Interface
User Guide

Syntax gvrp registration-mode (normal | fixed | forbidden)
Parameter (normal | fixed | forbidden)
normal: Normal mode.
fixed: Fixed mode.
forbidden: Forbidden mode.
Default Default is Normal
Mode Interface mode
Usage When set registration-mode is fixed or forbidden, will remove the port from
vlan witch is dynamic port. And do not learning vlan.
Example The following example specifies that set gvrp registration mode test.
Switch(config)# interface GigabitEthernet 1
Switch(config-if)# gvrp registration-mode fixed
Switch# show gvrp configuration interfaces GigabitEthernet 1
Port | GVRP-Status | Registration | Dynamic VLAN Creation
+ + +
gil Enabled Fixed Disabled
Syntax gvrp vlan-creation-forbid
no gvrp vlan-creation-forbid
Parameter none
Default Default is disabled.
Mode Interface mode
Usage ‘gvrp vlan-creation-forbid” will not remove dynamic port from vlan
immediate.
Example The following example specifies that set port gvrp vlan-creation-forbid test.

Switch(config)#interface GigabitEthernet 1
Switch(config-if)# gvrp vlan-creation-forbid
Switch(config-if)#exit
Switch# show gvrp configuration interfaces GigabitEthernet 1
Port | GVRP-Status | Registration | Dynamic VLAN Creation
+ + +
gil Enabled Normal Enabled
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Syntax clear gvrp (error-statistics | statistics) [interfaces IF__ PORTS]
Parameter (error-statistics | statistics)

Error-statistics: GVRP Error Statistics info

Statistics: GVRP Statistics info
Default none
Mode Privileged EXEC
Usage This command will clear the ports error statistics or statistics info.
Example The following example specifies that clear gvrp error statistics and statistics

test.

Switch# clear gvrp statistics

Switch# clear gvrp error-statistics
Syntax show gvrp (statistics | error-statistics) [interfaces [IF PORTS]
Parameter none Display all ports

(statistics| error- statistics) configuration

statistics — GVRP statistics

error-statistics Gvrp Error Statistics

GVRP configuration
Default Display all ports statistics info
Mode Privileged EXEC
Usage This command will display the ports error statistics or statistics info.
Example The following example specifies that display gvrp error statistics and statistics

test.
Switch# show gvrp statistics
Port id cgil
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Total RX
JoinEmpty RX
Joinln RX
Empty RX

Leaveln RX
LeaveEmpty RX :

LeaveAll RX
Total TX

-0

0

JoinEmpty TX : 0
0

Joinln TX
Empty TX

Leaveln TX
LeaveEmpty TX :
LeaveAll TX

Port id
Total RX
JoinEmpty RX
Joinln RX
Empty RX

D gi2

Leaveln RX
LeaveEmpty RX :

LeaveAll RX
Total TX

Switch# show gvrp error-statistics

10

0

0

0
0

0

0
0

0

0

0

0

INVPROT : Invalid protocoal Id
INVATYP : Invalid Attribute Type INVALEN : Invalid Attribute Length
INVAVAL : Invalid Attribute Value INVEVENT: Invalid Event

Port | INVPROT | INVATYP | INVALEN | INVAVAL | INVEVENT

gil
gi2
gi3
gi4
gi5
gi6

0

SO O OO

SO OO OO

SO OO OO

SO OO OO

SO OO OO

Syntax

show gvrp

Parameter none
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Default None
Mode Privileged EXEC
Usage This command will display the gvrp global info.
Example The following example specifies that display gvrp test.
Switch# show gvrp
GVRP Status
GVRP : Disabled
Join time : 200 ms
Leave time : 600 ms
LeaveAll time : 10000 ms
Syntax show gvrp configuration [interface IF_PORTS]
Parameter none Display all ports configuration
[interfaces] Interface status and configuration
Default Display all ports configuration info
Mode Privileged EXEC
Usage This command will display the ports configuration info.
Example The following example specifies that display gvrp port configuration test.

Switch# show gvrp configuration
Port | GVRP-Status | Registration | Dynamic VLAN Creation
+ + +
gil Disabled Normal Enabled
gi?2 Disabled Normal Enabled
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gi3 Disabled Normal Enabled
gi4 Disabled Normal Enabled
gis Disabled Normal Enabled
gi6 Disabled Normal Enabled
gi7 Disabled Normal Enabled
--More—
10. IGMP Snooping
Syntax ip igmp snooping
no ip igmp snooping
Parameter None
Default Default is enabled
Mode Global Configuration
Usage Use the ip igmp snooping command to enable IGMP snooping function.
Use the no form of this command to disable.
You can verify settings by the show ip igmp snooping command.
Example The following example specifies that set ip igmp snooping test.
Switch(config)# no ip igmp snooping
Syntax ip igmp snooping report-suppression
no ip igmp snooping report-suppression
Parameter None
Default Default is enabled
Mode Global Configuration
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Usage Use the ip igmp snooping report-suppression command to enable [GMP
snooping report-suppression function.
Use the no form of this command to disable. Disable report-supression will
forward all received reports to the vlan router ports.
You can verify settings by the show ip igmp snooping command.

Example The following example specifies that disable ip igmp snooping report-
suppression test.
Switch# show ip igmp snooping
IGMP Snooping Status

Snooping : Disabled
Report Suppression : Enabled
Operation Version 1v2
Forward Method : mac

Unknown IP Multicast Action : Flood

Packet Statistics
Total RX
Valid RX
Invalid RX
Other RX
Leave RX
Report RX :
General Query RX : 0
Specail Group Query RX : 0
Specail Group & Source Query RX : 0
Leave TX : 0
Report TX : 0
General Query TX : 0
Specail Group Query TX : 0
Specail Group & Source Query TX : 0

cocoo”

Syntax ip igmp snooping version (2|3)

Parameter (2]13) 2 IGMP Operation Version is v2
3 IGMP Operation Version is v3

Default Default is version 2

Mode Global Configuration
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Usage

Use the ip igmp snooping version command to change IGMP support
version. Only basic mode is supported in v3. When change version from v3 to
v2, all querier version will update to version 2.

You can verify settings by the show ip igmp snooping command.

Example

The following example specifies that set ip igmp snooping version 3.
Switch(config)# ip igmp snooping version 3

Syntax

ip igmp snooping unknown-multicast action (drop | flood |router-port)
no ip igmp snooping unknown-multicast action

Parameter

Default

Mode

Usage

(drop | flood | router- port) Drop-. flood in vlan or forward to router port of

unknown multicast packet
Default is flood.

Global Configuratio

When igmp and mld snooping disabled, it can’t set action router-port.

When disable igmp snooping & mld snooping, it set unknown multicast action
flood. When action is router-port to flood or drop, it will delete the unknown
multicast group entry.

Use the ip igmp snooping unknown-multicast action command to change
action.

Use the no form of this command to restore to default.

You can verify settings by the show ip igmp snooping command.

Example

The following example specifies that set ip igmp unknown multicast action
router-port test.

Switch(config)# ip igmp snooping

Switch(config)# ip igmp snooping unknown-multicast action router-port

Syntax

ip igmp snooping vlan <VLAN-LIST> querier [version (2|3)]
no ip igmp snooping [vlan <VLAN-LIST>]| querier

Parameter

version Querier Version configuration

(2]3) Query version 2 or 3

Default

Mode

No ip igmp snooping querier by default

Global Configuration
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Usage

When enable ip igmp vlan querier, there will process router select, the select
successful will send general and specific query.

Use the ip igmp snooping querier command to add querier.

Use the no form of this command to delete querier.

You can verify settings by the show ip igmp snooping querier command.

Example

The following example specifies that set ip igmp snooping querier test.
Switch(config)# ip igmp snooping vlan 2 querier version 3

Syntax

ip igmp snooping vlan VLAN-LIST
no ip igmp snooping vlan VLAN-LIST

Parameter

Default

Mode

Usage

VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094

Default is disabled for all VLANs

Global Configuration

Disable will clear all ip igmp snooping dynamic group and dynamic router
port and make all static ip igmp group invalid of this vlan. Will not learn
dynamic group and router port by igmp message any more.

Use the ip igmp snooping vlan command to enable IGMP on VLAN.

Use the no form of this command to disable

You can verify settings by the show ip igmp snooping vlan command.

Example

The following example specifies that set ip igmp snooping vlan test.

Switch(config)# ip igmp snooping
Switch(config)# ip igmp snooping vlan 2

Syntax

ip igmp snooping vlan <VLAN-LIST> fastleave
no ip igmp snooping vlan <VLAN-LIST> fastleave
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Parameter VLAN-LIST specifies VLAN ID list to set
Default Default is disabled
Mode Global Configuration
Usage Use the ip igmp snooping vlan fastleave command to enable fastleave
function. Group will remove port immediately when receive leave packet.
Use the no form of this command to disable.
You can verify settings by the show ip igmp snooping vlan command
Example The following example specifies that set ip igmp snooping vlan fastleave test.
Switch(config)# ip igmp snooping vlan 1 fastleave
Syntax ip igmp snooping vlan <VLAN-LIST> last-member-query-count <1-7>
no ip igmp snooping vlan <VLAN-LIST> last-member-query-count
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094
last-member-query- sLast Member Query Count.
count <I-7>
Default Default is 2
Mode Global Configuration
Usage Use the ip igmp snooping vlan last-member-query-count command to
change how many query packets will send.
Use the no form of this command to restore to default.
You can verify settings by the show ip igmp snooping vlan command
Example The following example specifies that set ip igmp snooping vlan last-
member-query-count test.
Switch(config)# ip igmp snooping vlan 1 last-member-query-count 5
Syntax ip igmp snooping vlan <VLAN-LIST> last-member-query-interval <1-

60>
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no ip igmp snooping vlan <VLAN-LIST> last-member-query-interval

Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094.
last-member-query- Last Member Query Interval
interval <I-60>
Default Default is 1
Mode Global Configuration
Usage Use the ip igmp snooping vlan last-member-query-interval command to set
interval between each query packet.
Use the no form of this command to restore to default
You can verify settings by the show ip igmp snooping vlan command
Example The following example specifies that set ip igmp snooping vlan last-
member-query-interval test.
Switch(config)# ip igmp snooping vlan 1 last-member-query-interval 3
Syntax ip igmp snooping vlan <VLAN-LIST> query-interval <30-18000>
no ip igmp snooping vlan <VLAN-LIST> query-interval
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094.
query-interval <30-  Query Interval
18000>
Default Default is 125
Mode Global Configuration
Usage Use the ip igmp snooping vlan query-interval command to set interval
between each query.
Use the no form of this command to restore to default
You can verify settings by the show ip igmp snooping vlan command
Example The following example specifies that set ip igmp snooping vlan query-

interval test.
Switch(config)# ip igmp snooping vlan 1 query-interval 100
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Syntax ip igmp snooping vlan <VLAN-LIST> response-time <5-20>
no ip igmp snooping vlan <VLAN-LIST> response-time
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094.
response-time <5-  Response Time.
20>
Default Default is 10
Mode Global Configuration
Usage Use the ip igmp snooping vlan response-time command to set response time
Use the no form of this command to restore to default.
You can verify settings by the show ip igmp snooping vlan command
Example The following example specifies that set ip igmp snooping vlan response-
time test.
Switch(config)# ip igmp snooping vlan 1 response-time 12
Syntax ip igmp snooping vlan <VLAN-LIST> robustness-variable <1-7>
no ip igmp snooping vlan <VLAN-LIST> robustness-variable
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094
robustness-variable  Robustness Variable
<1-7>
Default Default is 2
Mode Global Configuration
Usage Use the ip igmp snooping vlan robustness-variable command to times to

retry.
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Use the no form of this command to restore to default
You can verify settings by the show ip igmp snooping vlan command

Example The following example specifies that set ip igmp snooping vlan parameters
test.
Switch(config)# ip igmp snooping vlan 1 robustness-variable
Syntax ip igmp snooping vlan VLAN-LIST router learn pim-dvmrp
no ip igmp snooping vlan VLAN-LIST router learn pim-dvmrp
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094
Default Default is enabled
Mode Global Configuration
Usage Use the ip igmp snooping vlan router command to enable learning router
port by routing protocol packets such as PIM/PIMv2, DVMRP, MOSPF.
Use the no form of this command to disable.
You can verify settings by the show ip igmp snooping vlan command
Example The following example specifies that set ip igmp snooping vlan router test.
Switch(config)# ip igmp snooping vlan 99 router
Syntax ip igmp snooping vlan <VLAN-LIST> forbidden-port IF__ PORTS no
ip igmp snooping vlan <VLAN-LIST> forbidden-port IF_PORTS
Parameter GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface
Default No forbidden ports by default
Mode Global Configuration
Usage ‘ip igmp snooping vlan 1 static-port gil-2’ will add static port gil-2 for vlan

1.the all known vlan 1 ipv4 group will add the static ports.
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‘ip igmp snooping vlan 1 forbidden-port gi3-4’ will add forbidden port gi3-4
for vlan 1.the all known vlan 1 ipv4 group will remove the forbidden ports.
The configure can use ‘show ip igmp snooping forward-all’.

Use the ip igmp snooping vlan forbidden-port command to add static non-
forwarding port, all known vlan 1 ipv4 group will remove the forbidden ports.
Use the no form of this command to delete forbidden port.

You can verify settings by the show ip igmp snooping forward-all
command.

Example The following example specifies that set ip igmp snooping static/forbidden
port test.
Switch(config)# ip igmp snooping vlan 1 forbidden -port GigabitEthernet
34
Syntax ip igmp snooping vlan <VLAN-LIST> static-port IF_ PORTS
no ip igmp snooping vlan <VLAN-LIST> static-port IF_PORTS
Parameter GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface
Default No static port by default
Mode Global Configuration
Usage Use the ip igmp snooping vlan static-port command to add static forwarding port,
all known vlan 1 ipv4 group will add the static ports.
Use the no form of this command to delete static port.
ou can verify settings by the show ip igmp snooping forward-allComman.
Example The following example specifies that set ip igmp snooping static port test.
Switch(config)# ip igmp snooping vlan 1 static -port GigabitEthernet 1-2
Syntax ip igmp snooping vlan <VLAN-LIST> forbidden-router-port IF_ PORTS

no ip igmp snooping vlan <VLAN-LIST> forbidden-router-port
IF_PORTS
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Parameter GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface
Default No forbidden router ports by default
Mode Global Configuration
Usage Use the ip igmp snooping vlan forbidden-router-port command to add
static forbidden router port. This will also remove port from static router port.
The forbidden router port will not forward received query packet
.Use the no form of this command to delete forbidden router port.
You can verify settings by the show ip igmp snooping router command.
Example The following example specifies that set ip igmp snooping forbidden test.
Switch(config)# ip igmp snooping vlan 1 forbidden-router-port GigabitEthernet
2
Syntax ip igmp snooping vlan <VLAN-LIST> static-router-port IF_PORTS
no ip igmp snooping vlan <VLAN-LIST> static-router-port IF_ PORTS
Parameter GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface
Default No static router ports by default
Mode Global Configuration
Usage Use the ip igmp snooping vlan static-router-port command to add static
router port. All query packets will forward to this port.
Use the no form of this command to delete static router port.
You can verify settings by the show ip igmp snooping router command.
Example The following example specifies that set ip igmp snooping static test.
Switch(config)# ip igmp snooping vlan 1 static-router-port gil-2
Syntax ip igmp snooping vlan <VLAN-LIST> static-group [<ip-addr>] interfaces
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IF_PORTS
no ip igmp snooping vlan <VLAN-LIST> static-group <ip-addr>
interfaces IF_ PORTS

Parameter VLAN-LIST specifies VLAN ID list to set
A.B.C.D [PV4 multicast address
GigabitEthernet Gigabit ethernet interface to configure
LAG IEEE 802.3 Link Aggregateion interface

Default No static group by default

Mode Global Configuration

Usage Use the ip igmp snooping vlan static-group command to add a static group.
The static group will not learn other dynamic ports. If the dynamic group
exists, then the static group will overlap the dynamic group. The static group
set to valid unless igmp snooping global and vlan enable.
Use the no form of this command to delete a port in static group. If remove
the last member of static group, the static group will be delete.
You can verify settings by the show ip igmp snooping group command.

Example The following example specifies that set ip igmp snooping static group test.
Switch(config)# ip igmp snooping vlan 1 static-group 224.1.1.1 interfaces
gil-2

Syntax no ip igmp snooping vlan <VLAN-LIST> group <ip-addr>

Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to

4094

Default None

Mode Global Configuration

Usage Use the no ip igmp snooping vlan group command to delete a group which
could be static or dynamic.
You can verify settings by the show ip igmp snooping group command.

Example The following example specifies that set ip igmp snooping static group test.
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Switch(config)# no ip igmp snooping vlan 1 group 224.1.1.1

Syntax profile range ip <ip-addr> [ip-addr] action (permit | deny)
Parameter <ip-addr> Start ipv4 multicast address
A.B.C.D IPv4 multicast address end
(permit | deny) Permit: Action permit
deny: Action deny
Default None
Mode igmp profile configuration mode
Usage Use the profile command to generate IGMP profile.
You can verify settings by the show ip igmp profile command
Example The following example specifies that set ip igmp profile test.
Switch(config)# ip igmp profile 1
Switch(config-igmp-profile)# profile range ip 224.1.1.1 224.1.1.8 action
permit
Syntax ip igmp profile <1-128>
no ip igmp profile <1-128>
Parameter <1-128> specifies profile ID
Default No profie exist by default
Mode Global Configuration
Usage Use the ip igmp profile command to enter profile configuration
Use the no form of this command to delete profile
You can verify settings by the show ip igmp profile command
Example The following example specifies that set ip igmp profile test.
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Switch(config)# ip igmp profile 1

Syntax ip igmp filter <1-128>
[no] ip igmp filter

Parameter <1-128> specifies profile ID

Default None

Mode Port Configuration

Usage Use the ip igmp filter command to bind a profile for port. When the port bind
a profile. Then the port learning group will update, if the group is not match
the profile rule it will remove the port from the group. Static group is
excluded.
Use the no form of this command to delete profile
You can verify settings by the show ip igmp filter command

Example The following example specifies that set ip igmp filter test.
Switch(config)# interface GigabitEthernet 1
Switch(config-if)#ip igmp filter 1

Syntax ip igmp max-groups <0-1024>
no ip igmp max-groups

Parameter <0-256> IGMP snooping max group number 0~256.

Default Default is 256

Mode Port Configuration
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Usage Use the ip igmp max-groups command to limit port learning max group
number. When the port has reach limitation, new group will not add this port.
Static group is excluded.
Use the no form of this command to restore to default
You can verify settings by the show ip igmp max-groups command.
Example The following example specifies that set ip igmp max-groups test.
Switch(config-if)#ip igmp max-groups 10
Syntax ip igmp max-groups action (deny | replace)
Parameter (deny | replace) Deny: IGMP max-group action deny
Replace: IGMP max-group action replace
Default Default action is deny
Mode Port Configuration
Usage Use the ip igmp max-groups action command to set the action when the
numbers of groups reach the limitation.
Use the no form of this command to restore to default
You can verify settings by the show ip igmp max-groups command.
Example The following example specifies that set action replace test.
Switch(config-if)#ip igmp max-groups action replace
Syntax clear ip igmp snooping groups [(dynamic | static)]
Parameter none Clear ip igmp groups include dynamic and static
(dynamic | static) Ip igmp group type is dynamic or static
Default None
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Mode Privileged EXEC
Usage This command will clear the ip igmp groups for dynamic or static or all of

type.

You can verify settings by the show ip igmp snooping groups command.
Example The following example specifies that clear ip igmp snooping groups test.

Switch# clear ip igmp snooping groups

Switch# show ip igmp snooping groups

VLAN | Group IP Address | Type | Life(Sec) | Port

+ + + +

Total Number of Entry =0
Syntax clear ip igmp snooping statistics
Parameter none
Default None
Mode Privileged EXEC
Usage This command will clear the igmp statistics.

You can verify settings by the show ip igmp snooping command.
Example The following example specifies that clear ip igmp snooping statistics test.

Switch# clear ip igmp snooping statistics
Switch# show ip igmp snooping
IGMP Snooping Status

Snooping : Enabled
Report Suppression : Enabled
Operation Version 1v2
Forward Method : mac

Unknown IP Multicast Action : Flood

Packet Statistics
Total RX : 0
Valid RX : 0
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Invalid RX : 0
Other RX : 0
Leave RX : 0
Report RX : 0
General Query RX : 0
Specail Group Query RX : 0
Specail Group & Source Query RX : 0
Leave TX : 0
Report TX : 0
General Query TX : 0
Specail Group Query TX : 0
Specail Group & Source Query TX : 0
Syntax show ip igmp snooping groups
Parameter none
Default none
Mode Privileged EXEC
Usage This command will display the ip igmp group counter include static group.
Example The following example specifies that display ip igmp snooping group counter
test.
Switch# show ip igmp snooping group counters
Total ip igmp snooping group number: 2
Total ip igmp snooping static mac number: 0
Syntax show ip igmp snooping groups [(dynamic | static)]
Parameter none Show ip igmp groups include dynamic and static

(dynamic | static) Display Ip igmp group type is dynamic or static

Default None
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Mode Privileged EXEC
Usage This command will display the ip igmp groups for dynamic or static or all of
type.
Example The following example specifies that show ip igmp snooping groups.
Switch# show ip igmp snooping groups
VLAN | Group IP Address | Type | Life(Sec) | Port
+ + + +
1] 224.1.2.3 | Static| -- | gi9
1] 224.1.2.4| Static|] -- |gil0
Total Number of Entry =2
Syntax show ip igmp snooping router [(dynamic | forbidden |static )]
Parameter none Show ip igmp router include dynamic and static and
forbidden
(dynamic | Display Ip igmp router info for different type
forbidden | static)
Default None
Mode Privileged EXEC
Usage This command will display the ip igmp router info.
Example The following example specifies that show ip igmp snooping router.

Switch# show ip igmp snooping router
Dynamic Router Table
VID | Port |Expiry Time(Sec)

- -

Total Entry 0

Static Router Table VID | Port Mask
_l’_

1] gi4
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Total Entry 1
Forbidden Router Table VID | Port Mask
+

1]gi8

Total Entry 1
Syntax show ip igmp snooping querier
Parameter none Show all vlan ip igmp querier info.
Default None
Mode Privileged EXEC
Usage This command will display all of the static vlan ip igmp querier info.
Example The following example specifies that show ip igmp snooping querier test.

Switch# show ip igmp snooping querier

VID |State | Status | Version | Querier IP

- + - -

1| Disabled |Non-Querier| No | ---—---

Total Entry 1

Syntax show ip igmp snooping
Parameter None

Default None

Mode Privileged EXEC
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Usage This command will display ip igmp snooping global info.

Example

The following example specifies that show ip igmp snooping test.

Switch# show ip igmp snooping
IGMP Snooping Status

Snooping

Report Suppression
Operation Version
Forward Method

: Enabled
: Enabled
1v2
: mac

Unknown Multicast Action : Flood

Total RX
Valid RX
Invalid RX
Other RX
Leave RX
Report RX

General Query RX

Packet Statistics

0
0
: 0
: 0
: 0
: 0

: 0

Specail Group Query RX : 0
Specail Group & Source Query RX : 0

Leave TX
Report TX

General Query TX

-0
-0
: 0

Specail Group Query TX : 0
Specail Group & Source Query TX : 0

Syntax show ip igmp snooping vlan [VLAN-LIST]

Parameter none

Show all ip igmp snooping vlan info

[VLAN-LIST]

Show specifies vlan ip igmp snooping info

Default None

Mode Privileged EXEC

Usage This command will display ip igmp snooping vlan info.
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Example

The following example specifies that show ip igmp snooping vlan test.
Switch# show ip igmp snooping vlan 1

IGMP Snooping is globaly enabled

IGMP Snooping VLAN 1 admin : disabled

IGMP Snooping operation mode : disabled

IGMP Snooping robustness: admin 2 oper 2

IGMP Snooping query interval: admin 125 sec oper 125 sec

IGMP Snooping query max response : admin 10 sec oper 10 sec
IGMP Snooping last member query counter: admin 2 oper 2

IGMP Snooping last member query interval: admin 1 sec oper 1 sec
IGMP Snooping last immediate leave: disabled

IGMP Snooping automatic learning of multicast router ports: enabled

Syntax

show ip igmp snooping forward-all [vlan VLAN-LIST]

Parameter

none Show all ip igmp snooping vlan forward-all info

[vlan VLAN-LIST] Show specifies vlan of ip igmp forward info.

Default

Mode

Usage

None

Privileged EXEC

This command will display ip igmp snooping forward all info.

Example

The following example specifies that show ip igmp snooping forward-all test.
Switch# show ip igmp snooping forward-all 1

IGMP Snooping VLAN 1

IGMP Snooping static port : None

IGMP Snooping forbidden port : None

Syntax

show ip igmp profile [<1-128>]

Parameter

none Show all ip igmp snooping profile info

[<1-128>] Show specifies index profile info

Default

Mode

None

Privileged EXEC

Managed Switch Software 198 Rev. 3.1.0



Command Line Interface

User Guide

Usage

This command will display ip igmp profile info.

Example

The following example specifies that show ip igmp profile test.

Switch# show ip igmp profile
IP igmp profile index: 1

IP igmp profile action: permit
Range low ip: 224.1.1.1
Range high ip: 224.1.1.8

I[P igmp profile index: 2
IP igmp profile action: deny
Range low ip: 225.1.1.0
Range high ip: 225.1.2.1

Syntax

show ip igmp filter [interfaces IF_ PORTS]

Parameter

none Show all port filter

[interfaces Show specifies ports filter
IF_PORTS]

Default

Mode

Usage

None

Privileged EXEC

This command will display ip igmp port filter info.

Example

The following example specifies that show ip igmp filter test.

Switch# show ip igmp filter
Port ID | Profile ID
_l’_

gil : 1

gi2 : None

gi3 : None

gi4 : None

gi5 : None
--More--

Syntax

show ip igmp max-group [interfaces IF_PORTS]
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Parameter

none Show all port max-group

[interfaces Show specifies ports max-group
IF_PORTS]

Default

Mode

Usage

None

Privileged EXEC

This command will display ip igmp port max-group.

Example

The following example specifies that show ip igmp max-group test.

Switch(config-if)#ip igmp max-groups 50
Switch# show ip igmp max-group
Port ID | Max Group
+

gil : 50

gi2 : 256

gi3 : 256

gid : 256

gi5 : 256
--More--

Syntax

show ip igmp max-group action [interfaces IF_ PORTS]

Parameter

none Show all port max-group action

[interfaces Show specifies ports max-group action
IF_PORTS]

Default

Mode

Usage

None

Privileged EXEC

This command will display ip igmp port max-group action.

Managed Switch Software 200 Rev. 3.1.0



Command Line Interface
User Guide

Example

The following example specifies that show ip igmp max-group action test.

Switch(config)#interface gil
Switch(config-if)#ip igmp max-groups action replace
Switch# show ip igmp max-group action
Port ID | Max-groups Action
+

gil : replace

gi2 : deny

gi3 : deny

gi4 : deny

gi5 : deny
--More--

11. IP Source Guard

Syntax ip source verify [mac-and-ip]
no ip source verify

Parameter mac-and-ip Source mac and ip mode

Default IP Source Guard is disabled on interface. Default is that verifying ip address
only

Mode Port Configuration

Usage Use the ip source verify command to enable IP Source Guard function.
Default IP Source Guard filter source IP address. The “mac-and-ip” filters
not only source IP address but also source MAC address.
Use the no form of this command to disable.
You can verify settings by the show ip source interfaces command.

Example The example shows how to enable IP Source Guard with source IP address

filtering on interface gil.
Switch(config)# interface GigabitEthernet 1
switch(config-if)# ip source verify

The example shows how to enable IP Source Guard with source IP and MAC
address filtering on interface gi2.

Switch(config)# interface GigabitEthernet 2
switch(config-if)# ip source verify mac-and-ip
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switch(config-if)# do show ip source interfaces gil-2
Port | Status | Max Entry | Current Entry
+ - -
gil | Verifty MACHIP | No Limit | 0
gi2|  disabled | No Limit | 0

Syntax

ip source binding A:B:C:D:E:F vlan <1-4094> A.B.C.D interface
IF_PORT

no ip source binding A:B:C:D:E:F vlan <1-4094> A.B.C.D interface
IF_PORT

Parameter

A:B:C:D:E:F MAC address XX:XX:XX:XX:XX:XX

VLAN <1-4094> VLAN configuration

A.B.CD IP address.

GigabitEthernet Gigabit ethernet interface to configure.

LAG IEEE 802.3 Link Aggregateion interface

Default

Mode

Usage

Default is no binding entry.

Global Configuration

Use the ip source binding command to create a static IP source binding entry
has an IP address, its associated MAC address. VLANID. interface.

Use the no form of this command to delete static entry.

You can verify settings by the show ip source binding command.

Example

The example shows how to add a static IP source binding entry.
Switch(config)# ip source binding 00:11:22:33:44:55 vlan 1 192.168.1.55
interface fal

switch(config)# do show ip source binding

Bind Table: Maximun Binding Entry Number 192

Port | VID | MAC Address | P | Type | Lease Time
——t + + + +

gil [1]00:11:22:33:44:55 |192.168.1.55(255.255.255.255)| Static | NA

Syntax

show ip source interfaces IF__ PORTS

Parameter

GigabitEthernet Gigabit ethernet interface to configure

LAG IEEE 802.3 Link Aggregateion interface

Default
Mode

No default is defined
Privileged EXEC
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Usage Use the show ip source interface command to show settings of IP Source
Guard of interface
Example The example shows how to show settings of IP Source Guard of interface gil
switch# show ip source interfaces GigabitEthernet 1
Port | Status | Max Entry | Current Entry
+ + +
gil | Verify MAC+IP |No Limit | 0
Syntax show ip source binding [(dynamic|static)]
Parameter dynamic Show entries that added by DHCP snooping learn
static Show entries that added by user
Default No default is defined
Mode Privileged EXEC
Usage Use the show ip source binding command to show binding entries
of IP Source Guard.
Example The example shows how to show static binding entries of IP Source Guard.

switch# show ip source binding

Bind Table: Maximun Binding Entry Number 192

Port | VID | MAC Address | IP | Type | Lease Time
— + - -
gil [1]00:11:22:33:44:55 [192.168.1.55(255.255.255.255)| Static | NA

12. Link Aggregation

Syntax lag </-8> mode (static | active |
passive) no lag

Parameter <[-8> LAG number
static Enable Static Only.
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active Enable LACP unconditionally.
passive Enable LACP only if a LACP device is detected
Default There is no LAG in default.
Mode Interface Configuration
Usage Link aggregation group function allows you to aggregate multiple physical

ports into one logic port to increase bandwidth. This command makes normal
port join into the specific LAG logic port with static or dynamic mode. And
use “no lag” to leave the LAG logic port.

Example This example shows how to create a dynamic LAG and join fal-fa3 to this
LAG.
Switch (config)# interface range GigabitEthernet 1-3
Switch (config-if-range)# lag 1 mode active

This example shows how to show current LAG status.
Switch# show lag
Load Balancing: src-dst-mac-ip.

Group ID | Type| Ports
+

_________ T

1 | LACP | Inactive: gil-32 | -—---- |
O
4 ]
S
6 |-
(N
O
Syntax lag load-balance (src-dst-mac | src-dst-mac-ip)

no lag load-balance

Parameter src-dst-mac LAG load balancing is based on source and destination
MAC addr.
src-dst-mac-ip LAG load balancing is based on source and destination
of MAC and IP addresses
Default Default load balance algorithm is src-dst-mac
Mode Global Configuration
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Usage Link aggregation group port should transmit packets spread to all ports to
balance traffic loading. There are two algorithm supported and this command
allow you to select the algorithm.
Example This example shows how to change load balance algorithm to src-dst-mac-ip.
Switch (config)# lag load-balance src-dst-mac-ip
This example shows how to show current load balance algorithm.
Switch# show lag
Load Balancing: src-dst-mac-ip.
Group ID | Type | Ports
_________ _|___________+________________________
R |
2 [ |
3 e |
T |
S| |
6 oo |
7T [ |
R |
Syntax lacp port-priority </-65535>
no lacp port-priority
Parameter <[-65535> Port-priority value
Default Default port priority is 1.
Mode Interface Configuration
Usage LACP port priority is used for two connected DUT to select aggregation
ports. Lower port priority value has higher priority. And the port with higher
priority will be selected into LAG first.
The only way to show this configuration is using “show running-config”
command.
Example This example shows how to configure interface fal lacp port priority to 100.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# lacp port-priority 100
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Syntax lacp system-priority </-65535>
no lacp system-priority

Parameter <[-65535> lacp system-priority

Default Default system priority is 32768.

Mode Global Configuration

Usage LACP system priority is used for two connected DUT to select master switch.
Lower system priority value has higher priority. And the DUT with higher
priority can decide which ports are able to join the LAG.
Use “no lacp system-priority” to restore to the default priority value. The
only way to show this configuration is using “show running-config”
command.

Example This example shows how to configure lacp system priority to 1000.
Switch (config)# lacp system-priority 1000

Syntax lacp timeout (long | short)
no lacp timeout

Parameter long Long timeout value.
short Short timeout value.

Default Default LACP timeout is long.

Mode Interface Configuration

Usage LACP need to send LACP packet to partner switch to check the link status.

This command configure the interval of sending LACP packets.

The only way to show this configuration is using “show running-config”

Maaged Switch Software 206 . ‘ ‘ ‘ Rev. 3.1.0

command.




Command Line Interface
User Guide

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# lacp timeout short

Syntax

Parameter

Default

Mode

Usage

show lacp sys-id
show lacp [</-8>] counters
show lacp [</-8>] (internal | neighbor) [detail ]

No default values for this command.

Privileged EXEC

Use “show lacp sys-id” command to displays the system identifier that is
being used by LACP. The system identifier is made up of the LAPC system
priority and the switch MAC address.

Use “show lacp counter” command to display LACP statistic information.
Use “show lacp internal” command to display local information.
Use “show lacp neighbor” command to display remote information.

State of the specific port. These are the allowed values:

* -—Port is in an unknown state.

* bndl—Port is attached to an aggregator and bundled with other ports.
* susp—Port is in a suspended state; it is not attached to any aggregator.
* hot-sby —Port is in a hot-standby state.

* lindiv—Port is incapable of bundling with any other port.

* lindep—Port is in an independent state (not bundled but able to

switch data traffic. In this case, LACP is not running on the partner port).
* down—Port is down.

State variables for the port, encoded as individual bits within a single octet
with these meanings:

* bit0—LACP_Activity

* bitl —LACP_Timeout

* bit2—Aggregation

* bit3 —Synchronization

* bit4 —Collecting

* bit5 —Distributing

* bit6 —Defaulted

* Dbit7—Expired
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Example This example shows how to show LACP statistics.
Switch# show lacp counters
LACPDUs LACPDUs
Port Sent Recv Pkts Err
Channel group 1
fal 0 0 0
faz 0 0 0

This example shows how to show LACP local information.
Switch# show lacp internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in
Passive mode

Channel group 1

Port Port LACP port Admin Oper

Port Flags State Priority Key Key
Number State

fal SA down 1 0x3e8 0x3e8
0x1 0x45

fa2 SA down 1 0x3e8 0x3e8
0x2 0x45

This example shows how to show LACP remote information.
Switch# show lacp neighbor
Flags: S - Device is sending Slow LACPDUs
F - Device is sending Fast LACPDUs
A - Device is in Active mode P - Device is in
Passive mode

Channel group 1 neighbors

Partner's information:

LACP port Admin Oper

Port Port
Port Flags Priority Dev ID Age key Key
Number State
Gil FP 32768 0000.0000.0000 Os 0x3e8
0x3e8 O0Ox1 0x56
Gi2 FP 32768 0000.0000.0000 Os 0x3e8
0x3e8 0x2 0x56

Syntax show lag

Parameter

Default No default values for this command.
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Mode Privileged EXEC
Usage Use “show lag” command to show current LAG load balance algorithm and
members active/inactive status.
Example This example shows how to show current LAG status.
Switch# show lag
Load Balancing: src-dst-mac-ip.
Group ID | Type|  Ports
+ -
| LACP | Inactive: gil-32 | ------ |
3 [
4 ||
R
6 ||
7 [
8 ||
Syntax clear lldp global statistics
Default There is no default configuration for this command
Mode Privileged EXEC
Usage Use “clear lldp statistics” command to clear the LLDP RX/TX statistics.
Example This example shows how to clear LLDP statistics.

Switch# clear lldp global statistics
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Syntax lldp
no lldp
Default Default is enabled
Mode Global Configuration
Usage Use “lldp” command to enable LLDP RX/TX ability. The LLDP enable status

is displayed by “show lldp” command.

Use the no form of this command to disable the LLDP. When LLDP is
disabled, the behavior of receiving LLDP PDU would be decided by “lldp
lldpdu” command.

Example The following example sets LLDP enable/disable.
Switch (config)# 1lldp
Switch# show 1lldp

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Port | State | Optional TLVs | Address
———————— b ommmmm— b mmmmm e —mm o
fal | RX,TX | [192.168.1.2
fa2 | RX,TX | [192.168.1.2
fa3 | RX,TX | 1192.168.1.2
fad | RX,TX | [192.168.1.2
fa5 | RX,TX | [192.168.1.2
Syntax Illdp rx
no lldp rx
Default Default is enabled
Mode Port Configuration
Usage Use “lIldp rx” command to enable the LLDP PDU RX ability. The

configuration could be shown by “show lldp” command.

Use the no form of this command to disable the RX ability.

Example This example sets port gil to enable LLDP TX, port gi2 to disable RX but
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enable TX, port gi3 to enable RX but disable TX, port gi4 to disable RX and
TX.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# 1lldp rx

Switch (config-if)# 1lldp tx

Switch (config)# interface GigabitEthernet 2
Switch (config-if)# no 1lldp rx

Switch (config-if)# 11ldp tx

Switch (config)# interface GigabitEthernet 3
Switch (config-if)# 11ldp rx Switch(config-if)# no 11ldp tx
Switch (config)# interface GigabitEthernet 4
Switch (config-if)# no 1lldp rx

Switch (config-if)# no 1lldp tx

Switch (config-if)# end

Switch# show 1lldp interfaces GigabitEthernet 1-4

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Bridging

Port | State | Optional TLVs | Address
———————— + ————m— - 4 ———————— gil
| RX, TX | 1192.168.1.254
gi2 | TX | 1192.168.1.254
gi3 | RX | 1192.168.1.254
gi4 |Disable | [192.168.1.254
Syntax lldp tx-interval <5-32768>
no lldp tx-interval
Parameter <5-32768> Rate at which LLDP packets are sent (in sec).
Default Default TX interval is 30 seconds
Mode Global Configuration
Usage Use “lldp tx-interval” command to configure the LLDP TX interval. It

should be noticed that both “lldp tx-interval” and “lldp tx-delay” affects the
LLDP PDU TX time. The larger value of the two configurations decides the
TX interval. The configuration could be shown by “show lldp” command.

Use the no form of this command to restore the interval to default value.

Example This example sets LLDP TX interval to 10 seconds.
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Switch (config)# 1ldp tx-interval 10
Switch# show 1lldp

State: Disabled

Timer: 10 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Syntax lldp reinit-delay </-10>
no lldp reinit-delay

Parameter <I-10> Specify the delay (in secs) for LLDP to initialize

Default Default reinital delay is 2 seconds

Mode Global Configuration

Usage Use “lldp reinit-delay” to configure the LLDP re-initial delay. This delay
avoids LLDP generate too many PDU if the port is up and down frequently.
The delay starts to count when the port links down. The port would not
generate LLDP PDU until the delay counts to zero. The configuration could
be shown by “show lldp” command.
Use the no form of this command to restore the delay to default value.

Example This example sets LLDP re-initial delay to 5 seconds.

Switch (config)# 1lldp reinit-delay 5
Switch# show 1lldp

State: Disabled

Timer: 10 Seconds

Hold multiplier: 4

Reinit delay: 5 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Syntax lldp holdtime-multiplier <2-70>
no holdtime-multiplier
Parameter <2-10> Multiplier used for calculating the LLDP discovery
packet hold time
Default 1ldp holdtime-multiplier 4
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Mode Global Configuration
Usage Use “lldp holdtime-multiplier” command to configure the LLDP PDU hold
multiplier that decides time-to-live (TTL) value sent in LLDP advertisements:
TTL = (tx-interval * holdtime-multiplier). The configuration could be shown
by “show lldp” command.
Use the no form of this command to restore the multiplier to default value.
Example This example sets LLDP hold time multiplier to 3.
Switch(config)# 1ldp holdtime-multiplier 3
Switch# show 11ldp
State: Disabled
Timer: 10 Seconds
Hold multiplier: 3
Reinit delay: 2 Seconds
Tx delay: 2 Seconds
LLDP packet handling: Flooding
Syntax lldp lldpdu (filtering|flooding|bridging)
Parameter bridging Bridging LLDP PDU to VLAN member ports
filtering Drop LLDP PDU.
flooding Flooding LLDP PDU to all ports (VLAN unawared)
Default Default LLDP PDU handling behavior when LLDP disabled is flooding
Mode Global Configuration
Usage Use “lldp lldpdu” command to configure the LLDP PDU handling behavior
when LLDP is globally disabled. It should be noticed that if LLDP is globally
enabled and per port LLDP RX status is configured to disabled, the received
LLDP PDU would be dropped instead of taking the global disable behavior.
The configuration could be shown by “show lldp” command.
Use the no form of this command to restore the behavior to default.
Example This example sets LLDP disable action to bridging.
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Switch (config)# 1lldp lldpdu bridging
Switch# show 1lldp

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Bridging

Syntax lldp med no
Ildp med

Default 11dp med

Mode Port Configuration

Usage Use “lldp med” to configure the LLDP MED enable status. If LLDP MED is
enabled, LLDP MED capability TLV and other selected MED TLV would be
attached. The configuration could be shown by “show lldp med” command.

Use the no form of this command to disable the LLDP MED status.

Example This example sets port gil to enable LLDP MED, port gi2 to disable LLDP
MED.

Switch(config)# interface GigabitEthernet 1
Switch(config-if)# 1ldp med

Switch (config)# interface GigabitEthernet 2
Switch(config-if)# no 1lldp med

Switch# show 1lldp interfaces GigabitEthernet 1-2 med

Port | Capabilities | Network Policy | Location |
Inventory
—————— et ettt e T ettt
gil | Yes | Yes | No |
No
gi2 | No | Yes | No |
No
Syntax lldp med fast-start-repeat-count </-/0>

no lldp med fast-start-repeat-count
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Parameter <[-10> Fast start repeat count, range is 1-10.
Default Default fast start TX repeat count is 3
Mode Global Configuration
Usage Use “lldp med fast-start-repeat-count” command to configure the LLDP

PDU fast start TX repeat count. When port links up, it will send LLDP PDU
immediately to notify link partner. The number of LLDP PDU sends when it
links up depends on fast-start-repeat-count configuration. The LLDP PDU
fast-start transmits in interval of one second. The fast start behavior works no
matter LLDP MED is enabled or not. The configuration could be shown by
“show lldp med” command.

Use the no form of this command to restore count to default.

Example This example sets fast start repeat count to 10.

Switch (config)# 1ldp med fast-start-repeat-count 10
Switch# show 1lldp med

Fast Start Repeat Count: 10
11ldp med network-policy voice: auto

Syntax 1ldp med location (coordination|civic-address|ecs-elin) ADDR
no lldp med location (coordination|civic-address|ecs-elin)

Parameter coordination The location is specified as coordinates. Range:
16 hexadecimal bytes exactly.
civic-address The location is specified as civic address.
Range: 6 to 160 hexadecimal bytes.
ecs-elin The location is specified as ECS ELIN. Range:
10 to 25 hexadecimal bytes.
ADDR Specify the location data. Input format is hexadecimal

values without colon (for example: 1234AB). For
coordination location type, the length of ADDR is 16
bytes. For civic-address, the length is 6 to 160 bytes.
For ecs-elin, the length is 10 to 25 bytes.

Default Deafult is no location data.

Mode Port Configuration
Managed Switch Software 215 Rev. 3.1.0




Command Line Interface
User Guide

Usage Use “lldp med location” command to configure the LLDP MED location
data. The “coordinate”, “civic-address”, “ecs-elin” locations are independent,
so at most three location TLVs could be sent if their data are not empty. The
configuration of location could be shown by “show lldp interface PORT

med” command.

Use the no form of this command to clear location data.

Example This example sets location data for interface gil.

Switch (config)# interface GigabitEthernet 1

Switch (config-if)# 1lldp med location coordinate
112233445566778899AABBCCDDEEFFO00

Switch (config-if)# 11ldp med location civic-address
112233445566

Switch (config-if)# 1lldp med location ecs-elin
112233445566778899AA

Switch# show lldp interfaces gil med

Port | Capabilities | Network Policy | Location |
Inventory
—————— + - 4 Y — 4} 4
gil | Yes | Yes | Yes |
Yes

Port ID: gil

Network policies: 1, 32

Location:

Coordinates: 112233445566778899AABBCCDDEEFFO00
Civic-address: 112233445566

Ecs-elin: 112233445566778899AA

Syntax 1ldp med network-policy </-32> app (voice|voice-signaling|guest-
voice|guest-voice-signaling|softphone-voice|video-conferencing|streaming-
video|video-signaling) vlan </-4094> vlan-type (tag|luntag) priority <0-
7> dscp <0-63>

no lldp med network-policy </-32>

Parameter <1-32> Network policy index
voice
voice-signaling Voice.

guest-voice
guest-voice-
signaling
softphone-voice
video-
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conferencing
streaming-video
video-signaling
<1-4094> Specify the VLAN ID
tag untag Specify the VLAN tag status
<0-7> Specify the L2 priority
<0-63> Specify the DSCP value
Default No network policy is defined
Mode Global Configuration
Usage Use “lldp med network-policy” command to configure the LLDP MED

network policy table and add a network policy entry that can be bind to ports.
If LLDP MED network policy voice auto mode is enabled, “voice” type
network policy can not be created since it is in auto mode. The network policy
table configuration could be shown by “show lldp med” command.

Use the no form of this command to remove network policy entry of specific
index. A network policy can be removed only when it is not bind to any port.

Example This example create 2 network policies.

Switch (config)# 1lldp med network-policy 1 app voice-signaling
vlan 2 vlan-type tag priority 3 dscp 4

Switch (config)# 1ldp med network-policy 32 app video-
conferencing vlan 5 vlan-type tag priority 1 dscp 63

Switch# show 1lldp med

Fast Start Repeat Count: 10
11dp med network-policy voice: auto

Network policy 1

Application type: Voice Signaling
VLAN ID: 2 tagged

Layer 2 priority: 3

DSCP: 4

Network policy 32

Application type: Conferencing
VLAN ID: 5 tagged
Layer 2 priority: 1

DSCP: 63

Syntax lldp med network-policy (add|remove) </-32>

Parameter add Add network policy to port binding.
remove Remove network policy to port binding.
<]-32> Specify the network policy index

Default Default is no network policy binding to port.
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Mode Port Configuration

Usage Use “lldp med network-policy” command to bind the network policy to port
interface. The binded network policy of one port should be with different
types. If network policy TLV is selected over a port, the binded network
policies would be attached in LLDP MED PDU. The configuration of network
policy binding could be shown by “show lldp med” command.

Example This example binds network policy for interface GigabitEthernet 1 and

GigabitEthernet 2.
Switch# show 1ldp med

Fast Start Repeat Count: 10
11dp med network-policy voice: auto

Network policy 1

Application type: Voice Signaling
VLAN ID: 2 tagged

Layer 2 priority: 3

DSCP: 4

Network policy 32

Application type: Conferencing
VLAN ID: 5 tagged

Layer 2 priority: 1

DSCP: 63

Switch (config)# interface range GigabitEthernet 1-2
Switch (config-if-range)# 1lldp med network-policy add 1,32
Switch# show 1lldp interfaces GigabitEthernet 1-2 med

Port| Capabilities | Network Policy | Location | Inventory
—————— T it R S

gil | Yes | Yes | Yes |Yes

giz | Yes | Yes | Yes | Yes

Port ID: gil
Network policies: 1, 32

Port ID: giz2
Network policies: 1, 32

Syntax lldp med network-policy voice auto
no lldp med network-policy voice auto

Default 1ldp med network-policy auto

Mode Global Configuration
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Usage Use “lldp med network-policy voice auto” command to enable network
policy voice auto mode. In voice auto mode, if network-policy TLV is
selected, a voice type network policy would be attached to PDU that contents
comes from voice VLAN configuration. This works for voice VLAN module
to exchange voice VLAN information with link partner. If voice auto mode is
enabled, user can not manually create an voice type network policy; if an
voice type network policy is created, the voice auto mode can not be enabled.
The configuration of network policy auto mode could be shown by “show
lldp med” command.

Use the no form of this command to disable voice auto mode.

Example This example sets network policy auto mode to enable and then disable.

Switch (config)# 1lldp med network-policy auto
Switch# show 1lldp med

Fast Start Repeat Count: 10
11dp med network-policy voice: auto

Switch (config)# no 1lldp med network-policy auto
Switch# show 1lldp med

Fast Start Repeat Count: 10
11dp med network-policy voice: manual

Syntax Ildp med tlv-select MEDTLV [MEDTLV] [MEDTLV]|[MEDTLYV]
no lldp med tlv-select
Parameter MEDTLV LLDP MED optional TLV (network-policy, location,
inventory, poe-pse)
Default network-policy TLV
Mode Port Configuration@
Usage Use “lldp med tlv-select” command to configure the LLDP MED TLV

selection. It should be noticed that even no MED TLV is selected, MED
capability TLV would be attached if LLDP MED is enable. The configuration
could be shown by “show 1ldp med” command.

Use the no form of this command to remove all selected MED TLV over the

dedicated ports.

Example This example sets port gil-2 to select LLDP MED network policy, location,
POE-PSE, inventory TLVs, and it sets port gi3-4 to un-select all LLDP MED
TLVs.

Switch (config)# interface gil
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Switch (config-if)# 1lldp med tlv-select network-policy location
inventory

Switch (config)# interface gi2

Switch (config-if)# no 1lldp med tlv-select

Switch# show l1lldp interfaces gil-2 med

Port | Capabilities | Network Policy | Location |
Inventory
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Yes No
gil | Yes | Yes | Yes |
gi2 | Yes | No | No |
Syntax lldp tlv-select TLV [TLV] [TLV][TLV] [TLV] [TLV][TLV][TLV]
no lldp tlv-select
Parameter TLV Specify the selected optional TLV. Available optional
TLVs are : sys-name (system name), sys-desc (system
description), sys-cap (system capability), mac-phy
(802.3 MAC-PHY), lag (802.3 link aggregation), max-
frame-size (802.3 max frame size), and management-
addr (management address).
Default Default is no selected optional TLV.
Mode Port Configuration
Usage Use “lldp tlv-select” command to attach selected TLV in PDU. The
configuration could be shown by “show lldp” command.
Use the no form of this command to remove all selected TLV.
Example This example selects system name, system description, system capability,

802.3 MAC-PHY, 802.3 link aggregation, 802.3 max frame size, and
management address TLVs for interface gil and gi3.

Switch(config)# interface range gi 1,3

Switch (config-if-range)# 1lldp tlv-select port-desc sys-name
sys-desc sys-cap mac-phy lag max-frame-size management-addr
Switch (config-if-range)# end

Switch# show 1lldp interfaces gil,3

State: Disabled

Timer: 10 Seconds

Hold multiplier: 3

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Port | State | Optional TLVs | Address

———————— e i it N tntalal b e & |
| RX,TX | PD, SN, SD, SC ]192.168.1.254
gi3 | RX,TX | PD, SN, SD, SC |192.168.1.254

Port ID: gil

802.3 optional TLVs: 802.3-mac-phy, 802.3-lag, 802.3-max-
frame-size, management-addr

802.1 optional TLVs

PVID: Enabled
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Port ID: gi3

802.3 optional TLVs: 802.3-mac-phy, 802.3-lag, 802.3-max-
frame-size, management-addr

802.1 optional TLVs

PVID: Enabled

Syntax lldp tlv-select pvid (disable|enable)
no lldp tlv-select pvid
Parameter disable Disable Tx optional-TLV 802.1 PVID
enable Enable Tx optional-TLV 802.1 PVID
Default Default is enabled
Mode Port Configuration
Usage Use “lldp tlv-select pvid” command to configure the 802.1 PVID TLV attach

enable status. The configuration could be shown by “show lldp” command.

Use the no form of this command to restore the pvid to default value.

Example This example sets port gil PVID TLV attaches status to disable and port gi2
to enable.

Switch (config)# interface gil

Switch (config-if)# 1ldp tlv-select pvid disable
Switch (config-if)# interface gi2
Switch(config-if)# 11ldp tlv-select pvid enable

Switch# show 1lldp interfaces gil,gi2

State: Disabled

Timer: 10 Seconds

Hold multiplier: 3

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Port | State | Optional TLVs | Address

———————— 4 mmmmmm 4 e — - gil
| RX, TX | [192.168.1.254
giz | RX,TX | [192.168.1.254

Port ID: gil

802.3 optional TLVs:
802.1 optional TLVs
PVID: Disabled

Port ID: giz2
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802.3 optional TLVs:
802.1 optional TLVs
PVID: Enabled

Syntax lidp tlv-select vlan-name (add|remove) VLAN-LIST

Parameter add Specify which VLAN to add to the port.

Default Default is no VLAN added.

Mode Port Configuration

Usage Use “lldp tlv-select vlan-name” command to add or remove VLAN list for
802.1 VLAN-NAME TLV. The configuration could be shown by “show lldp”
command.

Example This example add VLAN 100 to VLAN-NAME TLV for port gilO0.

Switch (config)# wlan 100

Switch (config-vlan)# exit

Switch (config)# interface gil

Switch (config-if)# switchport trunk allowed vlan add all
Switch (config-if)# 11ldp tlv-select vlan-name add 100
Switch (config-if)# end

Switch# show 1lldp interfaces gil

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Port | State | Optional TLVs | Address
gil | RX,TX | [192.168.1.2

Port ID: gil

802.3 optional TLVs:
802.1 optional TLVs
PVID: Enabled
VLANs: 100
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Syntax lidp tx

no lldp tx
Default Default is enabled
Mode Port Configuration
Usage Use “lldp tx” command to enable the LLDP PDU TX ability. The

configuration could be shown by “show lldp” command.

Use the no form of this command to disable the TX ability.
Example This example sets port gil to enable LLDP TX, port gi2 to disable RX but

enable TX, port gi3 to enable RX but disable TX, port gi4 to disable RX and

TX.

Switch (config)# interface gil
Switch (config-if)# 11ldp rx
Switch (config-if)# 11ldp tx
Switch (config)# interface gi2
Switch (config-if)# no 1lldp rx
Switch (config-if)# 1l1ldp tx
Switch (config)# interface gi3
Switch (config-if)# 11ldp rx
Switch (config-if)# no 1lldp tx
Switch (config)# interface gi4
Switch (config-if)# no 1lldp rx
Switch (config-if)# no 1lldp tx
Switch (config-if)# end
Switch# show 1lldp interfaces gil-4

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Bridging

Port | State | Optional TLVs | Address
———————— + - + ——— - 4 ———————— gil
| RX, TX | 1192.168.1.254
giz | TX | 1192.168.1.254
gi3 | RX | 1192.168.1.254
gi4 |Disable | 1192.168.1.254
Syntax lldp tx-delay </-87192>
no lldp tx-delay
Parameter <[-8192> LLDP Tx-delay time in seconds.
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Default Default TX delay is 2 seconds
Mode Global Configuration
Usage Use “lldp tx-delay” command to configure the delay in seconds between

successive LLDP frame transmissions. The delay starts to count in any case
LLDP PDU is sent such as by LLDP PDU advertise routine, LLDP PDU
content change, port link up, etc. The configuration could be shown by “show
Ildp” command.

Use the no form of this command to restore the delay to default value.

Example This example sets LLDP PDU TX delay to 10 seconds.

Switch (config)# 1lldp tx-delay 10
Switch# show 1lldp

State: Disabled

Timer: 10 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 10 Seconds

LLDP packet handling: Flooding

Syntax show lldp
show lldp interface /[ NMLPORTS

Parameter IF NMLPORTS Specify the ports to display information

Default This command has no default value.

Mode Privileged EXEC

Usage Use “show lldp” and “show lldp interface” commands to display LLDP

global information including LLDP enable status, LLDP PDU TX interval,
hold time multiplier, re-initial delay, TX delay, and LLDP packet handling
when LLDP is disabled. The per port information displayed includes port
LLDP RX/TX enable status, selected TLV to TX and IP address. The
abbreviations in optional TLVs are: port description (PD), system name (SN),
system description (SD), and system capability (SC).
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Example This example displays 1ldp information of port gil and gi2
Switch# show 1lldp interfaces gil,gi2
State: Disabled
Timer: 30 Seconds
Hold multiplier: 4
Reinit delay: 2 Seconds
Tx delay: 2 Seconds
LLDP packet handling: Flooding
Port | State | Optional TLVs | Address
———————— + ——m—mm— f mmmmmmm——————— 4 ———————— g1l
| RX,TX | PD, SN, SD, SC ]192.168.1.254
gil | RX,TX | 1192.168.1.254
Port ID: gil
802.3 optional TLVs: 802.3-mac-phy, 802.3-lag, 802.3-max-
frame-size, management-addr
802.1 optional TLVs
PVID: Enabled
Port ID: gi2
802.3 optional TLVs:
802.1 optional TLVs
PVID: Enabled
Syntax show lldp local-device
show lldp interfaces /FF NMLPORTS local-device
Parameter IFF NMLPORTS Specify the ports to display information
Default There is no default configuration for this command
Mode Privileged EXEC
Usage Use “show lldp local-device” command to show the local configuration of
LLDP PDU. By the commands, a user can view the contents of LLDP/ LLDP-
MED TLVs that would be attached in LLDP PDU.
Example This example displays the local device information.

Switch# show lldp local-device
LLDP Local Device Information:

Chassis Type Mac Address
Chassis ID 00:12:12:12:12:12
System Name Switchl21212

System Description

System Capabilities Support : Bridge
System Capabilities Enable Bridge
Management Address 192.168.1.254 (IPv4)
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Switchl21212 (config)# show 1lldp interfaces gil local-device
Device ID: 00:12:12:12:12:12

Port ID: gil

System Name: Switchl21212

Capabilities: Bridge

System description:

Port description:

Management address: 192.168.1.254

Time To Live: 120

802.3 MAC/PHY Configur/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 10BASE-T half
duplex, 10BASE-T full duplex, 100BASE-TX half duplex,
100BASE-TX full duplex

Operational MAU type: Other or unknown

802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation
Aggregation port ID: O

802.3 Maximum Frame Size: 1522

802.1 PVID: 1

LLDP-MED capabilities: Capabilities, Network Policy, Location,
Extended PSE, Inventory

LLDP-MED Device type: Network Connectivity

LLDP-MED Network policy

Application type: Voice Signaling

Flags: Unknown Policy

VLAN ID: 2
Layer 2 priority: 3
DSCP: 4

LLDP-MED Network policy
Application type: Conferencing
Flags: Unknown Policy

VLAN ID: 5
Layer 2 priority: 1
DSCP: 63

Hardware revision: 1123

Firmware revision: 2.5.0-beta.32801
Software revision: 2.5.0-beta.32801
Serial number: abc

Manufacturer Name:

Model name: RTL8328-24FE-4GE

Asset ID:

LLDP-MED Location

Coordinates: 11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF:00
Civic-address: 11:22:33:44:55:66
Ecs-elin: 11:22:33:44:55:66:77:88:99:AA

Syntax show lldp med
show lldp interfaces /FF NMLPORTS med

Parameter IF NMLPORTS Specify the ports to display information
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Default There is no default configuration for this command
Mode Privileged EXEC
Usage Use “show lldp med” command to display the LLDP MED configuration
information.
Example This example display the LLDP MED information.
Switch# show 1lldp med
Fast Start Repeat Count: 10
11dp med network-policy voice: manual
Network policy 1
Application type: Voice Signaling
VLAN ID: 2 tagged
Layer 2 priority: 3
DSCP: 4
Network policy 32
Application type: Conferencing
VLAN ID: 5 tagged
Layer 2 priority: 1
DSCP: 63
Port | Capabilities | Network Policy | Location |
Inventory
—————— et e et T
Yes Yes No No No No No No No No
gil | Yes | Yes Yes
giz | Yes | Yes Yes
gi3 | Yes | No No
gid | Yes | No No
gib5 | No | Yes No
gi6 | No | Yes No
gi7 | No | Yes No
gi8 | No | Yes No
gi9 | Yes | Yes No
gilO | Yes | Yes No
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gill | Yes | Yes | No |
No
gilz | Yes | Yes | No |
No
gil3 | Yes | Yes | No |
No
gild | Yes | Yes | No |
No
gil5 | Yes | Yes | No |
No
gil6e | Yes | Yes | No |
No
gil7 | Yes | Yes | No |
No
gil8 | Yes | Yes | No |
No
gil9 | Yes | Yes | No |
No
giz0 | Yes | Yes | No |
No
gizl | Yes | Yes | No |
No
giz2 | Yes | Yes | No |
No
giz3 | Yes | Yes | No |
No
gizd | Yes | Yes | No |
No
giz5 | Yes | Yes | No |
No
giz6 | Yes | Yes | No |
No
gi27 | Yes | Yes | No |
No
giz8 | Yes | Yes | No |
No
Switch# show 1lldp interfaces gil med
Port | Capabilities | Network Policy | Location
Inventory
—————— e it it
gil | Yes | Yes | Yes
Yes
Port ID: gil
Network policies: 1, 32
Location:
Coordinates: 112233445566778899AABBCCDDEEFF00
Civic-address: 112233445566
Ecs-elin: 112233445566778899AA
Switch121212(config)#
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Syntax show lldp neighbor
show lldp interfaces /FF NMLPORTS neighbor
Parameter IFF NMLPORTS Specify the ports to display information
Default There is no default configuration for this command
Mode Privileged EXEC
Usage Use “show lldp neighbor” command to display the received neighbor LLDP

PDU information. When LLDP PDU is received on LLDP RX enable ports,
system would store the PDU information in database until time to live of the
PDU counts down to zero.

Example This example displays the neighbor information.

Switch# show 1lldp neighbor

Port | Device ID | Port ID | SysName
| Capabilities |  TTL
———m e + o + o
__+ ______________ + _____
gi3 | 00:12:12:12:12:12 | gil |
Switchl21212 | Bridge | 111
gill | TREEBASE |00:1A:4D:26:EB:E8 |
TREEBASE | Station Only | 33

Switchl21212 (config)# show 1lldp interfaces gi3 neighbor

Device ID: 00:12:12:12:12:12

Port ID: gil

System Name: Switchl21212

Capabilities: Bridge

System description:

Port description:

Management address: 192.168.1.254

Time To Live: 98

802.3 MAC/PHY Configur/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 10BASE-T half
duplex, 10BASE-T full duplex, 100BASE-TX half duplex,
100BASE-TX full duplex

Operational MAU type: 100BASE-TX full duplex mode
802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation
Aggregation port ID: O

802.3 Maximum Frame Size: 1522

802.1 PVID: 1

LLDP-MED capabilities: Capabilities, Network Policy, Location,
Extended PSE, Inventory

LLDP-MED Device type: Network Connectivity
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LLDP-MED Network policy
Application type: Voice Signaling
Flags: Unknown Policy

VLAN ID: 2
Layer 2 priority: 3
DSCP: 4

LLDP-MED Network policy
Application type: Conferencing
Flags: Unknown Policy

VLAN ID: 5
Layer 2 priority: 1
DSCP: 63

LLDP-MED Power over Ethernet

Device Type: Power Sourcing Entity
Power Source: Primary Power Source
Power priority: Low

Power value: 13.0 Watts

Hardware revision: 1123

Firmware revision: 2.5.0-beta.32801
Software revision: 2.5.0-beta.32801
Serial number: abc

Manufacturer Name:

Model name: RTL8328-24FE-4GE

Asset ID:

LLDP-MED Location

Coordinates: 11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF:00
Civic-address: 11:22:33:44:55:66
Ecs-elin: 11:22:33:44:55:66:77:88:99:AA

Syntax show lldp statistics
show lldp interfaces /F NMLPORTS statistics
Parameter IFF NMLPORTS Specify the ports to display information
Default There is no default configuration for this command
Mode Privileged EXEC
Usage Use “show lldp statistics” command to display the LLDP RX/TX statistics.
Example This example display the LLDP statistics.

Switch# show 1lldp statistics

LLDP Global Statistics:

Insertions : 3
Deletions : 0
Drops : 0
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Age Outs 1
| TX Frames | RX Frames | RX
TLVs | RX Ageouts
Port | Total | Total | Discarded | Errors | Discarded
Unrecognized | Total
———————— Bttt et
fom - fom -
gil | 50 | 0 | 0 | 0 | 0 |
0 | 0
giz | 0 | 0 1 0 1 0 1 0 1
0 | 0
gi3 | 0 | 50 | 0 | 0 | 0 |
0 | 1
gid | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi5 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi6 | 0 | 0 1 0 1 0 1 0 1
0 | 0
gi7 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gig | 0 | 0 1 0 1 0 1 0 1
0 | 0
gi9 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gil0 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gill | 3377 | 10129 | 0 | 0 | 0 |
0 | 0
gil2 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gil3 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gild | 0 | 0 | 0 | 0 | 0 |
0 | 0
gil5 | 0 | 0 | 0 | 0 | 0 1
0 | 0
gilé | 0 | 0 | 0 | 0 | 0 |
0 | 0
gil7 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gil8 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gil9 | 0 | 0 | 0 | 0 | 0 |
0 | 0
giz0 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gizl | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi22 | 0 | 0 | 0 | 0 | 0 I
0 | 0
giz3 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gizd | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi25 | 3377 | 0 | 0 | 0 | 0 |
0 | 0
giz6 | 3377 | 0 | 0 | 0 | 0 |
0 | 0
gi27 | 0 | 0 | 0 | 0 | 0 |
0 | 0
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gi28 | 0 | 0 | 0 | 0 | 0 I
0 | 0

Switchl21212 (config)# show 1lldp interfaces gil statistics

LLDP Port Statistics:

| TX Frames | RX Frames | RX
TLVs | RX Ageouts
Port | Total | Total | Discarded | Errors | Discarded
Unrecognized | Total
———————— e St e S it
fomm e fomm
gil | 51 | 0 | 0 | 0 | 0 |
0 | 0
Syntax show lldp interfaces /FF NMLPORTS tlvs-overloading
Parameter IFF NMLPORTS Specify the ports to display information
Default There is no default configuration for this command
Mode Privileged EXEC
Usage The LLDP PDU is composed by TLVs and selected number TLVs may

compose a large PDU that the system can not handle. The maximum PDU
length is to take the smaller number of jumbo frame size minus 30 bytes (30
bytes kept for header) or 1488 bytes.

Use “show lldp tlv-overloading” command to display the length of LLDP
TLVs and if the TLVs overload the PDU length. The TLVs with status
marked “overload” would not be transmitted.

Example This example display the LLDP TLVs overloading status of port gil.

Switch# show 1lldp interfaces gil tlvs-overloading

gil:
TLVs Group | Bytes | Status
____________________________ + —_———— e —— + —— i ——— — — —— —— ———
Mandatory | 21 | Transmitted
LLDP-MED Capabilities | 9 | Transmitted
LLDP-MED Location | 53 | Transmitted
LLDP-MED Network Policies | 20 | Transmitted
LLDP-MED POE | 9 | Transmitted
802.3 | 30 | Transmitted
Optional | 38 | Transmitted
LLDP-MED Inventory | 97 | Transmitted
802.1 | 8 | Transmitted

Total: 285 bytes
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Left: 1203 bytes

Example

The following example shows the global logging configuration.

Switch# show logging
Logging service is enabled

TARGET | STATUS | Server (PORT)
FACILITY | LOG LEVEL

buffered | enabled |

|emerg, alert, crit, error, warning, notice
console | enabled |

|emerg, alert, crit, error, warning, notice

The following table describes the significant fields shown in the example:

Field Description

TARGET The destinations where the logging messages are stored.
STATUS The status of logging destinations.

Server (PORT) Server address and port number for the remote logging.
FACILITY The facility of the log messages.

LOG LEVEL The severity level of the log messages.

The following example shows the log messages stored in the RAM.
Switch# show logging buffered
Log messages in buffered

NO. | Timestamp | Category | Severity | Message
————————————————————— fo——————
1|Jan 01 2000 08:14:47| ARA| notice| New
console connection for user admin, source asyncACCEPTED

2|Jan 01 2000 08:03:12] AAA| notice| New
console connection for user admin, source async ACCEPTED

31/Jan 01 2000 08:01:13] System| notice| System
Startup!

4|Jan 01 2000 08:01:13] System| notice| Logging

is enabled

The following table describes the significant fields shown in the example:

Field Description

NO The number of log entry.

Timestamp Time when the message was generated.
Category The category of the message.

Severity The severity level of the messages.
Message The message content.
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14. Logging

clear logging

Syntax clear logging (buffered|file)

Parameter buffered Buffered logging.
file File logging.

Default N/A

Mode Privileged EXEC

Usage To clear the log messages from the internal logging buffer and flash, use the
command clear logging in the Privileged EXEC mode.

Example The following example clear the log messages stored in RAM and Flash.
Switch# clear logging buffered
Switch# clear logging file

logging

Syntax logging
no logging

Parameter N/A

Default Logging service is enabled.

Mode Global Configuration

Usage To enable logging service on the switch, use the command logging in the
Global Configuration mode. Otherwise, use the no form of the command to
disable the logging service on the switch.
The status of global logging server is available from the command show
logging in the Privileged EXEC mode. When the logging service is enabled,
logging on and off at each destination rule can be individually configured by
the command logging console, logging buffered, logging file, and logging
host in the Global Configuration mode. If the logging service is disabled, no
messages will be sent to these destinations.

Example The following example disables and enables the logging service on the switch.
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logging host

Switch (config)# no logging
Switch (config)# logging

Syntax logging host (ip-addr|hostname) [facility facility] [port port] [severity sev]
no logging host (ip-addr|hostname)
Parameter ipv4-addr IPv4 address of the remote logging server.
hostname Host name.
facility facility Specify the facility of the logging messages. It can be
on of the following value: local0, locall, local2, local3,
local4, local5, local6, and local7. The default value of
facility is local7.
port port Specify the port number of the remote logging server.
The valid range is from 0 to 65535, and the default
value is 512.
severity sev Specify the minimum severity of the logging messages.
The valid range is from 0 to 7, and the number O to 7
represents emerg, alert, critical, error, warning, notice,
info, and debug individually. The default value of
minimum severity level is 5 (emerg, alert, crit, error,
warning, notice).
Default No remote logging destination is configured.
Mode Global Configuration
Usage To define the logging server, use the command logging host to add the remote
logging server in the Global Configuration mode. Otherwise, use the
command no logging host to remove the remote logging rules.
For the host name configuration, logging service would try translating the host
name to [P address directly. Add the logging host would be failed on the
failure of host name translating.
Example The following example adds the remote logging rules by IP and Hostname.

Switch (config)# logging host 1.2.3.4
Switch (config)# logging host SYSLOG

logging severity

Syntax

logging (buffered|console|file) [severity sev]
no logging (buffered|console(file)
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Parameter buffered Log messages to RAM.
console Log messages to console buffer.
file Log messages to Flash.
severity sev Specify the minimum severity of the logging messages.
The valid range is from 0 to 7, and the number 0 to 7
represents emerg, alert, critical, error, warning, notice,
info, and debug individually. The default minimum
severity of the logging severity configuration is 5
(emerg, alert, crit, error, warning, notice).
Default Logging to buffered and console is enabled, and the default minimum severity
level is 5 (emerg, alert, crit, error, warning, notice).
Mode Global Configuration
Usage To set the minimum severity for the messages that are logged to RAM,
console, or Flash, use the command logging severity in the Global
Configuration mode. Use the no form of the command to remove the
mechanism of logging to RAM, console, or Flash individually.
Example The following example sets the minimum severity level of logging to RAM

show logging

and Flash as debugging.

Switch (config)# logging buffered 7
Switch (config)# logging flash 7

Syntax show logging [buffered|file]

Parameter buffered Buffered logging.
file File logging.

Default N/A

Mode Previledged EXEC

Usage To display the global logging configuration, and the logging messages stored
in the RAM and Flash, use the command show logging in the Privileged
EXEC mode.

Example The following example shows the global logging configuration.

Switch# show logging

Logging service is enabled
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TARGET | STATUS | Server (PORT) |
FACILITY | LOG LEVEL
—————————— o -
____+ __________________________________
buffered | enabled |
|emerg, alert, crit, error, warning, notice
console | enabled |

|emerg, alert, crit, error, warning, notice

The following table describes the significant fields shown in the example:

Field Description

TARGET The destinations where the logging messages are stored.
STATUS The status of logging destinations.

Server (PORT) Server address and port number for the remote logging.
FACILITY The facility of the log messages.

LOG LEVEL The severity level of the log messages.

The following example shows the log messages stored in the RAM.

Switch# show logging buffered

Log messages in buffered

NO. | Timestamp | Category | Severity | Message
————————————————————— fo——————
1|Jan 01 2000 08:14:47| ARA| notice| New

console connection for user admin, source async ACCEPTED
2|Jan 01 2000 08:03:12] AAA| notice| New
console connection for user admin, source async ACCEPTED
31/Jan 01 2000 08:01:13] System| notice| System
Startup!
4|Jan 01 2000 08:01:13| System| notice| Logging

is enabled

The following table describes the significant fields shown in the example:

Field Description

NO The number of log entry.
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Timestamp Time when the message was generated.
Category The category of the message.
Severity The severity level of the messages.
Message The message content.
15. MAC Address Table
clear mac address-table
Syntax clear mac address-table dynamic [interfaces /FF PORTS|vlan vian-id)
Parameter interfaces
IF PORTS Interface status and configuration.
vlan vian-id VLAN configuration.
Default N/A
Mode Privileged EXEC
Usage To clear the dynamic (learned) MAC entries from the MAC address table, the
specific interface, or the specific VLAN, use the command clear mac
address-table in the Priveleged EXEC mode.
Example The following example clears the learned MAC addresses on the interface gil.
Switch# clear mac address-table dynamic interfaces gil
mac address-table aging-time
Syntax mac accress-table aging-time seconds
Parameter <10-630>  Aging-time range in seconds indicating how long an entry
remain in mac address table
Default The default aging time is 300 seconds.
Mode Global Configuration
Usage To set the aging time of the MAC address table, use the command mac
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address-table aging-time in the Global Configuration mode.
Example The following example set the agimg time to 500 seconds.
Switch (config)# mac address-table aging-time 500
mac address-table static
Syntax mac address-table static mac-addr vlan vian-id interfaces /' PORTS
mac address-table static mac-addr vlan vian-id drop
no mac address-table static mac-addr vlan vian-id
Parameter mac-addr MAC address XX:XX:XX:XX:XX:XX.
vlan vian-id VLAN ID (e.g. 100).
Interface Interface status and configuration.
IF PORTS
drop Drop packets with the specified source or destination
unicast mac address
Default No static addresses are configured
Mode Global Configuration
Usage To add a static address to the MAC address table, use the command mac

address-table static in the Global Configuration mode. For the unicast MAC
address filtering, use the command mac address-table static with parameter
drop to drop the packets with the specified source or destination unist MAC
address. To delete the static entry from the MAC address table, use the no
form of the command.

Example The following example adds a static address into MAC address table.

Switch# mac address-table static 00:11:22:33:44:55 vlan 1
interfaces fab

The following example adds a rule of unist address filtering into MAC
address table.

Switch# mac address-table static 00:11:22:33:44:55 vlan 1 drop
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show mac address-table

Syntax show mac address-table [dynamic|static] [interface /FF PORTS] [vlan vian-
id]
show mac address-table [mac-addr] [vlan vian-id]
Parameter dynamic Dynamic entries
static Static entries
Interface Interface status and configuration.
IF PORTS
vlan VLAN configuration.
A:B:C:D:E:F MAC address XX:XX:XX:XX:XX:XX
Default N/A
Mode Privileged EXEC
Usage To show the entry in the MAC address table, use the command show mac
address-table in the Privilieged EXEC mode.
Example The following example displays the entire MAC addrss table.

Switch# show mac address-table

VID | MAC Address | Type | Ports
—————— Bt it bt e
1 | DE:AD:BE:EF:01:02 | Management | CPU
1 ] 00:01:02:03:04:05 | Static | A1l
100 | 00:11:22:33:44:55 | Static | gil
1 | 1C:E6:C7:8F:10:02 | Dynamic | fa3
1 | AA:BB:CC:DD:EE:FF | Static | All
1 | DE:AD:BE:EF:01:0C | Dynamic | gil

Total number of entries: 6
Switch#

The following example displays the static MAC address configuration for the
interface fal.

Switch# show mac address-table static interfaces fal

VID | MAC Address | Type | Ports
—————— et ittt
1 | 00:01:02:03:04:05 | Filtering | All
1 | AA:BB:CC:DD:EE:FF | Filtering | All

Total number of entries: 2
Switch#
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The following example displays address table entries containing the specified
MAC address.

Switch# show mac address-table 00:11:22:33:44:55 vlan 100
VID | MAC Address | Type | Ports

100 | 00:11:22:33:44:55| Static | gil

Total number of entries: 1

show mac address-table counters

Syntax show mac address-table counters

Parameter N/A

Default N/A

Mode Privileged EXEC

Usage To display the total entries in the MAC addrss table, use the command show

mac address-table counters in the Privilieged EXEC mode.

Example The following example display numbers of addresses in the address table.

Switch# show mac address-table counters
Total number of entries: 5

show mac address-table aging-time

Syntax show mac address-table aging-time
Parameter N/A

Default N/A

Mode Privileged EXEC

Managed Switch Software 190 Rev. 3.1.0



Command Line Interface
User Guide

Usage To show MAC address aging time, use the command show mac address-
table aging-time in the Privilieged EXEC mode.
Example The following example displays aging time for the MAC address table.

Switch# show mac address-table aging-time
Mac Address Table aging time: 300 sec

16. MAC VLAN

Syntax vlan mac-vlan group <I- 2/47483647> mac-address mask <9-
48>
no vlan mac-vlan group mac-address mask <9-48>
<Parameter <[-2147483647> Specify the group ID
Mac-address MAC address mask.
<9-48> 9 to 48 bits. 48 bits means full match.
Default No MAC Groups are configured.
Mode Global Configuration
Usage Use the “vlan mac-vlan group” command to create MAC address group.
Use the no form of this command to delete specify group.
Example The following example shows how to create a MAC group with group ID 3.
Switch (config)# wvlan mac-vlan group 333 22:33:44:55:66:77 mask
48
Syntax vlan mac-vlan group </- 21/47483647> vlan <[-4094>
no vlan mac-vlan [group <I- 2147483647>]
Parameter <[-2147483647>  Specity group ID to map.

vlan Specify mapping VLAN ID
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Default No mappings are configured.
Mode Interface Configuration
Usage Use the “vlan mac-vlan group” to create mapping of group and VLAN ID of
an interface.
Use the no form of this command to delete mapping.
Example The following example shows how to mapping group id 333 to VLAN 100 on
interface fal.
Switch(config)# Interface gil
Switch (config-if)# wvlan mac-vlan group 333 VLAN 100
Syntax show vlan mac-vlan groups
Default N/A
Mode Privileged EXEC
Usage Use the show vlan mac-vlan groups command to display mac groups
configuration
Example This following example shows how to display mac group.

Switch# show vlan mac-vlan groups

Mac Address Mask Group Id

22:33:44:55:66:77 48 222
44:55:66:77:88:99 48 333
88:99:00:aa:bb:cc 40 444
88:99:00:ab:bb:10 48 111
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Syntax show vlan mac-vlan [interfaces [F PORTS]
Parameter IF_PORTS (Optional) Specify interfaces mac vlan to display.
Display all ports if not specify.
Default N/A
Mode Privileged EXEC
Usage Use the show vlan mac-vlan interface command in EXEC mode to display
the mac-vlan interfaces setting
Example The following example shows how to display the MAC-Based VLAN

interfaces setting
Switch# show vlan mac-vlan interfaces gil
Port fal :

Mac based VLANS:

Group ID Vlan ID

333 444
444 1

17. Management ACL

management access-list

Syntax management access-list NAME
no management access-list NAME
Parameter NAME Specifies the access list name
Default No management ACL is configured.
Mode Global Configuration
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Usage Use the management access-list command to create a
management access list and to enter management access-list
configuration mode. The name of ACL must be unique that
cannot have same name with other management ACL. Use the no
form of this command to delete

Example The following example shows how to add a management
ACL with name “test”

Switch (config)# management access-list test

management access-class

Syntax management access-class NAME
no management access-class

Parameter NAME Specifies the access list name
Default Default is no management ACL restrictions
Mode Global Configuration
Usage Use the management access-class command to activate a
management ACL. Use the no form of this command to
delete
Example The following example shows how to add a management

ACL with name “test”

Switch (config)# management access-list test

deny

Syntax [sequence <1-65535>] deny interfaces [F PORTS
service (all|http|https|snmp|ssh|telnet)
[sequence <1-65535>] deny ip A.B.C.D/A.B.C.D interfaces [F PORTS
service (all|http|https|snmp|ssh|telnet)
[sequence <1-65535>] deny ipv6 X:X::X:X/<0-128> interfaces IF PORTS
service (all/http|https|snmp|ssh|telnet)
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<1-65535>
interfaces /' PORTS

Parameter

Value of sequence ,that is from 1 to 65535
Interface status and configuration.

ip AB.C.D/A.B.C.D

Global IP configuration commands.

ipve X:X::X:X/<0-128>

IPV6 configuration.

(all|http|https|snmp|ssh|telnet)

Specify the type of services.

Default No rules are configured.

Mode Management Access-List Configuration

Usage Use the deny command to add deny rules that drop those packets hit the rule.

Example The following example shows how to add a deny rule to drop all types

of services packets that source ip is 1.1.1.1 from interface gil.

Switch (config)# management access-list test
Switch (config-macl) # sequence 1 deny ip
1.1.1.1/255.255.255.255 interfaces gil service all

permit

Syntax [sequence <1-65535>] permit interfaces [F PORTS

service (all|http|https|snmp|ssh|telnet)

[sequence <1-65535>] permit ip A.B.C.D/A.B.C.D interfaces [F PORTS
service (all|http|https|snmp|ssh|telnet)

[sequence <1-65535>] permit ipv6 X:X::X:X/<0-128> interfaces

IF_PORTS service (all|http|https|snmp|ssh|telnet)

<1-65535>
interfaces /' PORTS
ip A.B.C.D/A.B.C.D

Parameter Value of sequence ,that is from 1 to 65535.
Interface status and configuration.

Global IP configuration commands.

ipve X:X::X:X/<0-128>  IPV6 configuration.

Specify the type of services.

(all|http|https|snmp|ssh|telnet)

Default No rules are configured.

Mode Management Access-List Configuration

Usage Use the permit command to add permit rules that bypass those packets hit the

rule.
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Example The following example shows how to add a permit rule to bypass http service
packets that source ip is 2.2.2.2 from interface gil.
Switch (config)# management access-list test
Switch (config-macl) # sequence 2 permit ip
2.2.2.2/255.255.255.255 interfaces gil service http
Nno sequence
Syntax no sequence <1-65535>
Parameter <1-65535> Specify sequence index of
ACL entry to delete.
Default No rules are configured.
Mode Management Access-List Configuration
Usage Use the no sequence command to delete an entry in management ACL.
Example The following example shows how to delete an entry.

Switch (config)# management access-list test

Switch (config-macl)# sequence 10 deny interfaces gil service
all

Switch (config-macl)# no sequence 10

Syntax show management access-class

Parameter

Default No default is defined

Mode Privileged EXEC

Usage Use the show management access-class command to show the active

management access-list.

Example The example shows how to show management access-class
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Switch# show management access-class
Management access-class is enabled, using access-list test
Syntax show management access-list [NAME]
Parameter NAME Specifies the access list name.
Default No default is defined
Mode Privileged EXEC
Usage Use the show management access-list command to show management ACL.
Example The example shows how to show management access-list
Switch# show management access-list 1 management access-list is created
test

sequence 1 deny ip 1.1.1.1/255.255.255.255 interfaces gil service all
! (Note: all other access implicitly denied)

18. Mirror

Syntax mirror session </-4> destination interface /F° NMLPORT [allow-ingress]|
no mirror session </-4> destination interface /F NMLPORT
no mirror session (</-4> | all)

Parameter <[-4> Specify the mirror session to configure
IFF NMLPORT Specify the SPAN destination. A destination must be a
physical port
allow-ingress Enable ingress traffic forwarding.
Default No monitor sessions are configured.
Mode Global Configuration
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Usage Use the “mirror session destination interface” command to start a
destination interface of a port mirror session.

Use the no form of this command to stop a destination interface of a port
mirroring session.

Use the “no mirror session” command to disable all mirror sessions or
specific mirror session.

Example The following example shows how to create a local session 1 to monitor both
sent and received traffic on source port fal.

Switch (config)# mirror session 1 destination interface gil
Switch# show mirror session 1
Session 1 Configuration

Source RX Port : fa2-5
Source TX Port : fa2-5
Destination port : fal

Ingress State: disabled

Syntax mirror session </-4> source interfaces /' PORTS (both | rx | tx)
no mirror session </-4> source interfaces /' PORTS (both | rx | tx)
no mirror session (</-4> | all)

<Parameter <[-4> Specify the mirror session to configure
IF _PORTS Specify the source interface, Valid interfaces include
physical ports and port channels.
both Both
rx RX only
tx TX only
Default No monitor sessions are configured.
Mode Global Configuration
Usage Use the “mirror session source interface” command to start a port mirror
session.

Use the no form of this command to stop a port mirroring session.

Use the “no mirror session” command to disable all mirror sessions or
specific mirror session.
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Example The following example shows how to create a local SPAN session 1 to
monitor both sent and received traffic on source port fal.
Switch (config)# mirror session 1 source interface gi2-5 both
Switch (config)# mirror session 1 destination interface gil
Switch (config)# show mirror session 1
Session 1 Configuration
Source RX Port : gi2-5
Source TX Port : gi2-5
Destination port : gil
Ingress State: disabled
Syntax show mirror [session </-4>]
Parameter <I-4> Session ID (e.g. 1-4)configuraton
Default N/A
Mode Privileged EXEC
Usage Use the show mirror command to display mirror session configuration
Example This following example shows how to display mirror session configuration

Switch (config)# show mirror
Session 1 Configuration

Source RX Port : gi2-5
Source TX Port : gi2-5
Destination port : gil

Ingress State: disabled

Session 2 Configuration
Mirrored source : Not Config
Destination port : Not Config

Session 3 Configuration
Mirrored source : Not Config
Destination port : Not Config

Session 4 Configuration
Mirrored source : Not Config
Destination port : Not Config
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19. MLD Snooping

Syntax ipv6 mld snooping
no ipv6 mld snooping

Parameter None

Default Default is disabled

Mode Global Configuration

Usage Use the ipv6 mld snooping command to enable MLD snooping function.
Use the no form of this command to disable. Disable will clear all ipv6 mld
snooping dynamic group and dynamic router port, and make the static ipv6
mld group invalid. No more dynamic group and router port by mld message
will be learned.
You can verify settings by the show ipv6 mld snooping command.

Example The following example specifies that set ipv6 mld snooping test.
Switch(config)# ipv6 mld snooping

Syntax ipv6 mld snooping report-suppression
no ipvé6 mld snooping report-suppression

Parameter none

Default Default is enabled

Mode Global Configuration

Usage Use the ipv6 mld snooping report-suppression command to enable MLD

snooping report-suppression function.

Use the no form of this command to disable. Disable report-supression will
forward all received reports to the vlan router ports.

You can verify settings by the show ipv6 mld snooping command
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Example The following example specifies that disable ipv6 mld snooping report-
suppression test.
Switch(config)# no ipv6 mld snooping report-suppression
Syntax ipv6 mld snooping version (1|2)
Parameter (112) Ipv6 mld snooping running version 1 or 2
Default Default is version 1
Mode Global Configuration
Usage Use the ipv6 mld snooping version command to change MLD support
version. Version 2 packet won’t be processed if choose version 1.
You can verify settings by the show ip igmp snooping command.
Example The following example specifies that set ipv6 mld snooping version 2.
Switch(config)# ipv6 mld snooping version 2
Syntax ipv6 mld snooping unknown-multicast action (drop | flood |[router-port)
no ipvé6 mld snooping unknown-multicast action
Parameter drop Drop the packets
flood Flood the packets
router- port Forward to router ports
Default Default is flood.
Mode Global Configuration
Usage When igmp and mld snooping disabled, it can’t set action router-port.

When disable igmp snooping & mld snooping, it set unknown multicast action
flood. When action is router-port to flood or drop, it will delete the unknown
multicast group entry.

Use the ipv6 mld snooping unknown-multicast action command to change
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action.
Use the no form of this command to restore to default.
You can verify settings by the show ipv6 mld snooping command.

Example The following example specifies that set ipv6 mld unknown multicast action
router-port test.
Switch(config)# ipv6 mld snooping unknown-multicast action router-port
Syntax ipv6 mld snooping vlan VLAN-LIST
no ipv6 mld snooping vlan VLAN-LIST
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094
Default Default is disabled for all VLANs
Mode Global Configuration
Usage Disable will clear all ipv6 mld snooping dynamic group and dynamic router
port and make all static ip igmp group invalid of this vlan. Will not learn
dynamic group and router port by igmp message any more.
Use the ipv6 mld snooping vlan command to enable MLD on VLAN.
Use the no form of this command to disable
You can verify settings by the show ipv6 mld snooping vlan command.
Example The following example specifies that set ipv6 mld snooping vlan test.
Switch(config)# ipv6 mld snooping vlan 1
Syntax ipv6 mld snooping vlan <VLAN-LIST> last-member-query-count <1-7>

no ipv6 mld snooping vlan <VLAN-LIST> last-member-query-count

ipv6 mld snooping vlan <VLAN-LIST> last-member-query-interval <1-
60>

no ipv6 mld snooping vlan <VLAN-LIST> last-member-query-interval
[no] ipv6 mld snooping vlan <VLAN-LIST> router learn pim-dvmrp
[no] ipv6 mld snooping vlan <VLAN-LIST> fastleave

ipv6 mld snooping vlan <VLAN-LIST> query-interval <30-18000>
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no ipv6 mld snooping vlan <VLAN-LIST> query-interval
ipv6 mld snooping vlan <VLAN-LIST> response-time <5-20>

no ipv6 mld snooping vlan <VLAN-LIST> response-time
ipv6 mld snooping vlan <VLAN-LIST> robustness-variable <1-7>
no ipv6 mld snooping vlan <VLAN-LIST> robustness-variable

Parameter

VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094

last-member-query- count <I1-7>  Last Member Query Count

last-member-query-interval <1-60> Last Member Query Interval

query-interval <30-
18000> Query Interval

response-time <5- Response time
20>

robustness-variable Robustness Variable
<1-7>

Default

Mode

Usage

no ipv6 mld snooping vlan 1-4094 last-member-query-count
no ipvé6 mld snooping vlan 1-4094 last-member-query-interval
ipv6 mld snooping vlan 1-4094 router learn pim-dvmrp

no ipvé6 mld snooping vlan 1-4094 fastleave

no ipv6 mld snooping vlan 1-4094 query-interval

no ipv6 mld snooping vlan 1-4094 response-time

no ipv6 mld snooping vlan 1-4094 robustness-variable

Global Configuration

‘no ipv6 mld snooping vlan 1 (last-member-query-count | last-member-query-
interval | query-interval | response-time | robustness-variable)’ will set the
vlan parameters to default.

The cli setting will change the ipv6 mld vlan parameters admin settings.

The configure can use ‘show ipv6 mld snooping vlan 1°.

Example

The following example specifies that set ipv6 mld snooping vlan parameters
test.

Switch(config)# ipv6 mld snooping vlan 1 fastleave

Switch(config)# ipv6 mld snooping vlan 1 last-member-query-count 5
Switch(config)# ipv6 mld snooping vlan 1 last-member-query-interval 3
Switch(config)# ipv6 mld snooping vlan 1 query-interval 100
Switch(config)# ipv6 mld snooping vlan 1 response-time 12
Switch(config)# ipv6 mld snooping vlan 1 robustness-variable 4
Switch# show ipv6 mld snooping vlan 1

MLD Snooping is globaly enabled

MLD Snooping VLAN 1 admin : disabled

MLD Snooping oper mode : disabled
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MLD Snooping robustness: admin 4 oper 2

MLD Snooping query interval: admin 100 sec oper 125 sec

MLD Snooping query max response : admin 12 sec oper 10 sec
MLD Snooping last member query counter: admin 5 oper 2

MLD Snooping last member query interval: admin 3 sec oper 1 sec
MLD Snooping last immediate leave: enabled

MLD Snooping automatic learning of multicast router ports: enabled

Syntax

ipv6 mld snooping vlan <VLAN-LIST> last-member-query-count <1-7>
no ipv6 mld snooping vlan <VLAN-LIST> last-member-query-count

Parameter

VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094

Default

Mode

Usage

last-member-query- Last Member Query Count
count <I-7>

Default is 2

Global Configuration

Use the ipv6 mld snooping vlan last-member-query-count command to
change how many query packets will send.

Use the no form of this command to restore to default.

You can verify settings by the show ipv6 mld snooping vlan command

Example

The following example specifies that set ipv6 mld snooping vlan last-
member-query-count test.
Switch(config)# ipv6 mld snooping vlan 1 last-member-query-count 5

Syntax

ipv6 mld snooping vlan <VLAN-LIST> last-member-query-interval <1-
60>
no ipvé6 mld snooping vlan <VLAN-LIST> last-member-query-interval

Parameter

VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094

last-member-query- Last Member Query Interval
interval <1-60>
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Default Default is 1
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan last-member-query-interval command to
set interval between each query packet.
Use the no form of this command to restore to default
You can verify settings by the show ipv6 mld snooping vlan command
Example The following example specifies that set ipv6 mld snooping vlan last-
member-query-interval test.
Switch(config)# ipv6 mld snooping vlan 1 last-member-query-interval 3
Syntax ipv6 mld snooping vlan <VLAN-LIST> query-interval <30-18000>
no ipvé6 mld snooping vlan <VLAN-LIST> query-interval
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094
query-interval <30-  Query Interval
18000>
Default Default is 125
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan query-interval command to set interval
between each query.
Use the no form of this command to restore to default
You can verify settings by the show ipv6 mld snooping vlan command
Example The following example specifies that set ipv6 mld snooping vlan query-

interval test.
Switch(config)# ipv6 mld snooping vlan 1 query-interval 100
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Syntax ipv6 mld snooping vlan <VLAN-LIST> response-time <5-20>
no ipv6 mld snooping vlan <VLAN-LIST> response-time
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094.
response-time <5-  Response time
20>
Default Default is 10
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan response-time command to set response
time.
Use the no form of this command to restore to default.
You can verify settings by the show ipv6 mld snooping vlan command
Example The following example specifies that set ipv6 mld snooping vlan response-
time test.
Switch(config)# ipv6 mld snooping vlan 1 response-time 12
Syntax ipv6 mld snooping vlan <VLAN-LIST> robustness-variable <1-7>
no ipv6 mld snooping vlan <VLAN-LIST> robustness-variable
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094.
robustness-variable  Robustness Variable
<1-7>
Default Default is 2
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan robustness-variable command to times to

retry.
Use the no form of this command to restore to default

You can verify settings by the show ipv6 mld snooping vlan command
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Example The following example specifies that set ipv6 mld snooping vlan parameters
test.
Switch(config)# ip igmp snooping vlan 1 robustness-variable 2
Syntax ipv6 mld snooping vlan VLAN-LIST router learn pim-dvmrp
no ipv6 mld snooping vlan VLAN-LIST router learn pim-dvmrp
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to
4094.
Default Default is enabled
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan router command to enable learning router
port by routing protocol packets such as PIM/PIMv2, DVMRP, MOSPF.
Use the no form of this command to disable.
You can verify settings by the show ipv6 mld snooping vlan command
Example The following example specifies that set ipv6 mld snooping vlan router
learn pim-dvmrptest.
Switch(config)# ipv6 mld snooping vlan 99 router learn pim-dvmrp
Syntax ipv6 mld snooping vlan <VLAN-LIST> static-port IF_ PORTS
no ipv6 mld snooping vlan <VLAN-LIST> static-port IF_ PORTS
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The rangeof VLAN ID is 1 to 4094.
IF PORTS specifies a port list to set or remove
Default No static port by default
Mode Global Configuration
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Usage

Use the ipv6 mld snooping vlan static-port command to add static forwarding port,
all known vlan 1 ipv6 group will add the static ports. Use the no form of this
command to delete static port.

You can verify settings by the show ipv6 mld snooping forward-all
command.

Example

The following example specifies that set ipv6 mld snooping static port test.
Switch(config)# ipv6 mld snooping vlan 1 static -port gil-2

Syntax

ipv6 mld snooping vlan <VLAN-LIST> forbidden-router-port
IF_PORTS

no ipv6 mld snooping vlan <VLAN-LIST> forbidden-router-port
IF_PORTS

Parameter

VLAN-LIST VLAN List (e.g. 3,6-8): The rangeof VLAN ID is 1 to 4094.

IF PORTS specifies a port list to set or remove

Default

Mode

Usage

No forbidden router ports by default

Global Configuration

Use the ipv6 mld snooping vlan forbidden-router-port command to add
static forbidden router port. This will also remove port from static router port.
The forbidden router port will not forward received query packet

.Use the no form of this command to delete forbidden router port.

You can verify settings by the show ipv6 mld snooping router command.

Example

The following example specifies that set ipv6 mld snooping forbidden test.
Switch(config)# ipv6 mld snooping vlan 1 forbidden-router-port gi2

Syntax

ipv6 mld snooping vlan <VLAN-LIST> forbidden-router-port
IF_PORTS

no ipv6 mld snooping vlan <VLAN-LIST> forbidden-router-port
IF_PORTS

Parameter

VLAN-LIST VLAN List (e.g. 3,6-8): The rangeof VLAN ID is 1 to 4094.

IF PORTS specifies a port list to set or remove

Default

No forbidden router ports by default

Managed Switch Software 208 Rev. 3.1.0



Command Line Interface

User Guide
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan forbidden-router-port command to add
static forbidden router port. This will also remove port from static router port.
The forbidden router port will not forward received query packet
.Use the no form of this command to delete forbidden router port.
You can verify settings by the show ipv6 mld snooping router command.
Example The following example specifies that set ipv6 mld snooping forbidden test.
Switch(config)# ipv6 mld snooping vlan 1 forbidden-router-port gi2
Syntax ipv6 mld snooping vlan <VLAN-LIST> static-router-port IF_ PORTS
no ipvé6 mld snooping vlan <VLAN-LIST> static-router-port IF_ PORTS
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The rangeof VLAN ID is 1 to 4094.
IF PORTS specifies a port list to set or remove
Default None static router ports by default
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan static-router-port command to add static
router port. All query packets will forward to this port.
Use the no form of this command to delete static router port.
You can verify settings by the show ipv6 mld snooping router command..
Example The following example specifies that set ipv6 mld snooping static test.
Switch(config)# ipv6 mld snooping vlan 1 static-router-port gil-2
Syntax ipv6 mld snooping vlan <VLAN-LIST> static-group [<ipv6-addr>]

interfaces IF_ PORTS
no ipv6 mld snooping vlan <VLAN-LIST> static-group <ipv6-addr>
interfaces IF_ PORTS
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Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The rangeof VLAN ID is 1 to
4094.
X: XXX [Pv6 multicast address
IF_ PORTS specifies port list to set or remove
Default No static group by default
Mode Global Configuration
Usage Use the ipv6 mld snooping vlan static-group command to add a static group.
The static group will not learn other dynamic ports. If the dynamic group
exists, then the static group will overlap the dynamic group. The static group
set to valid unless igmp snooping global and vlan enable.
Use the no form of this command to delete a port in static group. If remove
the last member of static group, the static group will be delete.
You can verify settings by the show ipv6 mld snooping group command.
Example The following example specifies that set ipv6 mld snooping static group test.
Switch(config)# ipv6 mld snooping vlan 1 static-group ff13::1 interfaces
gil-2
Syntax no ipv6 mld snooping vlan <VLAN-LIST> group <ipv6-addr>
Parameter VLAN-LIST VLAN List (e.g. 3,6-8): The rangeof VLAN ID is 1 to
4094.
XX XX IPv6 multicast address
Default None
Mode Global Configuration
Usage Use the no ipv6 mld snooping vlan group command to delete a group which

could be static or dynamic.
You can verify settings by the show ipv6 mld snooping group command.
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Example The following example specifies that set ip igmp snooping static group test.
Switch(config)# no ipv6 igmp snooping vlan 1 group ff13::1
Syntax profile range ipv6 <ipv6-addr> [ipv6-addr] action (permit | deny)
Parameter <ipv6-addr> [Pv6 information
[ipv6-addr] End ipv6 multicast address
(permit | deny) Permit: Action permit
deny: Action deny
Default None
Mode mld profile configuration mode
Usage Use the profile command to generate MLD profile.
You can verify settings by the show ipv6 mld profile command
Example The following example specifies that set ipv6 mld profile test.
Switch(config)# ipv6 mld profile 1
Switch(config-mld-profile)# profile range ipvé ff13::1 ff13::10 action
permit
Syntax ipv6 mld profile <1-128>
no ipv6 mld profile <1-128>
Parameter <1-128> specifies profile ID
Default No profie exist by default
Mode Global Configuration
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Usage

Use the ipv6 mld profile command to enter profile configuration
Use the no form of this command to delete profile
You can verify settings by the show ipv6 mld profile command

Example

The following example specifies that set ipv6 mld profile test.
Switch(config)# ipv6 mld profile 1

Switch(config-mld-profile)# profile range ipv6 ff13::1 ff13::10 action
permit

Syntax

ipv6 mld filter <1-128>
no ipv6 mld filter

Parameter

<1-128> IPv6 filter profile index

Default

Mode

Usage

[interfaces Specifies interfaces to display
IF_PORTS]

None

Port Configuration

Use the ipv6 mld filter command to bind a profile for port. When the port
bind a profile. Then the port learning group will update, if the group is not
match the profile rule it will remove the port from the group. Static group is
excluded.

Use the no form of this command to delete profile

You can verify settings by the show ipv6 mld filter command

Example

The following example specifies that set ipv6 mld filter test.

Switch(config)# interface gil
Switch(config-if)# ipv6 mld filter 1

Syntax

ipv6 mld max-groups <0-1024>
no ipvé6 mld max-groups

Parameter

<0-256> MLD snooping max group number 0~256.
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Default Default is 256
Mode Port Configuration
Usage Use the ipv6 mld max-groups command to limit port learning max group
number. When the port has reach limitation, new group will not add this port.
Static group is excluded.
Use the no form of this command to restore to default
You can verify settings by the show ipv6 mld max-groups command.
Example The following example specifies that set ipv6 mld max-groups test.
Switch(config)# interface gil
Switch(config-if)# ipv6é mld max-groups 10
Syntax ipv6 mld max-groups action (deny | replace)
Parameter (deny | replace) Deny: MLD max-group action deny.
Replace: MLD max-group action replace
Default Default action is deny
Mode Interface mode
Usage Use the ipv6 mld max-groups action command to set the action when the
numbers of groups reach the limitation.
Use the no form of this command to restore to default
You can verify settings by the show ipv6 mld max-groups command.
Example The following example specifies that set action replace test.
Switch(config-if)#ipv6 mld max-groups action replace
Syntax clear ipv6 mld snooping groups [(dynamic | static)]
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Parameter None Clear ipv6 mld groups include dynamic and static
(dynamic | static) ipv6 mld group type is dynamic or static
Default None
Mode Privileged EXEC
Usage This command will clear the ipv6 mld groups for dynamic or static or all of
type.
You can verify settings by the show ipv6 mld snooping groups command..
Example The following example specifies that clear ipv6 mld snooping groups test.
Switch# clear ipv6 mld snooping groups static
Syntax clear ipv6 mld snooping statistics
Parameter none
Default None
Mode Privileged EXEC
Usage This command will clear the igmp statistics.
You can verify settings by the show ipv6 mld snooping command.
Example The following example specifies that clear ipv6 mld snooping statistics test.
Switch# clear ipv6 mld snooping statistics
Syntax show ipv6 mld snooping groups counters
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Parameter none
Default None
Mode Privileged EXEC
Usage This command will display the ipv6 mld group counter include static group.
Example The following example specifies that display ipv6 mld snooping group
counter test.
Switch# show ipv6 mld snooping group counters
Total ipv6 mld snooping group number: 2
Syntax show ipv6 mld snooping groups [(dynamic | static)]
Parameter counters Ipv6 group total entries
(dynamic | static) Display ipv6 mld group type is dynamic or static
Default display all ipv6 mld groups
Mode Privileged EXEC
Usage This command will display the ipv6 mld groups for dynamic or static or all of
type.
Example The following example specifies that show ipv6 mld snooping groups test.

Switch# show ipv6 mld snooping groups

VLAN | Group IP Address | Type | Life(Sec) | Port
+ + + +
1] ff13::1 | Static| -- |fal
1| ff13::2 | Static| -- |fa2

Total Number of Entry =2
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Syntax show ipv6 mld snooping router [(dynamic | forbidden |static )]
Parameter none Show ipv6 mld router include dynamic and static and
forbidden

(dynamic | Display ipv6 mld router info for different type

forbidden | static)
Default None
Mode Privileged EXEC
Usage This command will display the ipv6 mld router info.
Example The following example specifies that show ipv6 mld snooping router test.

Switch# show ipv6 mld snooping router
Dynamic Router Table
VID | Port | Expiry Time(Sec)

- -

Total Entry 0

Static Router Table
VID | Port Mask
+

1| fa5

Total Entry 1

Forbidden Router Table
VID | Port Mask
_l’_

Total Entry 0
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Syntax

show ipv6 mld snooping

Parameter

Default

Mode

Usage

none

None

Privileged EXEC

This command will display ipv6 mld snooping global info.

Example

MLD Snooping Status

Snooping : Disabled
Report Suppression : Enabled
Operation Version vl
Forward Method : mac
Unknown Multicast Action : Flood

Packet Statistics
Total RX : 0
Valid RX 0
Invalid RX : 0
Other RX : 0
Leave RX : 0
Report RX : 0
General Query RX : 0
Specail Group Query RX : 0
Specail Group & Source Query RX : 0
Leave TX : 0
Report TX : 0
General Query TX : 0
Specail Group Query TX : 0
Specail Group & Source Query TX : 0

The following example specifies that show ipv6 mld snooping test.
Switch# show ipv6 mld snooping
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Syntax show ipv6 mld snooping vlan [VLAN-LIST]
Parameter none Show all ipv6 mld snooping vlan info
[VLAN-LIST] VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094
Default Show all ipv6 mld snooping vlan info
Mode Privileged EXEC
Usage This command will display ipv6 mld snooping vlan info.
Example The following example specifies that show ipv6 mld snooping vlan test.
Switch# show ipv6 mld snooping vlan 1
MLD Snooping is globaly disabled
MLD Snooping VLAN 1 admin : disabled
MLD Snooping oper mode : disabled MLD
Snooping robustness: admin 2 oper 2
MLD Snooping query interval: admin 125 sec oper 125 sec
MLD Snooping query max response : admin 10 sec oper 10 sec
MLD Snooping last member query counter: admin 2 oper 2
MLD Snooping last member query interval: admin 1 sec oper 1 sec
MLD Snooping last immediate leave: disabled
MLD Snooping automatic learning of multicast router ports: enabled
Syntax show ipv6 mld snooping forward-all [vlan VLAN-LIST)]
Parameter none Show all ipv6 mld snooping vlan forward-all info
[vlan VLAN-LIST] VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094.
Default Show all vlan ipv6 mld forward all info
Mode Privileged EXEC
Usage This command will display ipv6 mld snooping forward all info.
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Example The following example specifies that show ipv6 mld snooping forward-all
test.
Switch# show ipv6 mld snooping forward-all
MLD Snooping VLAN 1
MLD Snooping static port : None
MLD Snooping forbidden port : None
Syntax show ipv6 mld profile [<1-128>]
Parameter none Show all ipv6 mld snooping profile info
[<1-128>] MLD profile index
Default Show all ipv6 mld profile info
Mode Privileged EXEC
Usage This command will display ipv6 mld profile info.
Example The following example specifies that show ipv6 mld profile test.
Switch# show ipv6 mld profile
[Pv6 mld profile index: 1
IPv6 mld profile action: permit
Range low ip: ff13::1
Range high ip: ff13::10
Syntax show ipv6 mld filter [interfaces IF_ PORTS]
Parameter none Show all port filter
[interfaces Show specifies ports filter
IF_PORTS]
Default None
Mode Privileged EXEC
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Usage

This command will display ipv6 mld port filter info.

Example

The following example specifies that show ipv6 mld filter test.
Switch# show ipv6 mld filter
Port ID | Profile ID
_l’_

gil : 1

gi2 : None

gi3 : None

gi4 : None

gi5 : None
--More--

Syntax

show ipv6 mld max-group [interfaces IF_ PORTS]

Parameter

none Show all port max-group

[interfaces Show specifies ports max-group

Default

Mode

Usage

I[F_PORTS]
None

Privileged EXEC

This command will display ipv6 mld port max-group.

Example

The following example specifies that show ipv6 mld max-group test.
Switch(config-if)# ipv6é mld max-groups 50
Switch# show ipv6 mld max-group
Port ID | Max Group
+

gil : 50

gi2 : 256

gi3 : 256

gid : 256

gi5 : 256
--More--
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Syntax show ipv6 mld max-group action [interfaces IF_PORTS]
Parameter none Show all port max-group action
[interfaces Show specifies ports max-group action
IF_PORTS]
Default Show all ports ipv6 mld max-group action
Mode Privileged EXEC
Usage This command will display ipv6 mld port max-group action.
Example The following example specifies that show ipv6 mld max-group action test.

Switch(config-if)# ipvé mld max-groups action replace
Switch# show ipv6 mld max-group action
Port ID | Max-groups Action

+

gil : replace

gi2 : deny

gi3 : deny

gi4 : deny

gi5 : deny
20. MVR
Syntax mvr

no mvr

Parameter None
Default Default is disabled
Mode Global Configuration
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Usage

Use the mvr command to enable MVR function. The command will clear all
mvr VLAN ID multicast snooping group.

Use the no form of this command to disable. Disable will clear all mvr group.
You can verify settings by the show mvr command.

Example

The following example specifies that set mvr test.
Switch(config)# mvr

Switch(config)# no mvr

Switch# show mvr

MVR Running : Disabled

MVR Multicast VLAN : 1

MVR Group Range : None

MVR Max Multicast Groups : 128 MVR
Current Multicast Groups : 0 MVR
Global query response time : 1 sec
MVR Mode : compatible

Syntax

mvr vlan <VLAN-ID>

Parameter

<VLAN-ID> The exist static vlan id

Default

Mode

Usage

Default mvr vlan id is 1

Global Configuration

Use the mvr vlan command to modify mvr vlan id when the mvr status is
enabled.

Change mvr vlan id will delete the old mvr vlan and new mvr vlan group. If
there have configure source or receiver port, there will check the source must
only in the mvr vlan , and receiver port must not in the mvr vlan member.
You can verify settings by the show mvr command.

Example

The following example specifies that configure mvr vlan 2 test.

Switch(config)# vlan 2

Switch(config)# mvr

The operation will delete groups of VLAN ID is MVR VLAN include static groups.
Continue? [yes/no]:y

Switch(config)# mvr vlan 2

The operation will delete the old and new MVR VLAN groups include

static MVR groups.Continue? [yes/no]l:y
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Syntaxmvr

Switch# show mvr
MVR Running : Enabled MVR Multicast VLAN : 2 MVR Group Range : None
MVR Max Multicast Groups : 128 MVR Current Multicast Groups : 0 MVR Global
query response time : 1 sec

MVR Mode : compatible

group <ip-address> [<1-128>]

Parameter

<ip-address> [PV4 multicast address

[<1-128>] Contiguous series of IP addresses.

Default

Mode

Usage

None

Global Configuration

Use the mvr group command to configure mvr group address range when
mvr is enabled. The command will delete all mvr vlan ipv4 group entry
You can verify settings by the show mvr command

Example

The following example specifies that set mvr group range is 224.1.1.1 ~
224.1.1.8 test.

Switch(config)# mvr

Switch(config)# mvr group 224.1.1.1 8

The operation will delete the MVR VLAN groups include static MVR
groups.Continue? [yes/no]:y

Switch# show mvr

MVR Running : Enabled MVR Multicast VLAN : 2

MVR Group Range : 224.1.1.1 ~224.1.1.8

MVR Max Multicast Groups : 128

MVR Current Multicast Groups : 0

MVR Global query response time : 1 sec

MVR Mode : compatible

Syntax

mvr mode (dynamic | compatible)

Parameter

Default

(dynamic|compatible) dynamic: Allows dynamic MVR membership on
source ports
compatible: does not support IGMP dynamic joins
on source ports.

Default is compatible.
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Mode

Usage

Global Configuration

Use the mvr mode command to change mvr mode when mvr is enabled.
You can verify settings by the show mvr command.

Example

The following example specifies that set mvr mode dynamic test.
Switch(config)#mvr

Switch(config)#mvr mode dynamic
Switch# show mvr

MVR Running : Enabled

MVR Multicast VLAN : 2

MVR Group Range : 224.1.1.1 ~224.1.1.8
MVR Max Multicast Groups : 128

MVR Current Multicast Groups : 0

MVR Global query response time : 1 sec
MVR Mode : dynamic

Syntax

mvr query-time <1-10>
no mvr query-time

Parameter

Default

Mode

Usage

<1-10> specifies query response time is 1~10 sec.

Default is 1 sec

Global Configuration

Use the mvr query-time command to configure when mvr is enabled.
Use the no form of this command to set query-time default value.
You can verify settings by the show mvr command.

Example

The following example specifies that set mvr query-time 10 sec test.
Switch(config)# mvr

Switch(config)# mvr query-time 10

Switch# show mvr

MVR Running : Enabled

MVR Multicast VLAN : 2

MVR Group Range : 224.1.1.1 ~224.1.1.8

MVR Max Multicast Groups : 128
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MVR Current Multicast Groups : 0
MYVR Global query response time : 10 sec
MVR Mode : dynamic
Syntax mvr type (source | receiver)
no mvr type
Parameter (source | receiver)  Source: Configure uplink ports that receive
and send multicast data as source ports.
Subscribers cannot be directly connected to
source ports. All source ports on a switch
belong to the single multicast VLAN.
Receiver: Configure a port as a receiver
port if it is a subscriber port and should
only receive multicast data. It does not
receive data unless it becomes a member of
the multicast group, either statically or by
using IGMP leave and join messages.
Receiver ports cannot belong to the
multicast VLAN.
Default None
Mode Port Configuration
Usage Use the mvr type command to configure mvr port type when mvr is enabled.

The source port must only belong to mvr vlan. The receiver port must not
belong to mvr vlan, and port mode must be access mode.

Use the no form of this command to set mvr type none

You can verify settings by the show mvr interface command

Example The following example specifies that set gil fal is source port , fa2 is receiver
port test.
Switch(config)# vlan 2
Switch(config-vlan)#exit
Switch(config)#mvr
Switch(config)#mvr vlan 2
Switch(config)#mvr group 224.1.1.1 8
Switch(config)# interface gil
Switch(config-if)# switchport trunk allowed vlan 2
Switch(config-if)# mvr type source
Switch(config-if)#exit
Switch(config)# interface gi2
Switch(config-if)# switchport mode access
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Switch(config-if)#mvr type receiver
Switch# show mvr interface
Port | Type |Immediate Leave
+ +

gil | Source| Disabled

gi2 | Receiver| Disabled
Syntax mvr immediate

no mvr immediate
Parameter None
Default Default is disabled
Mode Port Configuration
Usage Use the mvr immediate command to configure mvr support immediate leave

when mvr is enabled.

Note This command applies to only receiver ports and should only beenabled
on receiver ports to which a single receiver device is connected.

Use the no form of this command to disable immediate leave.

You can verify settings by the show mvr interface command

Example The following example specifies that set gi2 immediate enable test. The
configure should configure mvr receiver port firstly.(eg. mvr port type)
Switch(config)# interface gi2
Switch(config-if)#mvr immediate
Switch(config-if)#exit
Switch(config)# exit
Switch# show mvr interface

Port | Type |Immediate Leave
+ +

gil | Source| Disabled

gi2 | Receiver| Enabled

Syntax mvr vlan <VLAN-ID> group <ip-addr> interfaces IF_ PORTS no mvr
vlan < VLAN-ID> group <ip-addr> interfaces IF_ PORTS
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Parameter VLAN-ID VLAN ID (e.g. 100)
ip-addr [PV4 multicast address
IF PORTS specifies port list to set or remove
Default None
Mode Global Configuration
Usage Use the mvr vlan group command to add a static group or configure static
group member ports when mvr is enabled.
This command applies to only receiver ports.
In compatible mode, this command applies to only receiver ports. In dynamic
mode, it applies to receiver ports and source ports.
When remove static mvr group all ports, the static group will be delete. Or can
use no ip igmp vlan VLAN-ID group to delete the mvr static group.
Static group can’t learn dynamic port by igmp memesage.
Use the no form of this command to delete a port in static group. If remove
the last member of static group, the static group will be delete.
You can verify settings by the show mvr members command.
Example The following example specifies that set mvr static group test.
The configure must configure mvr receiver port firstly.(eg. mvr port type)
Switch(config)# mvr vlan 2 group 224.1.1.1 interfaces gi2
Switch# show mvr members
Gourp IP Address | Type | Life(Sec) | Port
+ + +
224.1.1.1 | Static| -- | gi2
Total Number of Entry =1
Syntax clear mvr members [dynamic|static]
Parameter dynamic MVR dynamic groups
static MVR static groups
Default Clear all of mvr group
Mode Privileged EXEC
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Usage This command will clear the mvr groups for selected type.
Example The following example specifies that clear all mvr groups test.
Switch# clear mvr members
Syntax show mvr members
Parameter None
Default None
Mode Privileged EXEC
Usage This command will display the mvr groups for all of type.
Example The following example specifies that show mvr groups test.
Switch# show mvr members
Syntax show mvr interface [[F_PORTS]
Parameter IF_ PORTS Show specifies port list configurationt
Default None
Mode Privileged EXEC
Usage This command will display mvr port type and port immediate status.
Example The following example specifies that show mvr interface test.

Switch# show mvr interface
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Syntax show mvr

Parameter None

Default None

Mode Privileged EXEC

Usage This command will display mvr global information.
Example The following example specifies that show mvr test.

21. Port

Switch# show mvr

MVR Running : Enabled

MVR Multicast VLAN : 100

MVR Group Range : 224.1.1.1 ~224.1.1.128
MVR Max Multicast Groups : 128 MVR
Current Multicast Groups : 0 MVR

Global query response time : 1 sec

MVR Mode : compatible

Syntax

Parameter

Default

Mode

Usage

back-pressure
no back-pressure

Default back pressure state is enabled.

Interface Configuration

Use “back-pressure” command to make port to enable back pressure feature.

Use no form of this command to disable back pressure feature.

The only way to show this configuration is using “show running-config”

command.
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Example This example shows how to configure port fal and fa2 to be protected port.

Switch (config)# interface gil

Switch (config-if)# no back-pressure

This example shows how to show current jumbo-frmae size

Switch# show running-config interface gil

interface gil

no back-pressure

Syntax clear interfaces /FF PORTS counters
Parameter IF PORTS Specify port to clear counters.
Default No default value for this command.
Mode Privileged EXEC
Usage Use “clear interface” command to clear statistic counters on specific ports.
Example This example shows how to clear counters on port gil.

Switch (config)# clear interfaces gil counters

This example shows how to show current counters
Switch# show interfaces gil
Hardware is Fast Ethernet
Auto-duplex, Auto-speed, media type 1is Copper
flow-control is off
0 packets input, 0 bytes, 0 throttles
Received 0 broadcasts (0 multicasts)
runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0O ignored
multicast, 0 pause input
input packets with dribble condition detected
packets output, 0 bytes, 0 underrun
output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred
PAUSE output

O O O OO O oo
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Syntax description WORD<[-32>
no description
Parameter WORD<[-32> Up to 32 characters descriping this interface.
Default Default port description is empty.
Mode Interface Configuration
Usage Use “description” command to give the port a name to identify it easily.

If description includes space character, please use double quoted to wrap it.

Use no form to restore description to empty string.

Example This example shows how to modify port descriptions.
Switch (config)# interface gil
Switch (config-if)# description userport
Switch (config-if)# exit
Switch (config)# interface gi2
Switch (config-if)# description “uplink port”

This example shows how to show current port description on interface gil and

gi2
Switch# show interfaces gil-2 status
Port Name Status Vlan Duplex Speed
Type
gil userport notconnect 1 auto auto
Copper
gi2 uplink port notconnect 1 auto auto
Copper
Syntax duplex (auto | full | half)
Parameter auto Enable AUTO duplex configuration.
full Force full duplex operation.
half Force half-duplex operation.
Default Default port duplex is auto.
Mode Interface Configuration
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Usage

Use “duplex” command to change port duplex configuration.

Example

This example shows how to modify port duplex configuration.
Switch (config)# interface gil

Switch (config-if) # duplex full

Switch (config-if)# exit

Switch (config)# interface gi2

Switch (config-if)# duplex half

This example shows how to show current speed configuration
Switch# show running-config interfaces gil-2
interface gil

duplex full

interface gi2

duplex half

This example shows how to show current interface link speed
Switch# show interfaces fal-2 status

Port Name Status Vlan Duplex Speed Type
Gil connected 1 full a-100M Copper
Giz connected 1 half a-100M Copper

Syntax

Parameter

Default

Mode

Usage

€ce
no ece

Default eee state is disabled.

Interface Configuration

Use “eee” command to make port to enable the energy efficient Ethernet

feature.

Use no form of this command to disable ece.

The only way to show this configuration is using “show running-config”

command.
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Example

This example shows how to configure port fal and fa2 to be protected port.

Switch (config)# interface gil
Switch (config-if) # eee

This example shows how to show current jumbo-frmae size
Switch# show running-config interface gil
interface gil

cee

Syntax

flowcontrol (auto | off | on)
no flowcontrol

Parameter

auto Enable AUTO flow-control configuration.

off Force flow-control as disabled.

on Force flow-control as enabled.

Default

Mode

Usage

Default port flow control is off.

Interface Configuration

Use “flowcontrol” command to change port flow control configuration.

Use no form to restore flow control to default (off) configuration.

Example

This example shows how to modify port duplex configuration.
Switch(config)# interface gil
Switch(config-if)# flowcontrol on

This example shows how to show current flow control configuration
Switch# show interfaces gil

Hardware is Fast Ethernet

Full-duplex, Auto-speed, media type is Copper

flow-control is on

0 packets input, 0 bytes, 0 throttles Received 0 broadcasts (0 multicasts)
0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

0 multicast, 0 pause input

0 input packets with dribble condition detected

379 packets output, 31981 bytes, 0 underrun

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collision, 0 deferred

0 PAUSE output
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Syntax jumbo-frame </5/8-9216>

Parameter <1518-10000> Maximum frame size

Default Default maximum frame size is 1522.

Mode Global Configuration

Usage Use “jumbo-frame” command to modify maximum frame size.
The only way to show this configuration is using “show running-config”
command.

Example This example shows how to modify maximum frame size on fal to 9216
bytes.
Switch (config)# jumbo-frame 9216
This example shows how to show current jumbo-frmae size
Switch# show running-config
jumbo-frame 9216

Syntax protected no
protected

Default Default protected state is no protected.

Mode Interface Configuration

Usage Use “protected” command to make port to be protected. Protected port is
only allowed to communicate with unprotected port. In other words, protected
port is not allowed to communicate with another protected port.
Use no form to make port unprotected.

Example This example shows how to configure port fal and fa2 to be protected port.

Switch (config)# interface range fal-2
Switch (config-if-range) # protected

This example shows how to show current protected port state.
Switch# show interfaces fal-2 protected

Port | Protected State
_______ +_________________
gil |enabled

gi2 J|enabled
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Syntax show interfaces /FF PORTS
show interfaces /F° PORTS status
show interfaces /' PORTS potected
Parameter IFF PORTS Specifiy port to show.
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show interface” command to show detail port counters, parameters and
status.

Use “show interface status” command to show brief port status.

Use “show interface protected” command to show protected status.

Example This example shows how to show current counters
Switch# show interfaces gil
Hardware is Fast Ethernet
Auto-duplex, Auto-speed, media type 1is Copper
flow-control is off
0 packets input, 0 bytes, 0 throttles
Received 0 broadcasts (0 multicasts)
runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
multicast, 0 pause input
input packets with dribble condition detected
packets output, 0 bytes, 0 underrun
output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred
PAUSE output

OO O OO o oo

This example shows how to show current protected port state.
Switch# show interfaces gil-2 protected
Port | Protected State
_______ +_________________
Gil |enabled
Gi2 |enabled

This example shows how to show current port status

Switch# show interfaces gil-2 status
Port Name Status Vlan Duplex Speed Type
fal connected 1 full a-100M Copper
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Syntax speed (10 | 100 | 1000)

speed auto [(10 | 100 | 1000 | 10/100)]

speed nonegtiate

no speed nonegtiate
Parameter 10 Force 10 Mbps operation.

100 Force 100 Mbps operation.

1000 Force 1000 Mbps operation.

auto Enable AUTO speed configuration_
Default Default port speed is auto with all available abilities.
Mode Interface Configuration
Usage Use “speed” command to change port speed configuration. The speed is only

able to configure to the physical maximum speed. For example, in fast
Ethernet port, speed 1000 is not available.

You cannot configure the speed on the SFP module ports, but you can
configure the speed to not negotiate (nonegotiate) if it is connected to a device
that does not support autonegotiation.

Example This example shows how to modify port speed configuration.
Switch (config)# interface gil
Switch (config-if) # speed 100
Switch (config-if)# exit
Switch (config)# interface gi2
Switch (config-if) # speed auto 10/100

This example shows how to show current speed configuration
Switch# show running-config interfaces gil-2
interface gil

speed 100
interface gi2

speed auto 10/100

This example shows how to show current interface link speed
Switch# show interfaces fal-2 status

Port Name Status Vlan Duplex Speed Type
gil connected 1 a-full a-100M Copper
giz2 connected 1 a-full a-100M Copper
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Syntax shutdown

no shutdown
Parameter
Default Default port admin state is no shutdown.
Mode Interface Configuration
Usage Use “shutdown” command to disable port and use “no shutdown” to enable

port. If port is error disabled by some reason, use “no shutdown” command

can also recovery the port manually.
Example This example shows how to modify port duplex configuration.

Switch(config)# interface gil
Switch (config-if)# shutdown

This example shows how to show current admin state configuration
Switch# show running-config interfaces gil
interface gil

shutdown

This example shows how to show current link status

Port Name Status Vlan Duplex Speed Type
gil disable 1 full auto Copper

22. Port Error Disable

errdisable recovery cause

Syntax errdisable recovery cause (alljacljarp-inspection/bpduguard|broadcast-
flood|dhcp-rate-limit|psecure-violation|selfloop|unicast-flood unknown-
multicastflood)
no errdisable recovery cause (alljacljarp-inspection bpduguard|broadcast-
flood|dhcp-rate-limit|psecure-violation|selfloop|unicast-flood unknown-

multicastflood)

Parameter all Enable timer to recover from acl causes.
acl Enable timer to recover from all causes.
arp-inspection Enable timer to recover from arp rate limit causes.
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bpduguard Enable timer to recover from bpdu guard causes.
broadcast-flood Enable timer to recover from broadcast flood causes.
dhcp-rate-limit Enable timer to recover from dhcp rate limit causes.
psecure-violation  Enable timer to recover from port security causes.
selfloop Enable timer to recover from selfloop causes.
unicast-flood Enable timer to recover from unicast flood causes.

unknown- multicastflood Enable timer to recover from unknown
multicast flood causes.

Default Error disable recovery is disabled for all cause.

Mode Global Configuration

Usage Ports would be disabled because of the invalid actions detected by protocols.
To enable the port error disable recovery from the specific cause, use the
command errdisable recovery cause in the Global Configuration mode.

Example The following example enables the port error disable recovery for the STP

BPDU Guard and self-loog cause.

Switch (config) # errdisable recovery cause bpduguard
Switch (config) # errdisable recovery cause selfloop

errdisable recovery interval

Syntax errdisable recovery interval seconds

Parameter <30-86400> Interval with the number of seconds

Default The default recovery time is 300 seconds.

Mode Global Configuration

Usage To set the recovery time of the error disabled ports, use the command
errdisable recovert interval in the Global Configuration mode.

Example The following example set the agimg time to 500 seconds.

Switch (config)# errdisable recovery interval 60
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show errdisable recovery
Syntax show errdisable recovery
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the error disable configuration and the interfaces in the error disabled

state, use the command show errdisable recovery in the Privileged EXEC

mode.
Example The following example shows the error disable configuration, and the

interfaces in the error disabled state.

Switch# show errdisable recovery

ErrDisable Reason | Timer Status
__________________________ +_______________
bpduguard | enabled
selfloop | enabled

broadcast-flood | disabled
unknown-multicast-flood | disabled
unicast-flood | disabled

acl | disabled

psecure-violation | disabled
dhcp-rate-limit | disabled
arp-inspection | disabled

Timer Interval : 60 seconds
Interfaces that will be enabled at the next timeout:

Port | Error Disable Reason | Time Left
_____ +__________________________+____________

23. Port Security

Syntax port-security
no port-security

Parameter None
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Default Default is disabled
Mode Global Configuration
Usage The “port-security” command enables the port security functionality
globally.
Use the no form of this command to disable.
You can verify settings by the show port-security command.
Example The following example shows how to enable port security
switch(config)# port-security
switch# show port-security
port-security is:  Enabled
Syntax port-security
no port-security
Parameter None
Default Default is disabled
Mode Port Configuration
Usage The “port-security” command enables the port security functionality on this
port.
Use the no form of this command to disable
You can verify settings by the show port-security interface command.
Example The following example shows how to enable port security on interface fal

switch(config)# interface gil
switch(config-if)# port-security
switch# show port-security interfaces gil

Port | Security | CurrentAddr |  Action
+ + +
gil | Enabled (1) | 0 | Discard
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Syntax port-security address-limit </-256> action (forward|discard|shutdown)

no port-security address-limit
Parameter <1-256> Number of limitation.

forward Forward.

discard Discard.

shutdown Shutdown Port
Default The address-limit default is 1 and action is “drop”.
Mode Port Configuration
Usage Use the “port-security address-limit” command to set the learning-limit

number and the violation action.
Use the no form of this command to restore the default settings.
You can verify settings by the show port-security interface command.

Example The following example shows how to enable port security on port 1 and set
the learning limit number to 10.
switch(config)# interface gil
switch(config-if)# port-security address-limit 10 action discard
switch(config-if)# port-security
switch# show port-security interfaces gil

Port | Mode | Security |CurrentAddr|  Action

+ + - -
gil | Dynamic | Enabled ( 10) | 0 | Discard

Syntax show port-security

Parameter None

Default No default value for this command.
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Mode Privileged EXEC
Usage Use “show port-security” command to show port-security global
information.
Example This example shows how to show port-security configurations.
Switch# show port-security
port-security is:  Enabled
Syntax show port-security interface /' PORTS
Parameter IF PORTS Select port to show port-security configurations.
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show port-security interfaces” command to show port-security
information of the specified port.
Example This example shows how to show port-security configurations on interface fal.
Switch# show port-security interfaces gil
Port | Security | CurrentAddr |  Action
+ + +
gil | Enabled ( 10) | O | Discard

24. Protocol VLAN

Syntax vlan protocol-vlan group <1-8> frame-type
(ethernet ii|llc_other|snap 1042) protocol-value VALUE
no vlan protocol-vlan group <1-8>

Parameter <1-8> Group index
(ethernet iilllc otherjsnap 1042) Specify protocol based frame type
protocol-value Protocol value
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Default no protocol vlan group are configured
Mode Global Configuration
Usage Use the vlan protocol-vlan group Global Configuration mode command to
add protocol vlan group with spefied proto type and value.
Use the no form of this command to remove protocol vlan group setting.
You can verify your setting by entering the show vlan proto-vlan Privileged
EXEC command
Example The following example show how to configure protocol vlan group:
Switch(config)# vlan protocol-vlan group 1 frame-type ethernet _ii
protocol-value 0x806
Switch(config)# vlan protocol-vlan group 2 frame-type llc_other protocol-
value 0x800
Switch# show vlan protocol-vlan
GroupID | Status | Type | value
- + +
1 | Enabled | Ethernet | 0x0806
2 | Enabled | LLC other |  0x0800
3 | Disabled | - --
4 | Disabled | - --
5 | Disabled | - --
6 | Disabled | - --
7 | Disabled | - --
8 | Disabled | - --
Syntax vlan protocol-vlan group <I-8> vlan <1-4094>
no vlan protocol-vlan group <1-8>
Parameter <1-8> Group index
<1-4094> VLANID (e.g. 100).
Default In default all group are not binding to any interface.
Mode Interface configuration
Usage Use the vlan protocol-vlan binding Interface Configuration mode command

to binding protocol VLAN Group on specified interfaces,
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Use the no form of this command to cancel protocol VLAN Group Binding.
You can verify your setting by entering the show vlan protocol-vlan
interfaces IF_PORTS Privileged EXEC command

Example The following example how to configure Protocol VLAN function on
specified interfaces..
Switch(config)# interface gil
Switch(config-if)# vlan protocol-vlan group 1 vlan 2
Switch(config-if)# vlan protocol-vlan group 2 vlan 3
Switch# show vlan protocol-vlan interfaces fal

Port fal :
Group 1
Status : Enabled
VLANID :2
Group 2
Status : Enabled
VLANID :3
Group 3
Status : Disabled
Group 4
Status : Disabled
Group 5
Status : Disabled
Group 6
Status : Disabled
Group 7
Status : Disabled
Group 8

Status : Disabled

Syntax show vlan protocol-vlan [group <1-8>]

Parameter <1-8> Specify protocol vlan group to display

Default N/A

Mode Privileged EXEC

Usage Use the show vlan proto-vlan command in EXEC mode to display Proto

VLAN group configuration
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Example The following example how to display Proto VLAN group configuration
Switch# show vlan protocol-vlan
GroupID | Status | Type | value
+ + +
1 | Enabled | Ethernet | 0x0806
2 | Enabled | LLC other | 0x0800
3 | Disabled | -- ] --
4 | Disabled | -- | --
5 | Disabled | -- ] --
6 | Disabled | -- | --
7 | Disabled | -- ] --
8 | Disabled | -- | --
Syntax show vlan protocol-vlan interfaces IF PORTS
Parameter IF PORTS Specify interfaces protocol vlan to display
Default N/A
Mode Privileged EXEC
Usage Use the show vlan protocol-vlan interface command in EXEC mode to
display the Protocol VLAN interfaces setting
Example The following example shows how to display the Protocol VLAN interfaces

setting
Switch# show vlan protocol-vlan interfaces gil

Port gil :
Group 1
Status : Enabled
VLANID :2
Group 2
Status : Enabled
VLANID :3
Group 3
Status : Disabled
Group 4
Status : Disabled
Group 5
Status : Disabled
Group 6
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Status : Disabled
Group 7
Status : Disabled
Group 8
Status : Disabled
25. QoS
Syntax qos
no qos
Default Default qos is disabled.
Mode Global Configuration
Usage Use “qos” command to enable quality of service which according to basic

trust type to assign queue for packets, and packets with higher priority are
able to send first.
Use no form of this command to disable quality of service.

Example This example shows how to change qos to basic mode.
Switch (config)# gos
This example shows how to check current qos mode.
Switch# show gos
QoS Mode: basic
Basic trust: cos

Syntax qos cos <0-7>

Parameter cos <0-7> Specify the default VPT value.

Default Default CoS value for interface is 0.

Mode Interface Configuration

Usage Sometimes, there is no qos information in the packets, such as CoS, DSCP, 1P

Precedence. But we still can give the priority for packets by configuring the
interface default cos value. If there is no qos information in the packets, the
device will use this default cos value and find the cos-queue map to get the
final destination queue.

Use “qos cos” command to assign port default cos value.
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Example This example shows how to configure default cos value 7 on interface gil.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# qos cos 7
Switch (config-if)# end
Switch# show gos interface GigabitEthernet 1
Port | CoS | Trust State | Remark Cos | Remark DSCP | Remark IP Prec
———————— e A ittt
gil | 7 | enabled | disabled | disabled | disabled |
Syntax qos map (cos-queue | dscp-queue | precedence-queue) SEQUENCE to <I-
8>
qos map (queue-cos | queue-precedence) SEQUENCE to <0-7>
gos map queue-dscp SEQUENCE to <0-63>
Parameter cos-queue Map assigned CoS values to select an egress queue. Use
the command no form to return to the default value
dscp-queue Modify the DSCP to queue map
precedence-queue  Modify the IP Precedence to queue map
queue-cos Modify the queue to CoS map
queue-dscp Modify the queue to DSCP map
queue-precedence  Modify the queue to ip precedence map
SEQUENCE Specify the cos, dscp, precedence or queue with one or
multiple values.
<1-8> Specify th queue id
<0-7> Specify the cos or precedence values
<0-63> Specify the dscp values
Default The default values of cos-queue are showing in the following table.
CoS Queue ID
0 2
1 1
2 3
3 4
4 5
5 6
6 7
7 8
The default values of dscp-queue are showing in the following table.
DSCP Queue ID
0~7 1
8~15 2
16~23 3
24~31 4
32~39 5
40~47 6
48~55 7
56~63 8

The default values of ip precedence are showing in the following table.
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IP Precedence Queue ID
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
The default values of queue-cos are showing in the following table.
Q}‘l‘;“e CoS
1 1
2 0
3 2
4 3
5 4
6 5
7 6
8 7
The default values of queue-dscp are showing in the following table.
Queue
D DSCP
1 0
2 8
3 16
4 24
5 32
6 40
7 48
8 56
The default values of queue-precedence are showing in the following table.
Q;‘Bue IP Precedence
1 0
2 1
3 2
4 3
5 4
6 5
7 6
8 7
Mode Global Configuration
Usage According to different trust type, packets will be assigned to different queue

based on the specific qos map. For example, if the trust type is trust cos, the
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device will get the cos value in packet and reference the cos-queue mapping
to assign the correct queue.

The queue to cos, dscp or precedence maps are used by remarking function. If
the port remarking feature is enabled, the remarking function will reference
these 3 tables to remark packets.

Example This example shows how to map cos 6 and 7 to queue 1.
Switch (config)# qgos map cos-queue 6 7 to 1
Switch# show gos map cos-queue
CoS to Queue mappings
COS o 1 2 3 4 5 6 7

This example shows how to map queue 4 and 5 to cos 7.
Switch (config)# qos map queue-cos 4 5 to 7
Switch# show gos map queue-cos

Queue to CoS mappings

Queue 1 2 3 4 5 6 7 8

Syntax qos queue strict-priority-num <(0-8>
qos queue weight SEQUENCE
show qos queueing

Parameter strict-priority-num <0-8> Specify the strict priority queue number
weight SEQUENCE Specify the non-strict priority queue
weight value. The valid queue weight
value is from 1 to 127.

Default Default strict priority queue number is 8, it means all queues are strict priority
queue.

The default queue weight for each queue is shown in following table.

Qlll];ue Queue Weight
1 1
2 2
3 3
4 4
5 5
6 9
7 13
8 15
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Mode Global Configuration

Usage The device support total 8 queues for QoS queueing. It is able to set the queue
to be strict priority queue or weighted queue to prevent starvation. The queue
with higher id value has higher priority.

First, you need to decide how many strict priority queue you need. The strict
priority queue will always occupy the higher priority queue. For example, if
you specify the strict priority number to be 2, then the queue 7 and 8 will be
the strict priority queues and the others are weighted queues.

After you setup the number of strict priority queue, you need to setup the
weight for the weighted queues by using “qos queue weight” command. And
the bandwidth will shared by the weight you configured between these
weighted queues.

Example This example shows how to setup device with 3 strict priority queues and give
other weighted queues with weight 5, 10, 15, 20, 25.
Switch (config)# gos queue strict-priority-num 3
Switch (config)# qos queue weight 5 10 15 20 25
Switch# show gos queueing

gid-weights Ef - Priority
1 - 5 dis- N/A

2 - 10 dis- N/A

3 - 15 dis- N/A

4 - 20 dis- N/A

5 - 25 dis- N/A

6 - N/A ena- 6

7 - N/A ena- 7

8 - N/A ena- 8

Syntax qos remark (cos | dscp | precedence)

no qos remark (cos | dscp | precedence)

Parameter cos Remarking CoS value.
dscp Remarking DSCP value.
precedence Remarking ip precedence value.
Default Default CoS remarking is disabled.

Default DSCP remarking is disabled.
Default IP Precedence remarking is disabled.

Mode Interface Configuration

Usage QoS remarking feature allow you to change priority information in packets
based on egress queue. For example, you want all packets egress from
interface fal queue 1 to remark the cos value to be 5 for next tier of device,
you can enable the cos remarking feature on fal and configure the queue-cos
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map for queue 1 map to cos 5.

Use “qos remark” command to enable remarking feature on specific type.
And use “no qow remark” command to disable it.

Example This example shows how to enable remarking features on interface fal.
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# gos remark cos
Switch (config-if)# gos remark dscp
Switch (config-if)# qos remark precedence
Switch (config-if)# end
Switch# show gos interface GigabitEthernet 1

Port | Cos |  Trust State | Remark Cos | Remark DSCP | Remark IP Prec
———————— i e S it e
gil | 0 | enabled | enabled | enabled | enabled |
Syntax qos trust (cos | cos-dscp | dscp | precedence)
Parameter cos Specify trust mode cos
cos-dscp Specify trust mode Cos-DSCP.
dscp Specify trust mode DSCP
precedence Specify trust mode precedence
Default Default QoS trust type is cos.
Mode Global Configuration
Usage In QoS basic mode, there are 4 trust types for device to judge the appropriate
queue of the packets. This command is able to switch between these trust
types.
CoS:

IEEE 802.1p defined 3bits priority value in vlan tag. Trust this value in
packets and assign queue according to cos-queue map.

DSCP:

IETF RFC2474 defined 6bits priority value in IP packet (highest 6bits in ToS
field). Trust this value in packets and assign queue according to dscp-queue
map.

IP Precedence:

The highest 3bits priority value in IP packet ToS field. Trust this value in
packets and assign queue according to precedence-queue map.

CoS-DSCP:

Trust DSCP for IP packets and assign queue according to dscp-queue map.
Trust CoS for non-IP packets and assign queue according to cos-queue map.

Example This example shows how to change qos basic mode trust types.
Switch (config)# qgos trust cos
Switch (config)# gos trust cos-dscp

Managed Switch Software 251 Rev. 3.1.0



Command Line Interface

User Guide
Switch (config)# gos trust dscp
Switch (config)# gos trust precedence
This example shows how to check current qos trust type.
Switch# show gos
QoS Mode: basic
Basic trust: ip-precedence
Syntax qos trust
no qos trus
Parameter
Default Default interface qos trust state is enabled.
Mode Interface Configuration
Usage After QoS function is enabled in basic mode, the device also support per

interface enable/disable the qos function. If the trust state on interface is
enabled, all ingress packets of this interface will remap according to the trust
type and the qos maps. Otherwise, all ingress packets will assign to queue 1.

Use “qos trust” to enable trust state on interface and use “no qos trust” to
disable trust state on interface.

Example This example shows how to disable qos trust state on interface fal.
Switch (config)# interface GigabitEthernet 1
Switch (config-if) # no gos trust
Switch (config-if)# end
Switch# show gos interface GigabitEthernet 1

Port | CoS | Trust State | Remark Cos | Remark DSCP | Remark IP Prec
———————— B et B e it e L e
gil | 0 | disabled | disabled | disabled | disabled |
Syntax show qos
Parameter
Default No default value for this command.
Mode Privileged EXEC
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Usage Use “show qos” command to show qos state and trust type.
Example This example shows how to check current qos mode.
Switch# show gos
QoS Mode: basic
Basic trust: cos
Syntax show qos interface /FF PORTS
Parameter IF PORTS Select port to show qos configurations.
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show qos interfaces” command to show port default cos ,remarking
state and remarking type state informations.
Example This example shows how to show qos configurations on interface fal.
Switch# show gos interface GigabitEthernet 1
Port | CoS | Trust State | Remark Cos | Remark DSCP | Remark IP Prec
———————— et e e B
gil | 7 | enabled | disabled | disabled | disabled |
Syntax show qos map [(cos-queue | dscp-queue | precedence-queue | queue-cos
queue-dscp | queue-precedence)]
Parameter cos-queue CoS to Queue mapping.
dscp-queue DSCP to Queue mapping.
precedence-queue [P Precedence to Queue mapping.
queue-cos Queue to CoS mapping.
queue-dscp Queue to DSCP mapping.
queue-precedence Queue to [P Precedence mapping.
Default No default value for this command.
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Mode Privileged EXEC
Usage Use “show qos map” command to show all kinds of mapping for qos

remapping and remarking features.
Example This example shows how to show all qos maps.

Switch (config)# show gos map

CoS to Queue mappings

COS 0 1 2 3 4 5 6 7

Queue 2 1 3 4 5 6 7 8

DSCP to Queue mappings

dl:d2 0 1 2 3 4 5 6 7 8

0: 1 1 1 1 1 1 1
1 2 2

1. 2 2 2 2 2 2 3 3 3 3

2: 3 3 3 3 4 4 4 4 4 4

3: 4 4 5 5 5 5 5 5 5 5

4: 6 6 6 6 6 6 6 6 7 7

50 7 7 7 7 7 7 8 8 8 8

6: 8 8 8 8

IP Precedence to Queue mappings
IP Precedence 0 1 2 3 4 5 6 7

Queue 1 2 3 4 5 6 7 8

Queue to CoS mappings
Queue 1 2 3 4 5 6 7 8

CoS 1 0 2 3 4 5 6 7

DSCP 0 8162432404856

Queue to IP Precedence mappings Queue 1 2 3 4 5 6
7 8

ipprec 0 1 2 3 4 5 6 7

Syntax show qos queueing
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Parameter
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show qos queueing” command to show qos queueing information.
Example This example shows how to check current qos queueing information.

Switch# show gos queueing

gid-weights Ef - Priority
1 - 3 dis- N/A

2 - 5 dis- N/A

3 - N/A ena- 3

4 - N/A ena- 4

5 - N/A ena- 5

6 - N/A ena- 6

7 - N/A ena- 7

8 - N/A ena- 8

26. Rate Limit

Syntax rate-limit egress </6-1000000>
no rate-limit egress
Parameter <0-1000000> The average traffic rate in Kbps, must be a multiple of
16.
Default Default rate limit is disabled.
Mode Interface configuration
Usage Use the “rate-limit egress” command to configure the egress port shaper.

Use the no form of this command to disable the shaper.

You can verify your setting by entering the show running-config interfaces
command.
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Example The following example show how to configure ingress port rate limit and
egress port shaper.
Switch (config)# interfaces gil
Switch (config-if)# rate-limit egress 2048
Switch# show running-config interfaces gil
interface gil
rate-limit egress 2048

Syntax rate-limit egress queue </-8> <76-1000000>
no rate-limit egress queue </-§>

Parameter <1-8> queue id

<0-1000000> The average traffic rate in Kbps, must be a multiple of
16.

Default Default queue rate limit is disabled.

Mode Interface configuration

Usage Use the “rate-limit egress queue” command to configure the egress queue
shaper.

Use the no form of this command to disable the queue shaper.

You can verify your setting by entering the show running-config interfaces
command.

Example The following example show how to configure ingress port rate limit and
egress port shaper.
Switch (config)# interfaces gil
Switch (config-if)# rate-limit egress queue 3 2048
Switch# show running-config interfaces gil
interface gil
rate-limit egress queue 3 2048

Syntax rate-limit ingress <16-1000000>
no rate-limit ingress

Parameter <16-1000000> The average traffic rate in Kbps, must be a multiple of
16.
<1-8> queue id
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Default Rate limiting is disabled.
Mode Interface configuration
Usage Use the “rate-limit ingress” command to limit the incoming traffic rate on a
port.

Use the no form of this command to disable the rate limit.

You can verify your setting by entering the show running-config interfaces
command

Example The following example show how to configure ingress port rate limit.

Switch (config)# interfaces gil

Switch (config-if)# rate-limit ingress 128
Switch# show running-config interfaces gil
interface gil

rate-limit ingress 128

27. RMON

Syntax rmon event <1-65535> [log] [trap COMMUNITY] [description
DESCRIPTION] [owner NAME]
no rmon event <1-65535>

Parameter <1-65535> index of event.

[log] enable log for event.
[trap COMMUNITY] enable trap for event

[description DESCRIPTION)] description of event (0~127 charactors)

[owner NAME] owner name of event (0~31 charactors).
Default No default is defined.
Mode Global Configuration
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Usage Use the rmon event command to add or modify a RMON evnet entry.
Use the no form of this command to delete.
You can verify settings by the show rmon event command.
Example The example shows how to add RMON event entry with log and trap action

and then modify it action to log only.

switch(config)# rmon event 1 log trap public description test owner admin
switch(config)# show rmon event 1

Rmon Event Index 1

Rmon Event Type : Log and

Trap Rmon Event Community :

public Rmon Event Description : test

Rmon Event Last Sent :

Rmon Event Owner : admin

switch(config)# rmon event 1 log description test owner admin
switch(config)# show rmon event 1

Rmon Event Index 1

Rmon Event Type : Log

Rmon Event Community : public

Rmon Event Description : test

Rmon Event Last Sent :

Rmon Event Owner : admin

Syntax rmon alarm <1-65535> interface IF_PORT (drop-events|octets|pkts|broadcast-pkts|
multicast-pkts|crc-align-errorsjundersize-pkts|oversize-
pkts|/fragments|jabbers|collisions
|[pkts64octets|pkts65to127octets|pkts128to2550ctets|pkts256toS11octets|pkts5S12to1023octets
|pkts1024to1518octets) <1-2147483647> (absolute|delta) rising <0-2147483647> <0-
65535> falling <0-2147483647> <0-65535> startup (rising|rising-falling|falling) [owner
NAME]
no rmon alarm <1-65535>

Parameter <1-65535> index of event
IF PORT Specify the interface to sample
(variable) Specify a mib object to sample
<1-2147483647> Specify the time in seconds that the alarm
monitors the MIB variable.
(absolute|delta) Specify absolute to compare sample counter
absolutely.

Specify delta to compare delta counter
between samples

<0-2147483647> Specify a number which the alarm trigger rising
event

<0-65535> Specify event index when the rising
threshold exceeds.
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<0-2147483647> Specify a number which the alarm trigger falling
event
<0-65535> Specify event index when the falling

threshold exceeds.
(rising|rising- falling|falling)Specify only to how rising or falling startup event. Or
show either rising or falling startup event.

[owner NAME] (Optional) Specify owner of alarm.
Default No default is defined.
Mode Global Configuration
Usage Use the rmon alarm command to add or modify a RMON alarm entry.

Before add alarm entry, at least one event entry must be added.
Use the no form of this command to delete.
You can verify settings by the show rmon alarm command.

Example The example shows how to add RMON alarm entry that sample interface fal
packets delta count every 300 seconds. Trigger event index 1 if over than
rising threshold 10000, trigger event index 2 if lower than falling threshold.

switch(config)# rmon event 1 log
switch(config)# rmon event 2 log

Switch(config)# rmon alarm 1 interface gil pkts 300 delta rising 10000 1
falling 100 1 startup rising-falling owner admin

Rmon Alarm Index 1

Rmon Alarm Sample Interval 300
Rmon Alarm Sample Interface : gil
Rmon Alarm Sample Variable : Pkts
Rmon Alarm Sample Type : delta
Rmon Alarm Type : Rising or Falling
Rmon Alarm Rising Threshold : 10000
Rmon Alarm Rising Event 1

Rmon Alarm Falling Threshold 100
Rmon Alarm Falling Event 1

Rmon Alarm Owner : admin

Syntax rmon history <1-65535> interface IF_PORT [buckets <1-65535>]
[interval <1-3600>] [owner NAME]
no rmon history <1-65535>

Parameter <1-65535> Specify history index to create or modify.

IF PORT Specify the interface to sample
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[bucket <1- (Optional) Specify the maximum number of buckets.
65535>]

[interval <>1- (Optional) Specify time interval for each sample
3600]

[owner NAME] (Optional)Specify owner of history

Default

Mode

Usage

No default is defined.

Global Configuration

Use the rmon history command to add or modify a RMON history entry.
Use the no form of this command to delete.
You can verify settings by the show rmon history command.

Example

The example shows how to add RMON history entry that monitor interface
gil every 60 seconds and then modify it to monitor every 30 seconds.

switch(config)# rmon history 1 interface gil interval 60 owner admin
switch(config)# show rmon history 1

Rmon History Index 1

Rmon Collection Interface: gil

Rmon History Bucket 50

Rmon history Interval 60

Rmon History Owner : admin

switch(config)# rmon history 1 interface gil interval 30 owner admin
switch(config)# show rmon history 1

Rmon History Index 1

Rmon Collection Interface: gil

Rmon History Bucket 50

Rmon history Interval 30

Rmon History Owner : admin

Syntax

clear rmon interfaces IF_PORTS statistics

Parameter

IF PORTS specifies ports to clear

Default

Mode

No default is defined

Privileged EXEC
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Usage

Use the clear rmon interfaces statistics command to clear RMON etherStat
statistics those are recorded on interface.
You can verify results by the show rmon interface statistics command.

Example

The example shows how to clear RMON etherStat statistics on interface gil.

switch# clear rmon interfaces gil statistics
switch# show rmon interfaces gil statistics
==== Port gil
etherStatsDropEvents 0
etherStatsOctets 0
etherStatsPkts 0
etherStatsBroadcastPkts 0
etherStatsMulticastPkts 0
etherStatsCRCAlignErrors 0
etherStatsUnderSizePkts 0
etherStatsOverSizePkts 0
etherStatsFragments 0
etherStatsJabbers 0
etherStatsCollisions 0
etherStatsPkts64Octets 0
etherStatsPkts65to127Octets 0
etherStatsPkts128t02550ctets 0
etherStatsPkts256t05110ctets 0
0
0

etherStatsPkts512to1023Octets
etherStatsPkts1024t015180ctets

Syntax

show rmon interfaces IF_ PORTS statistics

Parameter

IF PORTS specifies ports to show

Default

Mode

Usage

No default is defined
Privileged EXEC

Use the show rmon interfaces statistics command to show RMON etherStat
statistics of interface.

Example

The example shows how to show RMON etherStat statistics of interface gil.

switch(config)# show rmon interfaces gil statistics

==== Port gil
etherStatsDropEvents 0
etherStatsOctets : 81882
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etherStatsPkts 578
etherStatsBroadcastPkts 10
etherStatsMulticastPkts 0
etherStatsCRCAlignErrors 0
etherStatsUnderSizePkts 0
etherStatsOverSizePkts 0
etherStatsFragments 0
etherStatsJabbers 0
etherStatsCollisions 0
etherStatsPkts64Octets 355
etherStatsPkts65to1270Octets 126
etherStatsPkts128t02550ctets 0
etherStatsPkts256t05110ctets 42
etherStatsPkts512to10230ctets 55
etherStatsPkts1024t015180ctets 0

Syntax show rmon event (<1-65535> | all)
Parameter <1-65535> specifies event index to show
all Show all existed event
Default No default is defined
Mode Privileged EXEC
Usage Use the show rmon event command to show existed RMON event entry.
Example The example shows how to show rmon event entry.

switch(config)# rmon event 1 log trap public description test owner admin
switch(config)# show rmon event 1

Rmon Event Index 1

Rmon Event Type : Log and Trap

Rmon Event Community : public

Rmon Event Description : test

Rmon Event Last Sent :

Rmon Event Owner : admin
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Syntax show rmon event <1-65535> log
Parameter <1-65535> specifies event index to show event log
Default No entry and log is exist
Mode Privileged EXEC
Usage Use the show rmon event log command to show log triggered by RMON
alarm.
Example The example shows how to show rmon event log.
switch(config)# show rmon event 1 log
Index 1
Alarm Index 1
Action : Startup Falling
Time : (32918334) 3 days, 19:26:23.34
Description : fal.Pkts=0 <= 100
Syntax show rmon alarm (<1-65535> | all)
Parameter <1-65535> specifies alarm index to show
all Show all existed alarm
Default No alarm is defined
Mode Privileged EXEC
Usage Use the show rmon alarm command to show existed RMON alarm entry.
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Example

The example shows how to show rmon alarm entry.

Switch(config)# rmon alarm 1 interface gil pkts 300 delta rising 10000 1
falling 100 1 startup rising-falling owner admin

Rmon Alarm Index 1

Rmon Alarm Sample Interval 300
Rmon Alarm Sample Interface : gil
Rmon Alarm Sample Variable : Pkts
Rmon Alarm Sample Type : delta
Rmon Alarm Type : Rising or Falling
Rmon Alarm Rising Threshold : 10000
Rmon Alarm Rising Event 1

Rmon Alarm Falling Threshold 100
Rmon Alarm Falling Event 1

Rmon Alarm Owner : admin

Syntax

show rmon history (<1-65535> | all)

Parameter

<1-65535> specifies history index to show

all Show all existed history

Default

Mode

Usage

No history is defined

Privileged EXEC

Use the show rmon history command to show existed RMON history entry.

Example

The example shows how to show RMON history entry.

switch(config)# rmon history 1 interface gil interval 30 owner admin
switch(config)# show rmon history 1

Rmon History Index 1

Rmon Collection Interface: gil

Rmon History Bucket 50

Rmon history Interval 30

Rmon History Owner : admin
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Syntax show rmon history <1-65535> statistic

Parameter <1-65535> specifies history index to show history statistic

Default No history is defined

Mode Privileged EXEC

Usage Use the show rmon history statistic command to show statistics that are
recorded by RMON history.

Example The example shows how to show RMON history statistics

switch(config)# show rmon history 1 statistics

Sample Index 2

Interval Start : (32940466) 3 days, 19:30:04.66
DropEvents 0

Octets : 117226

Pkts 763

BroadcastPkts 9
MulticastPkts 0
CRCAlignErrors 0
UnderSizePkts 0

OverSizePkts 0
Fragments 0
Jabbers 0
Collisions 0
Utilization 1
Sample Index 1
Interval Start : (32939462) 3 days, 19:29:54.62
DropEvents 0
Octets 220
Pkts 3
BroadcastPkts 1

MulticastPkts 0
CRCAlignErrors 0
UnderSizePkts 0
OverSizePkts 0
Fragments 0
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Jabbers 0
Collisions 0
Utilization 0
show snmp
Syntax show snmp
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the status of Simple Network Management Protocol (SNMP), use the
command show snmp in the Privileged EXEC mode.
Example The following example shows the SNMP status.
Switch# show snmp
SNMP is disabled.
show snmp community
Syntax show snmp community
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the configuration of snmp communities, use the command show

snmp community in the Privileged EXEC mode.
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Example

The following example shows the SNMP communities configuration.

Switch# show snmp community

Commnunity Name Group Name View
Access

private all
ro

public all
rw

Total Entries: 2

show snmp engineid

Syntax show snmp engineid
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the SNMPv3 engine IDs defined on the switch, use the command
show snmp engineid in the Privileged EXEC mode.
Example The following example shows the SNMP engind id information.

Switch# show snmp engineid
Local SNMPV3 Engine id: 000364001122

IP address Remote SNMP enginelD

————————————————————————————————————— 192.168.1.11
00036D10000A

Total Entries: 1

show snmp group

Syntax

Parameter

show snmp group

N/A
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Default N/A
Mode Privileged EXEC
Usage To show the SNMP group configuration on the switch, use the command
show snmp group in the Privileged EXEC mode.
Example The following example shows the SNMP group configuration.
Switch# show snmp group
Group Name Model Level ReadView
WriteView Not
private v2c noauth all
all -—-
v3 v3 auth all
all all
Total Entries: 2
show snmp host
Syntax show snmp host
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the SNMP trap notification recipients defined on the switch, use the

command show snmp host in the Privileged EXEC mode.

Example The following example shows the configuration of SNMP notification recipients on the switch.

Switch# show snmp host
Server Community Name Notification Version Notification Type

192.168.1.11 private vl trap

Total Entries: 1
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show snmp trap
Syntax show snmp trap
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the status of SNMP traps on the switch, use the command show
snmp trap in the Privileged EXEC mode.
Example The following example shows the status of SNMP traps.
Switch# show snmp trap
SNMP auth failed trap : Enable
SNMP 1linkUpDown trap : Enable
SNMP cold-start trap : Enable
SNMP warm-start trap : Enable
show snmp view
Syntax show snmp view
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the SNMP view defined on the switch, use the command show snmp
view in the Privileged EXEC mode.
Example The following example shows the configuration of SNMP view.
Switch# s how snmp view
View Name Subtree 0OID
OID Mask View Type
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all
all
private
all

Total Entries:

.1
included

.1.3.3.1
included

show snmp user

Syntax show snmp user
Parameter N/A
Default N/A
Mode Privileged EXEC
Usage To show the SNMP users defined on the switch, use the command show
snmp user in the Privileged EXEC mode.
Example The following example shows the configuration of SNMP user.
Switch# show snmp user
Username: v3
Password: Fok kKKK KAk
Privilege Mode: rw
Access GroupName: v3
Authentication Protocol: md5
Encryption Protocol: none
Access Seclevel: auth
Total Entries:
snmp
Syntax snmp
Parameter N/A
Default SNMP is disabled by default
Mode Global Configuration
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Usage To enable the SNMP on the switch, use the command snmp in the Global
Configuration mode. Otherwise, use the no form of the command to disable to
SNMP.
Example The following example enables the SNMP.
Switch (config)# snmp
snmp community
Syntax snmp community community-name [view view-name] (rojrw)
snmp community community-name group group-name
no snmp community community-name
Parameter community-name Community name (maximum length is 20
characters).
view view-name Community assign the access view.
ro Set community access read only
rw set community access read write
group group-name  Community assign the access group
Default No SNMP community is configured
Mode Global Configuration
Usage To define the SNMP community that permit access for SNMP v1 and v2, use
the command snmp community in the Global Configuration mode.
Example The following example defines the SNMP community named private with the
default view all, and the access right is read-only.
Switch (config)# snmp community private ro
snmp engineid
Syntax snmp engineid (default| ENGINEID)
Parameter default Set snmp engine id default.
ENGINEID Set snmp engineid engine 1d(10~64 hex, the hex num
must be divided b y 2)
must be divided by 2.
Default The default SNMP engine ID on the switch is based on switch MAC address.
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Mode Global Configuration
Usage To define the SNMP engine on the switch, use the command snmp engineid
in the Global Configuration mode.
Example The following example configure the switch SNMP engine 1D

Switch (config)# snmp engineid 00036D001122

snmp engineid rmote

Syntax snmp engineid remote (ip-addr|ipv6-addr) ENGINEID
no snmp engineid remote (ip-addr|ipv6-addr)
Parameter ENGINEID Specify SNMP engine ID. The engine ID is a 10 to 64
hexadecimal characters, and the hexadecimal number
must be divided by 2.
ip-addr IP Address format is A.B.C.D where (A/B/C/D =0 ~
255)
ipv6-addr IPv6 Address format is X:X::X:X
Default N/A
Mode Global Configuration
Usage To define the remote host for SNMP engine, use the command snmp
engineid remote in the Global Configuration mode; and use the no form of
the command to delete the remote host from the SNMP engine.
Example The following example adds the remote /92.168.1.11 into SNMP engine

snmp group

Syntax

Switch (config)# snmp engineid remote 192.168.1.11 00036D10000A

snmp group group-name (1|2¢|3) (noauth|auth|priv) read-view read-view
write-view write-view [notify-view notify-view]
no snmp group group-name security-mode version (1/2¢|3)
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Parameter group-name Specify SNMP group name, and the maximum length is
30 characters.
(12¢3) Specify the SNMP version.
noauth Specify that no packet authentication is performed.
auth security level auth .
priv security level priv
read-view read- view Read view name
write-view write- view Write view name.
notify-view notify- view  Notify view name.

Default No group entry is existed.

Mode Global Configuration

Usage To define the SNMP group, use the command snmp group in the Glocal
Configuration mode, and use the no form of the command to delete the
configuration.

SNMP group configuration is used in the command snmp use to map SNMP
users to the SNMP group. These users would be automatically maped to the

SNMP views defined in this command.

The securety level for SNMP v1 or v2 is always noauth.

Example The following example adds SNMPv3 group

Switch (config)# snmp group v3 version 3 auth read-view all
write-view all notify-view all

snmp host

Syntax snmp host (ip-addr|ipv6-addr|hostmane) [traps|informs] [version (1|2¢)]
community-name [udp-port udp-port| [timeout timeout] [retries retries|
snmp host (ip-addr|ipv6-addr|hostmane) [traps|informs] version 3
[(auth|noauth|priv)] community-name [udp-port udp-port] [timeout
timeout] [retries retries]
no snmp host (ip-addr|ipv6-addr|hostmane) [traps|informs] [version
(112¢3)]

Parameter ip-addr The IP adderss of recipet.
ipv6-addr IPv6 Address format is X:X:: X:X.
hostname Host name.
traps Notification type is Traps.
informs Notification type is informs.
version (1/2¢|3) Version of trap or inform.
noauth Specify that no packet authentication is performed. It is
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applicable only to the SNMPv3 security mode.

auth Specify that no packet authentication without
entryption is performed. It is applicable only to the
SNMPv3 security mode.

priv Specify that no packet authentication with entryption is
performed. It is applicable only to the SNMPv3
security mode.

community-name The SNMP community sent with the notification.
udp-port udp-port  Udp port number.
timeout timeout V2c¢ inform timeout
retries retries V2c¢ inform retries.
Default No SNMP host is configured.

The default SNMP version for the command is SNMPv1.

Mode Global Configuration

Usage To configure the hosts to receive SNMP notificatons, use the command snmp
host in the Global Configuration mode; and use the no form of the command
to delete the configuration.

Example The following example adds the recipet /92.168.1.11 for the SNMP traps
notification.

Switch (config)# snmp host 192.168.1.11 private

snmp trap

Syntax snmp trap (auth|cold-start/linkUpDown|port-security|warm-start)
no snmp trap (auth|cold-start]linkUpDown|port-security|warm-start)
auth Set snmp authentication failure trap.
cold-start Set snmp bootup cold start-up trap.
linkUpDown Set snmp link up and down trap.
port-security Enable the SNMP port security trap.
warm-start Set snmp bootup warm start-up trap.

Default All the SNMP traps are enabled.

Mode Global Configuration

Usage To send the SNMP traps, use the command snmp trap in the Global
Configuration mode; and use the no form of the command to disable the
SNMP traps.
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Example The following example disables and enables the SNMP link up and down
traps individually.
Switch (config)# no snmp trap linkUpDown
Switch (config)# snmp trap linkUpDown
snmp user
Syntax snmp user username group-name [auth (md5|sha) AUTHPASSWD]
snmp user username group-name auth (md5|sha) AUTHPASSWD priv
PRIVPASSWD
No SNMp user username
Parameter username Specify the SNMP user name on the host that connects
to the SNMP agent. The max character is 30 characters.
For the SNMP vl or v2c, the user name must match the
community name by the command snmp host.
group-name Specify the SNMP group to which the SNMP user
belongs. The SNMP group should be SNMPv3 and
configured by the command snmp group.
auth (md5)) Use md5 protocol.
auth (sha)) Use sha protocol.
AUTHPASSWD The password for authentication and the range of length
is from 8 to 32 characters.
Priv PRIVPASSWD Use encryption protocol
Default N/A
Mode Global Configuration
Usage To define a SNMP user, use the command snmp user in the Global
Configuration mode; and use the no form to delete the SNMP user.
Example The following example adds SNMP user v3 into the group v3 by the MD5
authentication.
Switch (config)# snmp user v3 v3 auth md5 12345678
snmp view
Syntax snmp view view-name subtree oid-tree oid-mask (alljoid-mask) viewtype

(included|excluded)
no snmp view view-name subtree (all|oid-tree)
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Parameter

view-name The SNMP view name. Its maximum length is 30
characters.

subtree oid-tree View subtree.

oid-mask (allloid- mask)

Default

Mode

Usage

Iewtype Subtree oid mask.
(included|excluded) Include or exclude the selected MIBs in the view
N/A

Global Configuration

To configure the SNMP view, use the command snmp view in the Global
Configuration mode; and use the no form of the command to delete the
SNMP view.

The default SNMP view cannot be deleted and modified by users. By default,
the maximum numbers of SNMP view is limited to 16.

Example

The following example defines the SNMP view.

Switch (config)# snmp view private subtree 1.3.3.1 oid-mask all
viewtype included

29. Spanning Tree
instance (MST)

Syntax instance instance-id vlan vian-list
no instance instance-id vlan vian-list
Parameter instance-id Instance ID (0~15)
vlan vian-list VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094
Default All VLANSs are mapped to the Common and Internal Spanning Tree (CIST)
instance (instance 0).
Mode MST Configuration
Usage To map the VLAN to the Multiple Spanning Tree (MSTP) instances, use the

command instance in the MST Configuration mode; and use the no form of
the command to restore its default configuration.

All VLANS that are not explicility configured to an MSTP instance are
mapped to the CIST instance (instance 0).
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For two or more switches in the samp MSTP regiom, their VLAN mapping,
name and revision number configuration, must be the same.

Example

revision (MST)

The following example maps the vlan 10-20 to the MSTP instance 1, and
VLAN 100 to instance 2.

Switch (config)# spanning-tree mst configuration
Switch (config-mst)# instance 1 vlan 10-20
Switch (config-mst)# instance 2 vlan 100

Syntax revision rev
no revision

Parameter rev The MSTP revision number. Its valid rage is from 0 to

65535.

Default The default revision number is 0.

Mode MST Configuration

Usage To define the revision for the MSTP configuration, use the command revision
in the MST Configuration mode; and use the no form of the command to
restore it default configuration.

Example The following example defines the revision MSTP configuration to 1.

Switch (config)# spanning-tree mst configuration
Switch (config-mst)# revision 1

show spanning-tree

Syntax

Parameter

Default

Mode

show spanning-tree

N/A

N/A

Privileged EXEC
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Usage To display the spanning tree configuration, use the command spanning-tree in
the Privileged EXEC mode

Example The following example shows the spanning tree configuration.

Switch# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Root ID Priority 32768
Address 00:11:22:33:44:55
This switch is the root
Hello Time 4 sec Max Age 10 sec Forward Delay
25 sec

Number of topology changes 2 last change occurred 20:34:30
ago
Times: hold 0, topology change 0, notification O
hello 4, max age 10, forward delay 25

Interfaces
Name State Prio.Nbr Cost Sts Role EdgePort
Type
gi23 enabled 128.23 19 Blk Desg No P2P
(RSTP)

show spanning-tree interface

Syntax show spanning-tree interface /' PORTS [statistic]
Parameter interface An interface ID or the list of interface IDs.
IF PORTS
statistic Display the STP statistic for an interface.
Default N/A
Mode Privileged EXEC
Usage To show the STP configuration and statistics for an interface, use the
command show spanning-tree interface in the Privileged EXEC mode.
Example The following example shows the STP configuration for the interface fa23.

Switch# show spanning-tree interfaces GigabitEthernet 23

Port fa23 enabled
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State: forwarding
designated

Port id: 128.23

Type: P2P (RSTP)

Designated bridge Priority : 32768
00:11:22:33:44:55

Designated port id: 128.23
cost: O

BPDU Filter: Disabled
Disabled

BPDU: sent 21886, received 0

Role:

Port cost: 19
Edge Port: No
Address:
Designated path

BPDU guard:

The following example shows the STP statistic for the interface fa23.

Switch# show spanning-tree interfaces fa23 statistic

STP Port Statistic

Port

Configuration BDPUs Received
TCN BDPUs Received

MSTP BDPUs Received
Configuration BDPUs Transmitted
TCN BDPUs Transmitted

MSTP BDPUs Transmitted

show spanning-tree mst

Syntax show spanning-tree mst instace-id

Parameter instance-id The MSTP instance ID. Its valid range is from 0 to 15.
Default N/A

Mode Privileged EXEC

Usage To show the information for a specific MSTP instance, use the command

show spanning-tree mst in the Privileged EXEC mode.

Example The following example displays the information for the MSTP instance 0 and

1 individually.
Switch# show spanning-tree mst 0

MST Instance Information

Instance Type : CIST (0)
0/Q0:11:22:33:44:55

Rridage Tdentifier : 32768
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Designated Root Bridge : 32768/ 0/00:11:22:33:44:55
External Root Path Cost : 0
Regional Root Bridge : 32768/ 0/00:11:22:33:44:55
Internal Root Path Cost : O
Designated Bridge : 32768/ 0/00:11:22:33:44:55
Root Port : 0/0
Max Age : 10
Forward Delay : 25
Topology changes : 3
Last Topology Change : 930

VLANs mapped: 1-99,111-4094

gi23 Desg FWD 19 128.23 P2P (RSTP)

Switch# show spanning-tree mst 1

MST Instance Information

Instance Type : MSTI (1)
Bridge Identifier : 32768/ 0/00:11:22:33:44:55

Regional Root Bridge : 32768/ 0/00:11:22:33:44:55
Internal Root Path Cost : O
Remaining Hops : 10
Topology changes : 3
Last Topology Change : 933

VLANs mapped: 100-110

fa23 Desg FWD 19 128.23 P2P (RSTP)

show spanning-tree mst configuration

Parameter

show spanning-tree mst configuration

N/A
N/A

Privileged EXEC
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Usage To show the global MST configuration, use the command show
spanning- tree mst configuration in the Privileged EXEC mode.

Example The following example shows the global MST configuration.

Switch# show spanning-tree mst
configuration Name

[00:11:22:33:44:55]
Revision O Instances configured 2

Instance Vlans mapped

-——— 0 1-99,111-4094
1 100-110

show spanning-tree mst interface

Syntax show spanning-tree mst instance-id interface /[FF PORTS

Parameter instance-id Instance ID (0~15)
interface An interface ID or the list of interface IDs.
IF_PORTS

Default N/A

Mode Privileged EXEC

Usage To show the MSTP instance information on the specific interface,
use the command show spanning-tree mst interface in the
Privileged EXEC mode.

Example The following example shows the MSTP 0 and 1 information

individually on the interface fa23.

Switch# show spanning-tree mst 0 interfaces

fa23 MST Port Information

Port Identifier : 128/23
External Path-Cost : O /19
Internal Path-Cost : 0 /19

Designated Root Bridge : 32768/00:11:22:33:44:55
External Root Cost : O
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Regional Root Bridge
Internal Root Cost
Designated Bridge
Internal Port Path Cost
Port Role

Port State

32768/00:11:22:33:44:55
0
32768/00:11:22:33:44:55
19

Designated

Forwarding

Switch# show spanning-tree mst 1 interfaces GigabitEthernet 23

MST Port Information

Port Identifier
Internal Path-Cost

128/23

0

Regional Root Bridge

32768/00:11:22:33:44:55

Internal Root Cost 0
Designated Bridge 32768/00:11:22:33:44:55
Internal Port Path Cost 19
Port Role Designated

Port State Forwarding
spanning-tree
Syntax spanning-tree

no spanning-tree

Parameter N/A
Default Spanning-Tree is disabled by default.
Mode Global Configuration
Usage To enable the spanning tree, use the command spanning-tree in the Global

Configuration mode; and use the no form of the command to disable the

spanning tree on the switch.

Example The following example disables and enables the spanning tree individually.

Switch (config)# no spanning-tree

Switch (config)# spanning-tree
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spanning-tree bpdu

Syntax spanning-tree bpdu (filtering|flooding)
no spanning-tree bpdu

Parameter filtering bpdu packets are filtered when stp is disabled on ports
flooding bpdu packets are flooded to all ports with stp disabled

and flooding mode

Default The default configuration is flooding.

Mode Global Configuration

Usage To configure the action of Bridge Protocol Data Unit (BPDU) handling when
STP is disabled, use the command spanning-tree bpdu in the Global
Configuration mode. To restore the configuration to the default action, use the
no form of the command.

Example The following example configures the action of BPDU handling to fliter when

the STP is disabled.

Switch (config)# spanning-tree bpdu filtering

spanning-tree bpdu-filter

Syntax spanning-tree bpdu-filter
no spanning-tree bpdu-filter

Parameter N/A

Default BPDU filter is disabled.

Mode Interface Configuration

Usage To enable the BPDU filter, use the command spanning-tree bpdu-filter in
the Interface Configuration mode; and use no form of the command to disable
the BPDU filter.

Example The following example enables the BPDU filter for interface fal.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# spanning-tree bpdu-filter
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spanning-tree bpdu-guard

Syntax spanning-tree bpdu-guard
no spanning-tree bpdu-guard

Parameter N/A

Default BPDU guard is disabled

Mode Interface Configuration

Usage To enable the BPDU filter, use the command spanning-tree bpdu-guard in
the Interface Configuration mode; and use no form of the command to disable
the BPDU filter.

Example The following example enables the BPDU guard for interface gil.

Switch (config)# interface gil
Switch (config-if)# spanning-tree bpdu-guard

spanning-tree cost

Syntax spanning-tree cost cos?
no spanning-tree cost
Parameter cost The value of external path cost (0 = Auto)
Default The default port path cost is 0, and it is determined by the port speed and the
path cost method (long or short).
Interface Long Short
Gigabit Ethernet (1000Mbps) 20000 4
Fast Ethernet (100Mbps) 200000 19
Ethernet (10Mbps) 2000000 100
Mode Interface Configuration
Usage To configure the STP path cost for an interface, use the command spanning-
tree cost in the Interface Configuration mode; and use the no form of the
command to restore it to the default configuration.
Example The following example configures port path cost to 30000 for interface fa2.

Switch (config)# interface gil
Switch (config-if)# spanning-tree cost 30000
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spanning-tree forward-time

Syntax

spanning-tree forward-delay seconds
no spanning-tree forward-delay

Parameter

seconds Forward-delay interval

Default

Mode

Usage

The default forward delay time is 15 seconds.

Global Configuration

To configure the STP bridge forward delay time, which is the amount of time
that a port remains in the Listening and Learning states before it enters the
Forwarding state, use the command spanning-tree forward-time in the Global
Configuration mode. To restore it to the default configuration, use the no form
of the command.

When the forward delay time is configured, the following relationship shold
be maintained:

2 * (forward-time - 1) >= Max-Age

Example

The following example configures STP forward delay time to 25.

Switch (config)# spanning-tree forward-time 25

spanning-tree hello-time

Syntax spanning-tree hello-time seconds
no spanning-tree hello-time
Parameter seconds specifies hello time of Spanning-tree
Default The default STP hello time is 2 seconds.
Mode Global Configuration
Usage STP hello time is the time interval to broadcast its hello message to other

bridges. To configure the STP hello time, use the command spanning-tree
hello-time in the Global Configuration mode; and use the no form of the
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command to restore the hello time to default configuration.

When the hello time is configured, the following relationship should be
maintained:

Max-Age >=2 * (hello-time + 1)

Example

The following example configures BPDU hello time to 4.

Switch (config)# spanning-tree hello-time 4

spanning-tree edge

Syntax spanning-tree edge
no spanning-tree edge

Parameter N/A

Default The default configuration is disabled.

Mode Interface Configuration

Usage To enable the edge mode for an interface, use the command spanning-tree
edge in the Interface Configuration mode; and use the no form of the
command to restore it to the default configuration.
In the edge mode, the interface would be put into the Forwarding state
immediately upon link up. If the edge mode is enabled for the interface and
there are BPDUs received on the interface, the loop might be occurred in the
short time.

Example The following example enables the edge mode for the interface fal.

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# spanning-tree edge

spanning-tree link-type

Syntax spanning-tree link-type (point-to-pointshared)
no spanning-tree link-type

Parameter point-to-point Consider the interface as point-to-point
shared Consider the interface as shared
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Default The default configuration link type is point-to-point for the ports with full
duplex configuration, and shared for the ports with half duplex settings.

Mode Interface Configuration

Usage To set the RSTP link-type for an interface, use the command spanning-tree
link in the Interface Configuration mode. For the default configuration, use
the no form of the command.

Example The following example configures the link-type to point-to-point for the

interface fal.

Switch (config)# interface fal
Switch (config-if)# spanning-tree link-type point-to-point

spanning-tree max-hops

Syntax spanning-tree max-hops counts
no spanning-tree max-hops

Parameter counts Specify the number of hops in an MSTP regision before

the BPDU is discarded. The valid range is 1 to 40.

Default The default max-hops configuration is 20.

Mode Global Configuration

Usage To specify the number of hops for a BPDU to be forwarded in the MSTP
region, use the command spanning-tree max-hops in the Global
Configuration mode; and restore the setting to default configuration by the no
form of the command.

Example The following example specifies the max hops for BPDU to 10.

Switch (config)# spanning-tree max-hops 10

spanning-tree maximum-age

Syntax spanning-tree maximum-age seconds
no spanning-tree maximum-age
Parameter seconds Interval the switch waits between receiving BPDUs

from the root switch
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Default

Mode

Usage

The default maximum age is 20 seconds.

Global Configuration

To set the interval in seconds that the switch can wait without receiving the
configuration messages, before attempting to redefine its own configuration,
use the command spanning-tree maximum-age in the Global Configuratio
mode. For the default configuration, use the no form of the commands.

When the maximum age is configured, the following relationship should be
maintained:

2 * (forward-time - 1)>= Max-Age >= 2 * (hello-time + 1)

Example

The following example configures STP maximum age to 10.

Switch (config)# spanning-tree maximum-age 10

spanning-tree mcheck

Syntax spanning-tree mechek

Parameter N/A

Default N/A

Mode Interface Configuration

Usage To restart the Spanning Tree Protocol (STP) migration process (re-negotiate
forcely with its neighborhood) on the specific interface, use the command
spanning-tree mcheck in the Interface Configuration mode

Example The following example restarts the STP negotiation on the interface fal.

Switch (config)# interface fal
Switch (config-if)# spanning-tree mecheck

spanning-tree mode

Syntax

spanning-tree mode (mstp|rstp|stp)
no spanning-tree force-version
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Parameter

mstp Configure IEEE 802.1S Multiple Spanning Tree

rstp Configure [EEE 802.1W Rapid Spanning Tree Protocol

stp Configure IEEE 802.1D Spanning Tree Protocol

Default

Mode

Usage

The default mode is rstp.

Global Configuration

To specify the spanning tree operation mode, use the command of spanning-
tree mode in the Global Configuration mode. For the default configuration,
use the command no spanning-tree force-version in the Global
Configuration mode.

When the switch is configured as MSTP mode, it can use STP and RSTP for
the backward compatibility with switches working in STP and RSTP mode
individually. For the RSTP configuration, the switch can also use STP for the
switches working in the STP operation.

Example

The following example sets the STP operation to MSTP.

Switch (config)# spanning-tree mode mstp

spanning-tree mst configuration

Syntax spanning-tree mst configuration

Parameter N/A

Default N/A

Mode Global Configuration

Usage To enter the MST configuration mode for the MSTP configuration
modification, use the command spanning-tree mst configuration in the
Global Configuration mode.

Example The following example modifies the MSTP configuration in the MST

Configuration mode.

Switch (config)# spanning-tree mst configuration
Switch (config-mst)# instance 1 vlan 10-20

Switch (config-mst)# name Valkyrie
Switch (config-mst)# revision 1
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spanning-tree

Syntax

mst cost

spanning-tree mst instance-id cost cost
no spanning-tree mst instance-id cost cost

Parameter

instance-id Instance ID (0~15)

Default

Mode

Usage

cost The value of internal path cost (0 = Auto)

The default port path cost is 0, and it is determined by the port speed and the
path cost method (long or short).

Interface Long Short
Gigabit Ethernet (1000Mbps) 20000 4

Fast Ethernet (100Mbps) 200000 19
Ethernet (10Mbps) 2000000 100

Interface Configuration

To configure the path cost for MSTP calculations, use the command
spanning-tree mst cost in the Interface Configuration mode. If the loop
occurs, the MSTP considers the path cost when selecting the interface into the
Forwarding state. For the default configuration, use the no form of the
command.

When configuring the path cost on the CIST (instance 0), it is equal to the

command spanning-tree cost in the Interface Configuration mode.

Example

The following example configures the path cost of interface fal on the
instance 1 to 30000

Switch (config)# interface gil
Switch (config-if)# spanning-tree mst 1 cost 30000

spanning-tree

mst port-priority

Syntax spanning-tree mst instance-id port-priority priority
no spanning-tree mst instance-id port-priority
Parameter instance-id Instance ID (0~15)
priority Priority (0~240)
Default The default port priority on each instance is 128
Mode Interface Configuration
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Usage To configure the interface priority on the specific instances, use the command
spanning-tree mst port-priority in the Interface Configuration mode. For the
default configuration, use the no form of the command.

The priority value must be the multiple of 16. When the port priority on the
CIST (instance 0) is configured, it is equal to the command spanning-tree
port-priority in the Interface Configuration mode.

Example The following example sets the port priority of gil on the instance 1 to 144;
and set the port priority of gil on the CIST (instance 0) to 96

Switch (config)# interface gil
Switch (config-if)# spanning-tree mst 1 port-priority 144
Switch (config-if)# spanning-tree mst 0 port-priority 96

spanning-tree mst priority

Syntax spanning-tree mst instance instance-id priority priority
no spanning-tree mst instance instance-id priority

Parameter instance-id Instance ID (0~15)
priority Priority (0~61440)
Default The default priority on each instance is 32768.
Mode Global Configuration
Usage To configure the bridge priority on the specific instance, use the command

spanning-tree mst priority in the Global Configuration mode. To restore the
default configuration, use the no form of the command.

The value of bridge priority must be the multiple of 4096. A switch with the
lowest priority is the root of the STP topology. For the configuration of bridge
priority on the CIST (instance 0), it is equal to the command spanning-tree
priority in the Global Configuration mode.

Example The following example modifies the bridge priority to 4096 on instance 0 and
instance 1 individually.

Switch (config)# spanning-tree mst 0 priority 4096
Switch (config)# spanning-tree mst 1 priority 4096
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spanning-tree pathcost method

Syntax spanning-tree pathcost method (long/short)

Parameter long The range for the path cost is from 1 to 200000000.
short The range for the path cost is from 1 to 65535.

Default The default path cost method is long.

Mode Global Configuration

Usage To set the spanning tree path cost method, use the command spanning-tree
pathcost method in the Global Configuration mode.
If the short method is specified, the switch calculates the path cost in the
range 1 throuth 65535; Otherwise, it calculates the path cost in the range 1 to
200000000.

Example The following example modifies path cost method to short.

Switch (config)# spanning-tree pathcost method short

spanning-tree pathcost method

Syntax spanning-tree pathcost method (long/short)

Parameter long Specifies that the default port path costs are within
the range: 1-200,000,000.

short Specifies that the default port path costs are within

the range: 1-65,535.

Default The default path cost method is long.

Mode Global Configuration

Usage To set the spanning tree path cost method, use the command spanning-tree

pathcost method in the Global Configuration mode.

If the short method is specified, the switch calculates the path cost in the
range 1 throuth 65535; Otherwise, it calculates the path cost in the range 1 to
200000000.
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Example The following example modifies path cost method to short.

Switch (config)# spanning-tree pathcost method short
spanning-tree port-priority
Syntax spanning-tree port-priority priority

no spanning-tree port-priority priority
Parameter priority Priority (0~240)
Default The default priority for each interface is 128.
Mode Interface Configuration
Usage To configure the STP priority for an interface, use the command spanning-

tree port-priority in the Interface Configuration mode. For the default
configuration, use the no form of the command.

The priority value must be the multiple of 16.

Example The following example modifies the port priority to 96 for the interface gi2 .

Switch (config)# interface gi2
Switch (config-if)# spanning-tree port-priority 96

spanning-tree priority

Syntax spanning-tree priority priority
no spanning-tree priority

Parameter priority Priority (0~61440)

Default The default priority for the switch 32768.

Mode Global Configuration

Usage To configure the bridge priority, use the command spanning-tree mst

priority in the Global Configuration mode. To restore the default
configuration, use the no form of the command.
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The value of bridge priority must be the multiple of 4096. A switch with the
lowest priority is the root of the STP topology. When swithes with the same
priority configuration in the environment, the switch with lowest MAC
address would be selected as the root bridge.

Example

The following example modifies the bridge priority to 4096.

Switch (config)# spanning-tree priority 4096

spanning-tree tx-hold-count

Syntax spanning-tree tx-hold-count count
no spanning-tree tx-hold-count

Parameter count Specifies the tx hold count

Default The default value is 6.

Mode Global Configuration

Usage To limit the maximum numbers of packets transmission per second, use the
command spanning-tree tx-hold-count in the Global Configuration mode.
For the default configuration, use the no form of the command.

Example The following example sets the tx-hold-count to 4.

Switch(config)# spanning-tree tx-hold-count 4

30. Storm Control

show storm-control

Syntax show storm-control

show storm-control interface /FF PORTS
Parameter IF PORTS Specify port to show.
Default No default value for this command
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Mode Privileged EXEC
Usage Use “show storm-control” command to show all storm control related
configurations including global configuration and per port configurations.
Use “show storm-control interface” command to show selected port storm
control configurations.
Example This example shows how to show storm control global configuration.

storm-control

Switch# show storm-control
Storm control preamble and IFG: Excluded
Storm control unit: bps

This example shows how to show current storm control configuration on

interface gil
Switch# show storm-control interfaces GigabitEthernet 1

Port | State | Broadcast | Unkown-Multicast | Unknown-Unicast |
Action
| | kbps | kbps | kbps
|
————————— B i e e el e
gil disable Off( 10000) Off( 10000) Off( 10000)
Drop

Syntax storm-control
no storm-control
storm-control (broadcast | unknown-unicast | unknown-multicast)
no storm-control (broadcast | unknown-unicast | unknown-multicast)
Parameter broadcast Broadcast storm control
unknown-unicast Unknown-unicast storm control
unknown- Unknown-multicast storm control
multicast
Default Default storm control is disabled.
Default broadcast storm control is disabled.
Default unknown multicast storm control is disabled
Default unknown unicast storm control is disabled
Mode Interface Configuration
Usage Storm control function is able to enable/disable on each single port. Use the

“storm control” command to enable storm control feature on the selected
ports. And use “no storm control” command to disable storm control feature.
Not only port is able to enable/disable on the port. Each storm control type is
also able to enable/disable on each single port.

Managed Switch Software 303 Rev. 3.1.0



Command Line Interface
User Guide

Use the “storm-control (broadcastjunknown-unicastjunknown-multicast)”
command to enable the storm control type you need and use no form to
disable it.

Example This example shows how to enable storm control on interface gil.
Switch (config)# interface gil
Switch (config-if) # storm-control

This example shows how to enable broadcast storm control and configure

broadcast storm control rate to 200.
Switch (config)# interface gil
Switch (config-if)# storm-control broadcast

This example shows how to show current storm control configuration on

interface gil
Switch# show storm-control interfaces gil

Port | State | Broadcast | Unkown-Multicast | Unknown-Unicast |
Action
| \ pps \ pps \ pps
\
————————— R it e ittt
gil enable 200 Off( 10000) Off( 10000)
Shutdown

storm-control action

Syntax storm-control action (drop | shutdown)
no storm-control action
Parameter drop Drop packets after exceed storm control threshold
shutdown Shut down port after exceed storm control threshold
Default Default storm control action is drop.
Mode Interface Configuration
Usage Use “storm-control action” command to set the action when the received

storm control packets exceed the maximum rate on an interface.

Use no form to restore to default action.

Example This example shows how to configure storm control action to shutdown port
on interface gil.
Switch (config)# interface gil
Switch (config-if)# storm-control action shutdown

This example shows how to show storm control action on interface gil.
Switch# show storm-control interfaces gil

Port | State | Broadcast | Unkown-Multicast | Unknown-Unicast |
Action
| \ pps \ pps \ pps
\
————————— fo———t |
gil disable Off( 10000) Off( 10000) Off( 10000)
Shutdown
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storm-control ifg
Syntax storm-control ifg (include | exclude)
Parameter include Include preamble and IFG

exclude Exclude preamble and IFG
Default Default storm control inter frame gap is excluded.
Mode Global Configuration
Usage Storm control mechanism will try to calculate ingress packets is exceed

configured rate or not and do corresponding action.
Use storm-control ifg command to include/exclude the preamble and inter
frame gap into the calculating.

Example This example shows how to configure storm inter frame gap to include.
Switch (config)# storm-control ifg include

This example shows how to show storm control global configuration.
Switch# show storm-control

Storm control preamble and IFG: Included

Storm control unit: pps

storm-control level

Syntax storm-control (broadcast | unknown-unicast | unknown-multicast) level
<I1-1000000>

no storm-control (broadcast | unknown-unicast | unknown-multicast)

level

Parameter broadcast Select broadcast storm control type
unknown-unicast  Select unknown unicast storm control type
unknown- Select unknown multicast storm control type
multicast
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<7-1000000> Rate value(bps:16-1000000.pps:1-262143)

Default Default broadcast storm control rate is 10000.
Default unknown multicast storm control rate is 10000.
Default unknown unicast storm control rate is 10000.

Mode Interface Configuration

Usage Each control type is allowed to have different storm control rate.

Use “storm-control (broadcastjunknown-unicastjunknown-multicast)
level” command to configure it

Use no form to restore to default rate.

Example This example shows how to enable broadcast storm control and configure

broadcast storm control rate to 200.

Switch (config)# interface gil

Switch (config-if)# storm-control broadcast

Switch (config-if)# storm-control broadcast level 200

This example shows how to show current storm control configuration on
interface gil
Switch# show storm-control interfaces GigabitEthernet 1

Port | State | Broadcast | Unkown-Multicast | Unknown-Unicast |
Action
| \ pps \ pps \ pps
\
————————— R it e it il et T e
gil enable 200 Off( 10000) Off( 10000)
Shutdown

storm-control unit

Syntax storm-control unit (bps | pps)
Parameter bps Bits per second
PpSs Packets per second
Default Default storm control unit is bps.
Mode Global Configuration
Usage Storm control mechanism will try to calculate ingress packets is exceed

configured rate or not and do corresponding action.
Use storm-control unit command to change the unit of calculating method.
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Example

This example shows how to configure storm control rate unit as pps.
Switch (config)# storm-control unit pps

This example shows how to show storm control global configuration.
Switch# show storm-control

Storm control preamble and IFG: Excluded

Storm control unit: pps

31. System File

boot system

Syntax boot system (image0 | imagel)
Parameter image( Runtime image 0
imagel Runtime image 1
Default Default boot image is imageO.
Mode Global Configuration
Usage Dual image allow user to have a backup image in the flash partition.
Use “boot system” command to select the active firmware image. And
another firmware image will become a backup one.
Example This example shows how to select imagel as active image.
Switch (config)# boot system imagel
Select "imagel" Success
This example shows how to show active image partition.
Switch# show flash
File Name File Size Modified
startup-config 1191 2000-01-01 00:00:23
packup-config 1607 2000-01-01 08:36:23
rsal 974 2000-01-01 00:00:18
rsa2 1675 2000-01-01 00:00:18
dsa2 668 2000-01-01 00:00:18
ssl cert 993 2000-01-01 00:00:18
image0O (backup) 4372401 2012-09-24 01:57:29
imagel (active) 5555970 2012-06-12 12:17:46
copy
Syntax copy (flash:// | tftp://) (flash:// | tftp://)

copy tftp:// (backup-config | running-config | startup-config)
copy (backup-config | running-config | startup-config) tftp://

copy (backup-config | startup-config) running-config
copy ( bas:kup_cnnﬁg_l_tunmng_cnnﬁg)_slartun-conﬁ
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copy (running-config | startup-config) backup-config
Parameter flash:// Specify the file stored in flash to operation. Available
files are:
flash://startup-config
flash://backup-config
flash://rsal
flash://rsa2
flash://dsa2
flash://image0
flash://imagel
flash://ram.log
flash://flash.log
tftp:// Specify remote tftp server and remote file name. The
format is “tftp://192.168.1.111/remote file name”
running-config Running configuration
startup-config Startup configuration
backup-config Backup configuration
Default No default value for this command.
Mode Privileged EXEC
Usage There are many types of files in system. These files are very important for

administrator to manage the switch. The most common file operation is copy.
By using these copy commands, we can upgrade, backup following type of
files.

* Firmware Image

* Configuration Files

* Syslog Files

* Language Files

* Security Certificate

Example This example shows how to copy running configuration to startup

configuration.
Switch# copy running-config startupst-config

This example shows how to backup running configuration to remote tftp
server 192.168.111 with file name testl1.cfg.

Switch# copy running-config tftp://192.168.1.111/testl.cfg
Uploading file.Please Wait...

Uploading Done

Success

This example shows how to upgrade startup configuration from remote tftp
server 192.168.1.111 with file name test2.cfg.
Switch# copy tftp://192.168.1.111/test2.cfg startup-config
Downloading file.Please Wait...
Downloading Done
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Upgrade config success. Do you want to reboot now? (y/n)n

This example shows how to backup security file dsa2 to remote tftp server
192.168.1.111 with file name dsa2.

Switch# copy flash://dsa2 tftp://192.168.1.111/dsa2
Uploading file.Please Wait...

Uploading Done

delete

Syntax delete (startrup-config | backup-config | flash://)

delete system (image0 | imagel)

Parameter flash:// Specify the configuration file stored in flash to delete.
Available files are:
flash://startup-config
flash://backup-config
startup-conﬁg Delete startup conﬁguration file

backup-config Delete backup configuration file
image( Delete flash image0.
imagel Delete flash imagel.

Default No default value for this command.

Mode Privileged EXEC

Usage Use “delete” command to delete configuration files or use “delete system”
command to delete firmware image stored in flash.
The “delete startup-config” command is using to restore factory default and
it is equal to command “restore-defaults”.

Example This example shows how to delete backup configuration file.
Switch# delete backup-config

This example shows how to delete backup firmware image from flash.
Switch# delete system imagel

This example shows how to show file status in flash.
Switch# show flash

File Name File Size Modified
startup-config 1191 2000-01-01 00:00:23
backup-config 1607 2000-01-01 08:36:23
rsal 974 2000-01-01 00:00:18
rsa2 1675 2000-01-01 00:00:18
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dsa2 668 2000-01-01 00:00:18
ssl cert 993 2000-01-01 00:00:18
imaSeO (active) 4372401 2012-09-24 01:57:29
imagel (backup) 0
restore-defaults
Syntax restore-defaults [interfaces /FF PORTS]
Parameter interfaces Specify port to restore its’ ruuning config
IF_PORTS
Default No default value for this command.
Mode Privileged EXEC
Usage Use “restore-defaults” command to restore factory default of all system. The

command is equal to “delete startup-config”,

Example This example shows how to restore factory defaults.
Switch# restore-defaults
Restore Default Success. Do you want to reboot now? (y/n)n

save

Syntax save

Parameter

Default No default value for this command.

Mode Privileged EXEC

Usage Use “save” command to save running configuration to startup configuration
file. This command is equal to “copy running-config startup-config”.

Example This example shows how to save running configuration to startup
configuration.
Switch# save
Success

This example shows how to show startup configuration
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Switch# show startup-config
! System Description: RTK RTL8328-24FE-4GE Switch
! System Version: v2.5.0-beta.32811
! System Name: SwitchEF0102
! System Up Time: 0 days, 4 hours, 31 mins, 43 secs
|
|
|
!
username "" privilege user secret "dnXencJRwflve"
username "admin" secret "FzjrGO6vfbERY"
voice-vlan vpt O
voice-vlan dscp O
show bootvar
Syntax show bootvar
Parameter
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show bootvar” command to show image information in both flash
partitions. It also shows current active image and active image on next
booting.
Example This example shows how to show dual image information
Switch# show bootvar
Image Version Date Status File Name
0 3.0.5 2014-09-22 16:53:53 Active v3.0.5.bix
1 3.1.0 2014-10-09 18:32:26  Not active* v3.1.0.bix
show config
Syntax show (running-config | startrup-config | backup-config)

show running-config interfaces /FF PORTS

Parameter running-config Running configuration
startup-config Startup configuration
backup-config Backup configuration
IF PORTS Specify port to show its’ ruuning config
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Default No default value for this command.
Mode Privileged EXEC
Usage Our configuration file is text based. Therefore, we can show the configuration

on terminal and read it by this command.
Use “show config” command to show configuration files stored in system.

Use “show config interfaces” command to show specific port configurations.

Example This example shows how to show startup configuration
Switch# show startup-config
! System Description: RTK RTL8328-24FE-4GE Switch
System Version: v2.5.0-beta.32811
System Name: SwitchEF0102

!
!
! System Up Time: 0 days, 4 hours, 31 mins, 43 secs
|
|
|
|

username "" privilege user secret "dnXencJRwflve"
username "admin" secret "FzjrGO6vibLERY"
voice-vlan vpt O

voice-vlan dscp 0

This example shows how to show running configuration
Switch# show running-config

! System Description: RTK RTL8328-24FE-4GE Switch

! System Version: v2.5.0-beta.32811

! System Name: SwitchEF0102

! System Up Time: 0 days, 5 hours, 23 mins, 42 secs
|

|

|

|

username "" privilege user secret "dnXencJRwflVe"
username "admin" secret "FzjrGO6vfbERY"
voice-vlan vpt O

voice-vlan dscp O

This example shows how to display running configuraiton on specific port.
Switch# show running-config interfaces gil

interface gil

rate-limit ingress 128
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show flash
Syntax show flash
Parameter
Default No default value for this command.
Mode Privileged EXEC
Usage Use “show flash” command to show all files’ status which stored in flash.
Example This example shows how to show all files status stored in flash.

Switch# show flash

File Name File Size Modified
startup-config 1191 2000-01-01 00:00:23
backup-config 1607 2000-01-01 08:36:23
rsal 974 2000-01-01 00:00:18
rsa2 1675 2000-01-01 00:00:18
dsa2 668 2000-01-01 00:00:18
ssl cert 993 2000-01-01 00:00:18
imageO (active) 4372401 2012-09-24 01:57:29
imagel (backup) 0

32. Surveillance VLAN

surveillance-vian (Global)

Syntax surveillance-vlan
no surveillance -vlan

Parameter

Default Surveillance VLAN is disabled

Mode Global Configuration

Usage Use the surveillance vlan global configuration command to enable the
functional Surveillance VLAN on the device.
Use the no form of this command to disable Surveillance VLAN function.
You can verify your setting by entering the show surveillance vlan
Privileged EXEC command.

Example The following example shows how to enable Surveillance VLAN.

= n
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Switch# show surveillance -vlan

Administrate Surveillance VLAN state : disabled
Surveillance VLAN ID : none (disable)
Surveillance VLAN Aging : 1440 minutes
Surveillance VLAN CoS 16

Surveillance VLAN 1p Remark: disabled

OUI table
OUI MAC | Description
+

surveillance-vian (Interface)

Syntax surveillance-vlan
no surveillance-vlan

Parameter N/A

Default Disable by default.

Mode Interface Configuration

Usage Use the surveillance vlan Interface configuration command to enable OUI
surveillance VLAN configuration on an interface
Use the no form of this command to disable Surveillance VLAN on an
interfaces
You can verify your setting by entering the show surveillance vlan
Privileged EXEC command

Example The following example how to enable Surveillance VLAN function in oui

mode on an interface
Switch(config)#interface range GigabitEthernet 3
Switch(config-if)#surveillance-vlan
Switch# show surveillance-vlan interfaces GigabitEthernet 1-3
Port |State |Port Mode | Cos Mode
+ + +
gil |Disabled| Auto |Src
gi2 | Disabled| Auto |Src
gi3 | Enabled| Auto |Src

surveillance-vian vian

Syntax

surveillance-vlan vlan <1-4094>
no surveillance-vlan vlan
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Parameter <1-4094> Specify the Surveillance VLAN ID
Default The default Surveillance VLAN ID is None.
Mode Global Configuration
Usage Use the surveillance vlan id global configuration command to configure the

VLAN identifier of the surveillance VLAN statically.

Use the no form of this command to restore surveillance VLAN id to default.

You can verify your setting by entering the show surveillance vlan

Privileged EXEC command
Example The following example shows how to set Surveillance VLAN id. The VLAN

1d must be created first.

Switch(config)# surveillance-vlan vlan 128
Switch# show surveillance-vlan

Administrate Surveillance VLAN state : enabled
Surveillance VLAN ID 128

Surveillance VLAN Aging : 1440 minutes
Surveillance VLAN CoS 6

Surveillance VLAN 1p Remark: disabled

surveillance-vian oui-table

Syntax surveillance-vlan oui-table A:B:C [DESCRIPTION]
no surveillance-vlan oui-table [A:B:C]
Parameter A:B:C OUI address(xx:Xx:XX)
DESCRIPTION OUI description string
Default Default has no pre-defined OUL
Mode Global Configuration
Usage Use the surveillance vlan oui-table global configuration command to add

OUI mac address to OUI Table
Use the no form of this command to remove all or specified OUI mac
address..

You can verify your setting by entering the show surveillance vlan
Privileged EXEC command
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Example This following example shows how to add OUI Mac.
Switch(config)# surveillance-vlan oui-table 00:01:02 “Test”
Switch# show surveillance-vlan
Administrate Surveillance VLAN state : enabled
Surveillance VLAN ID 3
Surveillance VLAN Aging : 1440 minutes
Surveillance VLAN CoS  : 6
Surveillance VLAN 1p Remark: disabled

OUI table
OUI MAC | Description
+

00:01:02 | Test

surveillance-vlan cos (Global)

Syntax surveillance-vlan cos <0-7> [remark]
no surveillance-vlan cos

Parameter <0-7> Specify the Surveillance VLAN Class Of Service
remark Surveillance VLAN Remark setting

Default The default cos value is 6, remark is disabled.

Mode Global Configuration

Usage Use the surveillance vlan cos global configurations command to configure
the surveillance VLAN cos value and 1p remark function.
Use the “no” form to restore to default mode.
You can verify your setting by entering the show surveillance vlan
Privileged EXEC command

Example The following example show how to set cos value and enable 1p remark
function
Switch(config)# surveillance-vlan cos 7 remark
Switch# show surveillance-vlan
Administrate Surveillance VLAN state : disabled
Surveillance VLAN ID 128
Surveillance VLAN Aging : 1440 minutes
Surveillance VLAN CoS 7
Surveillance VLAN 1p Remark: enabled

OUI table
OUI MAC | Description
+

00:11:22 | desc
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surveillance-vlan cos (Interface)
Syntax surveillance-vlan cos ( src | all)
no surveillance-vlan cos
Parameter src Specify QoS attributes are applied to packets with OUIs
in the source MAC address.
All Specify QoS attributes are applied to packets that are
classified to the Surveillance VLAN.
Default The default all port in Src mode.
Mode Interface configuration
Usage Use the surveillance vlan cos mode Interface configuration command to
configure OUI surveillance VLAN cos mode configuration on an interface.
Use the “no” form to restore to default mode.
You can verify your setting by entering the show surveillance-vlan
interfaces Privileged EXEC command
Example The following example how to configure surveillance packet QoS attributes

on an interface
Switch(config)#interface range GigabitEthernet 1-3
Switch(config-if -range)#surveillance-vlan cos all
Switch# show surveillance-vlan interfaces fal-3
Port |State |Port Mode | Cos Mode

+ + +
gil |Disabled| Auto |All
gi2 |Disabled| Auto |All
gi3 |Disabled| Auto |All

surveillance-vian mode

Syntax surveillance-vlan mode (auto/manual)
no surveillance-vlan mode
Parameter auto Surveillance Member Port Join Voice VLAN Automatically
manual Voice Member Port Join Voice VLAN Manually By
Administrator
Default The default is auto mode.
Mode Interface Configuration
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Usage

Use the surveillance-vlan mode global configuration command to configure
the surveillance VLAN mode for interface.

Use the “no” form to restore to default mode.

You can verify your setting by entering the show surveillance-vlan
interfaces Privileged EXEC command.

Example

The following example how to configure surveillance mode to manual
Switch(config)#interface range GigabitEthernet 1-3
Switch(config-if)#surveillance-vlan mode manaul
Switch# show surveillance-vlan interfaces GigabitEthernet 1-3
Port |State |Port Mode | Cos Mode

+ + +
gil | Disabled| Manual | Src
gi2 | Disabled| Manual | Src
gi3 | Disabled| Manual | Src

surveillance-vlan aging-time

Syntax surveillance-vlan aging-time <30-65536>
no surveillance-vlan aging-time

Parameter <30-65536> Specify the Surveillance VLAN aging timeout interval

in minutes

Default The default aging-timeout value is 1440 minutes

Mode Global Configuration

Usage Use the surveillance vlan aging-time global configuration command to
configure the surveillance VLAN aging timeout.
Use the “no” form to restore to default time.
You can verify your setting by entering the show surveillance vlan
Privileged EXEC command

Example The following example shows how to set aging time.

Switch(config)# surveillance-vlan aging-time 720
Switch# show surveillance-vlan

Administrate Surveillance VLAN state : disabled
Surveillance VLAN ID 1

Surveillance VLAN Aging : 720 minutes
Surveillance VLAN CoS 5

Surveillance VLAN 1p Remark: enabled
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OUI table
OUI MAC | Description
+
00:11:22 | desc
show surveillance-vian
Syntax show surveillance-vlan
show surveillance-vlan interfaces [[F PORTS]
Parameter I[F_PORTS Specifies interfaces to display surveillance VLAN
settings in OUI mode
Default N/A
Mode Privileged EXEC
Usage Use the show surveillance vlan command in EXEC mode to display the

surveillance VLAN status for all interfaces or for a specific interface if the
surveillance VLAN type is OUI

Example The following example show how to display surveillance vlan OUI mode
settings
Switch# show surveillance-vlan
Administrate Surveillance VLAN state : disabled
Surveillance VLAN ID : none (disable)
Surveillance VLAN Aging : 720 minutes
Surveillance VLAN CoS 6
Surveillance VLAN 1p Remark: disabled

Switch# show surveillance-vlan interfaces GigabitEthernet 1-4
Surveillance VLAN Aging : 720 minutes

Surveillance VLAN CoS 5

Surveillance VLAN 1p Remark: enabled

OOQUI table
OUI MAC | Description
+

00:01:02 | Test
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33. Time

clock set

Syntax clock set HH:MM:SS (jan|feb|mar|apr/may|jun|jul|aug|sep|oct/nov|dec)
<1-31> <2000-2035>

Parameter HH:MM:SS(jan|feb|mar|apr Specify static time of year, month,
|may|jun|jul|aug|sep|oct|nov|dec) day, hour, minute,second

<1-31> <2000-2035>

Default No default is defined.
The clock set to 2000/01/01 08:00:00 by default at startup.

Mode Privileged EXEC

Usage Use the clock set command to set static time. The static time won’t save to
configuration file.
You can verify your setting by entering the show clock Privileged EXEC
command.

Example The example shows how to set static time of switch.

Switch# clock set 00:00:00 dec 1 2000
2000-12-01 00:00:00 UTCH+S

switch# show clock

2000-12-01 00:02:10 UTC+8
Time set manually

clock timezone

Syntax clock timezone ACRONYM HOUR-OFFSET [minutes <0-59>]
no clock timezone

Parameter ACRONYM The acronym of the time zone (1-4 chars)
HOUR-OFFSET <-12-13> Hours difference from UTC
Minutes <1-59> Minutes difference from UTC

Default Default time zone is UTCH+S.

Mode Global Configuration

Usage Use the clock timezone command to set timezone setting.

Use the no form of this command to restore to default setting.
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You can verify your setting by entering the show clock detail Privileged
EXEC command.

Example

clock source

The example shows how to set time zone of switch and then restore to default
time zone.

switch(config)# clock timezone test +5
switch# show clock detail

2000-11-30 21:27:58 test(UTC+5)
Time set manually

Time zone:
Acronym is test
Offset is UTC+5

switch(config)# no clock timezone
switch# show clock detail

2000-12-01 00:30:59 UTC+8
Time set manually

Time zone:
Acronym is
Offset is UTC+8

Syntax clock source (local|sntp)
Parameter local Local
sntp SNTP Server
Default Default is using local time.
Mode Global Configuration
Usage Use the clock source command to set the source of time.
Use the no form of this command to restore to default setting.
You can verify your setting by entering the show clock detail Privileged
EXEC command.
Example The example shows how to set clock source of switch.

switch(config)# clock source sntp

Managed Switch Software 321 Rev. 3.1.0



Command Line Interface
User Guide

switch# show clock detail

2000-12-01 00:35:47 UTC+8
Time source is sntp

Time zone:
Acronym is
Offset i1s UTC+8

clock summer-time

Syntax

clock summer-time ACRONYM date

(jan|feb|jmar|apr|may|jun|jul|aug|sep|oct/nov|dec) <1-31><2000-2037>
HH:MM (jan|febjmar|apr|/may|jun|juljaug|sep|oct|nov|dec) <1-31><2000-

2037> HH:MM [<1-1440>]

clock summer-time ACRONYM recurring (usajeu) [<1-1440>]
clock summer-time ACRONYM recurring (<1-5>|first|last)

(sun|mon|tue|wed|thu|fri|sat)

(jan|feb|mar|apr|/may|jun|jul|aug|sep|octjnov|dec) HH:MM (<1-
5>|first|last) (sun|mon|tue|wed|thu|fri|sat)
(jan|febjmar|apr|/may|jun|jul|aug|sep|octjnov|dec) HH:MM [<1-1440>]

no clock summer-time

Parameter ACRONYM

Specify acronym name of time zone

(jan|feb/mar|apr|
mayjunfjullaug|sep|
octlnov|dec) <1-31>
<2000-2037> HH:MM
(jan|feb/mar|apr|
may|jun|jullaug]sep|
oct|nov|dec) <1-31> <2000-

Specify non-recurring daylight saving time
duration.

2037> HH:MM

<1-1440> Specify adjust offset of daylight saving time

usa Summer time rules are the United States rules.
Start: Second Sunday in March End: First Sunday
in November Time: 2 am local time

eu Summer time rules are the European Union rules.

Start: Last Sunday in March End: Last Sunday in
October Time: 1 am local time

(<1-5>|first|last) (sun|/mon|
tue|wed|thulfri|sat) (jan
|febjmar|apr|may|jun|
juljaug|sep|octinov|dec)
HH:MM (<1-5>|first|last)

(sun|mon|tue|wed|thulfri|sat)

(jan|feb|mar|apr|may|
jun|jul|aug|sep|oct/nov|dec)

Specify ecurring daylight saving time duration.
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HH:MM

Default

Mode

Usage

No default daylight saving time is defined.

Global Configuration

Use the clock summer-time command to set daylight saving time for system
time. The “usa” or “eu” means that use the global daylight saving policy
which defined by international organization. In both the “date”and
“recurring”, the first part of the command specifies when summer time
begins, and the second part specifies when it ends. All times are relative to
the local time zone. The “recurring” means that adjust time every year
within the month.

Use the no form of this command to default setting.

You can verify your setting by entering the show clock detail

Privileged EXEC command.

Example

show clock

Syntax

The example shows how to set clock summer time of switch. You can verify
settings by the following show show clock command.

switch(config)# clock summer-time test recurring usa
switch# show clock detail

Time zone:
Acronym is
Offset is UTC+8

Summertime:
Acronym is test
Recurring every year.
Begins at2 0 3 2:0
Endsat10 11 2:0
Offset is 60 minutes.

show clock [detail]

Parameter

Default

Mode

detail Show timezone and summertime configuration
No default is defined

Privileged EXEC
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Usage Use the show clock command to show clock of switch. The “detail” means
that show more information of clock such as time zone and daylight saving
time.

Example The example shows how to show clock of switch and detail information.

Switch334455(config)# clock source sntp
Switch334455(config)# clock summer-time DLS recurring usa
Switch334455(config)# sntp host 192.168.1.100

Switch334455# show clock

2000-12-01 01:33:24 UTC+8
Time source is sntp

Switch334455# show clock detail
2000-12-01 01:34:15 UTCH+8
Time source is sntp

Time zone:
Acronym is
Offset i1s UTC+8

Summertime:
Acronym is DLS
Recurring every year.
Beginsat2 03 2:0
Endsat10 11 2:0
Offset is 60 minutes.

sntp

Syntax sntp host HOSTNAME [port <1-65535>]
no sntp

Parameter HOSTNAME Hostname String

Default No default SNTP server defined. Default server port is 123 when server
created.

Mode Global Configuration

Usage Use the sntp command to set remote SNTP server.
Use the no form of this command to default setting.
You can verify your setting by entering the show sntp Privileged EXEC
command.
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Example The example shows how to set remote SNTP server of switch.
switch(config)# clock source sntp
switch(config)# sntp host 192.168.1.100
switch# show sntp
SNTP is Enabled
SNTP Server address: 192.168.1.100
SNTP Server port: 123
show sntp
Syntax show sntp
Parameter None
Default No default is defined
Mode Privileged EXEC
Usage Use the show sntp command to remote SNTP server information.
Example The example shows how to show remote SNTP server.
Switch334455# show sntp
SNTP is Enabled
SNTP Server address: 192.168.1.100
SNTP Server port: 123
34. UDLD
errdisable recovery cause udid
Syntax errdisable recovery cause udld
no errdisable recovery cause udld
Parameter N/A
Default Error disable auto recovery is disabled by default.
Mode Global EXEC
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Usage

Use the errdisable recovery cause udld to enable auto recovery of
UniDirectional Link Detection (UDLD).
Use the “no” to disable it.

Example

udid

Syntax

The example shows how to enable auto recovery of UniDirectional Link
Detection (UDLD).

switch(config)# errdisable recovery cause udld
switch# show errdisable recovery
ErrDisable Reason Timer Status

+

bpduguard | disabled

udld | enabled

selfloop | disabled
broadcast-flood | disabled
unknown-multicast-flood | disabled
unicast-flood | disabled

acl | disabled
psecure-violation | disabled
dhcp-rate-limit | disabled
arp-inspection | disabled

Timer Interval : 300 seconds

Interfaces that will be enabled at the next timeout:

Port | Error Disable Reason | Time Left
- -

udld
no udld

Parameter

Default

Mode

Usage

N/A

UDLD is disabled by default.

Interface Configuration

Use the udld command to enable UniDirectional Link Detection (UDLD)
normal mode of interface.

Use the no form of this command to restore to default setting.

You can verify your setting by entering the show udld interface Privileged
EXEC command.
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Example The example shows how to enable UniDirectional Link Detection (UDLD)
normal mode in interface GigabitEthernet 1.

switch(config)# interface GigabitEthernet 1
switch(config-if)# udld
switch# show udld interfaces GigabitEthernet 1
Port enable administrative configuration setting: Enabled
Port enable operational state: Enabled
Current bidirectional state: Unknown
Current operational state: Link up
Message interval: 7
Time out interval: 5
No neighbor cache information stored

udld aggressive

Syntax udld aggressive
no udld aggressive

Parameter N/A

Default UDLD aggressive mode is disabled by default.

Mode Interface Configuration

Usage Use the udld aggressive command to enable UniDirectional Link Detection
(UDLD) aggressive mode of interface.
Use the no form of this command to restore to default setting.
You can verify your setting by entering the show udld interface Privileged
EXEC command.

Example The example shows how to enable udld aggressive mode in interface gil.

switch(config)# interface gil

switch(config-if)# udld

switch# show udld interfaces gil

Port enable administrative configuration setting: Enabled / in aggressive mode
Port enable operational state: Enabled / in aggressive mode

Current bidirectional state: Bidirectional

Current operational state: Advertisement - SINGLE NEIGHBOR
DETECTED
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udld message time

Syntax udld message time message-time-interval
Parameter message-time-interval ~ Specify the interval for sending message.
Range is 1 -90 seconds.

Default Default interval is 15 seconds.

Mode Global Configuration

Usage Use the udld message time to set interval of UniDirectional Link Detection
(UDLD) sent message.

Example The example shows how to set interval of UniDirectional Link Detection
(UDLD) message.
switch(config)# udld message time 30

udld reset

Syntax udld reset

Parameter N/A

Default No default is defined

Mode Privileged EXEC

Usage Use the udld reset command to reset all interfaces disabled by the
UniDirectional Link Detection (UDLD) and permit traffic to begin passing
through them again.
If the interface configuration is still enabled for UDLD, these ports begin to
run UDLD again and are disabled for the same reason if the problem has not
been corrected.

Example The example shows how to reset all interfaces disabled by UDLD

Switch# udld reset
1 ports shutdown by UDLD were reset.
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show udid
Syntax show udld
show udld interfaces /' NMLPORTS
Parameter IF NMLPORTS Specify the normal interfaces to display udld
information
Default No default is defined
Mode Privileged EXEC
Usage Use the show udld command to to display UniDirectional Link Detection
(UDLD) administrative and operational status for all ports or the specified
port.
Example The example shows how to show UniDirectional Link Detection (UDLD)

settings and operational status of interface gil.

Switch334455(config)# show udld interfaces gil

Interface gil

Port enable administrative configuration setting: Enabled / in aggressive mode
Port enable operational state: Enabled / in aggressive mode

Current bidirectional state: Bidirectional

Current operational state: Advertisement - SINGLE NEIGHBOR
DETECTED

Message interval: 15

Time out interval: 5

Entry 1

Expiration time: 20

Current neighbor state: Bidirectional
Device ID : COM4

Device name: com4

Port ID: gi3

Message interval: 7

Time out interval: 5

Neighbor echo 1 device: COM3
Neighbor echo 1 port: gill
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35. VLAN
vian
Syntax vlan
no vlan
Default VLAN 1 created by default
Mode Global Configuration
Usage Use the vlan global configuration command to create VLAN.
Use the no form of this command to remove exist VLAN.
You can verify your setting by entering the show vlan Privileged EXEC
command.
Example The following example creates and removes a VLAN entry (100).

Switch# configure
Switch (config)# vlan 100
Switch# show vlan

VID | VLAN Name | Untagged Ports | Tagged Ports | Type
+ + +

1] default | fal-48,gil-4,lagl-§| --- | Default
100|  VLANOI00| | --- | Static
Name (vian)
Syntax name NAME
Parameter NAME Specify the name of the VLAN (Max. 32 chars).
Default Default name of new vlan is VLANxxxx. Xxxx is 4-digit vlan number.
Mode VLAN Configuration
Usage Use the name vlan configuration command to set name of vlan
You can verify your setting by entering the show vlan Privileged EXEC
command.
Example This example sets the VLAN name of VLAN 100 to be "VLAN-

one-hundred".
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VID | VLAN Name | Untagged Ports | Tagged Ports | Type
+ +

SwitchEF0101(config)# vlan 100
SwitchEF0101(config-vlan)# name VLAN-one-hundred
Switch# show vlan

+ +

1| default | fal-48,gil-4,lagl-8| --- | Default
100 | VLAN-one-hundred | -- | --- | Static

switchport mode

Syntax

switchport mode ( access | hybrid | trunk [uplink] | tunnel)

Parameter

Default

Mode

Usage

access Access port.
hybrid Hybrid port.
trunk Trunk port.
uplink Uplink mode.
tunnel Tunnel port.

Default is trunk mode of all interfaces

Port Configuration

The VLAN mode is used to configure the port for different port role.

Access port: Accepts only untagged frames and join an untagged VLAN.
Hybrid port: Support all functions as defined in IEEE 802.1Q specification.
Trunk port: An untagged member of one VLAN at most, and is a tagged
member of zero or more VLANS. If it is an uplink port, it can recognize
double tagging on this port.

Tunnel port: Port-based Q-in-Q mode.

Use the switch mode port configuration command to set mode of interface
You can verify your setting by entering the show interfaces switchport
Privileged EXEC command.

Example

This example sets VLAN mode to Access port.

SwitchEF0101(config)# interface GigabitEthernet 12
SwitchEF0101(config-if)# switchport mode access
SwitchEF0101# show interfaces switchport GigabitEthernet 12
Port : gil2

Port Mode : Access

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : untagged-only

Ingress UnTagged VLAN ( NATIVE ) : 1

Trunking VLANs Enabled:

Port is member in:
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Vlan Name Egress rule

1 default  Untagged

Forbidden VLAN:Ss:
Vlan Name

SwitchEF0101#

switchport hybrid pvid

Syntax switchport hybrid pvid <1-4094>

Parameter <1-4094> VLAN ID (e.g. 100)

Default Default pivd is 1.

Mode Port Configuration

Usage Use the switch hybrid pivd port configuration command to set pvid of
interface.
You can verify your setting by entering the show interfaces switchport
Privileged EXEC command.

Example This example sets PVID to 100.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode hybrid
SwitchEF0101(config-if)# switchport hybrid pvid 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Hybrid

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 100
Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

1 default Untagged
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Forbidden VLANS:
Vlan Name
SwitchEF0101#
switchport hybrid ingress-filtering
Syntax switchport bybrid ingress-filtering
no switchport hybrid ingress-filtering
Default Default is enabled
Mode Port Configuration
Usage Use the switchport hybrid ingress-filtering port configuration command to

enable vlan ingress filter.
Use the no form of this command to disable.

You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command.

Example This example sets ingress-filtering to disable.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode hybrid
SwitchEF0101(config-if)#no switchport hybrid ingress-filtering
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Hybrid

Gvrp Status : disabled

Ingress Filtering : disabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 100

Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

1 default Untagged

Forbidden VLAN:Ss:
Vlan Name

SwitchEF0101#
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switchport hybrid acceptable-frame-type

Syntax switchport hybrid acceptable-frame-type ( all | tagged-only | untagged-
only)

Parameter all Accept tagged and untagged frames
tagged-only Only accept tagged frames
untagged-only Only accept untagged and priority-tagged frames

Default Default is accept all frames

Mode Port Configuration

Usage Use the switchport hybrid accept-frame-type port configuration command
to choose which type of frame can be accepted.
You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command

Example This example sets acceptable-frame-type to tagged-only.

SwitchEF0101(config)# interface fal0
SwitchEF0101(config-if)# switchport mode hybrid
SwitchEF0101(config-if)# switchport hybrid acceptable-frame-type tagged-
only

SwitchEF0101# show interfaces switchport fal0
Port : gil0

Port Mode : Hybrid

Gvrp Status : disabled

Ingress Filtering : disabled

Acceptable Frame Type : tagged-only

Ingress UnTagged VLAN ( NATIVE ) : 100
Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

1 default Untagged

Forbidden VLAN:Ss:
Vlan Name

SwitchEF0101#
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switchport hybrid allowed vian
Syntax switchport hybrid allowed vlan add VLAN-LIST [(tagged|untagged)]
switchport hybrid allowed vlan remove VLAN-LIST
Parameter VLAN-LIST VLAN List (e.g. 3.6-8): The range of VLAN ID is 1 to 4094
tagged Tagged
untagged Untagged
Default Only vlan 1 is untagged member by default.
Default is tagged member when added.
Mode Port Configuration
Usage Use the switchport hybrid allow vlan add port configuration command to

allow vlan on interface.

Use the switchport hybrid allow vlan remove port configuration command
to remove vlan on interface.

You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command.

Example This example sets port fal0 VLAN to join the VLAN 100 as tagged member.
SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport hybrid allowed vlan add 100-105
SwitchEF0101(config-if)# switchport hybrid allowed vlan remove 105
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0
Port Mode : Hybrid
Gvrp Status : disabled
Ingress Filtering : disabled
Acceptable Frame Type : tagged-only
Ingress UnTagged VLAN ( NATIVE ) : 100

Trunking VLANs Enabled:

Port is member in:

Vlan Name Egress rule
1 default Untagged

100 VLAN-one-hundred Tagged
101 VLANO101 Tagged
102 VLANO102 Tagged
103 VLANO0103 Tagged
104  VLANO104 Tagged

Forbidden VLAN:Ss:
Vlan Name

SwitchEF0101#

Managed Switch Software 335 Rev. 3.1.0



Command Line Interface
User Guide

switchport access vian

Syntax switchport access vlan <1-4094>
No switchport access vlan

Parameter <1-4094> VLAN ID (e.g. 100)

Default Default is vlan 1

Mode Port Configuration

Usage Use the switchport access vlan port configuration command to set native
vlan on interface. The vlan will be pvid on interface as well.
Use the no form of this command to restore to default vlan
You can verify your setting by entering the show interfaces switchport
Privileged EXEC command.

Example This example sets Access port fal0 native VLAN ID to 100.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode access
SwitchEF0101(config-if)# switchport access vlan 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Access

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : untagged-only

Ingress UnTagged VLAN ( NATIVE ) : 100
Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

100 VLAN-one-hundred Untagged

Forbidden VLANSs:
Vlan Name

switchport tunnel vian

Syntax switchport tunnel vlan <1-4094>
no switchport tunnel vlan
Parameter <1-4094> VLAN ID (e.g. 100)
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Default

Mode

Usage

Default is vlan 1

Port Configuration

Use the switchport tunnel vlan port configuration command to set dotlq
tunnel vlan on interface. The vlan will be pvid on interface as well.

Use the no form of this command to remove vlan on interface. The tunnel
vlan id will set to reserve vlan 4095.

You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command.

Example

This example sets Tunnel port gi10 native VLAN to 100.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode tunnel
SwitchEF0101(config-if)# switchport tunnel vlan 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Tunnel

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 100
Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

100 VLAN-one-hundred Untagged

Forbidden VLANSs:
Vlan Name

switchport trunk native vian

Syntax switchport trunk native vlan <1-4094>
no switchport trunk native vlan

Parameter <1-4094> VLAN ID (e.g. 100)

Default Default is vlan 1

Mode Port Configuration
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Usage

Use the switchport trunk native vlan port configuration command to set
native vlan on interface.

Use the no form of this command to restore to default vlan.

You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command.

Example

This example sets Trunk port fal0 native VLAN to 100.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode trunk
SwitchEF0101(config-if)# switchport trunk native vlan 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Trunk

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 100

Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

100 VLAN-one-hundred Untagged

Forbidden VLAN:Ss:
Vlan Name

switchport trunk allowed vian

Syntax switchport trunk allowed vlan ( add | remove ) ( VLAN-LIST | all)
Parameter add Specify which VLAN to add to the port.
remove Specify the VLAN to remove from port
VLAN-LIST VLAN List (e.g. 3.6-8): The range of VLAN ID is 1 to 4094
all
Mode Port Configuration
Usage Use the switchport trunk allow vlan add port configuration command to

allow vlan on interface.

Use the switchport trunk allow vlan remove port configuration command to
remove vlan on interface.

You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command.
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Example

This example sets Trunk port fal0 to add the allowed VLAN 100.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport trunk allowed vlan add 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Trunk

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 1

Trunking VLANs Enabled: 100

Port is member in:
Vlan Name Egress rule

1 default Untagged
100 VLAN-one-hundred Tagged

Forbidden VLANSs:
Vlan Name

switchport default-vian tagged

Syntax switchport default-vlan tagged
no switchport default-vlan tagged

Parameter None

Default Default is untagged

Mode Port Configuration

Usage Use the switchport default vlan tagged port configuration command to
become default vlan tagged member.
Use the no switchport default vlan tagged port configuration command to
restore to default
You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command

Example This example sets Trunk port fal0 membership with the default VLAN to tag.

SwitchEF0101(config)# interface fal0
SwitchEF0101(config-if)# switchport default-vlan tagged
SwitchEF0101# show interfaces switchport fal0

Port : fal0
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Port Mode : Hybrid

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 1
Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

1 default Tagged

Forbidden VLANSs:
Vlan Name

switchport default-vian tagged

Syntax switchport default-vlan tagged
no switchport default-vlan tagged

Parameter None

Default Default is untagged

Mode Port Configuration

Usage Use the switchport default vlan tagged port configuration command to
become default vlan tagged member.
Use the no switchport default vlan tagged port configuration command to
restore to default
You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command

Example This example sets Trunk port fal0 membership with the default VLAN to tag.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode hybrid
SwitchEF0101(config-if)# switchport default-vlan tagged
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Hybrid

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 1

Trunking VLANs Enabled:
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Port is member in:
Vlan Name Egress rule
1 default Tagged
Forbidden VLANS:
Vlan Name
switchport forbidden default-vian
Syntax switchport forbidden default-vlan
no switchport forbidden default-vlan
Parameter None
Default Default is allowed
Mode Port Configuration
Usage Use the switchport forbidden default-vlan port configuration command to

forbid default-vlan on interface.

Use the no switchport forbidden default-vlan port configuration command
to restore to default

You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command

Example This example sets the membership of the default VLAN with port gil0 to
forbidden.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport forbidden default-vlan
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Trunk

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 4095

Trunking VLANs Enabled:

Port is member in:
Vlan Name Egress rule

Forbidden VLAN:Ss:
Vlan Name

1 default
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switchport forbidden vian
Syntax switchport forbidden vlan ( add | remove ) VLAN-LIST
Parameter add Specify which VLAN to add to the port.
remove Specify the VLAN to remove from port
VLAN-LIST VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094
Default No vlan is forbidden by default
Mode Port Configuration
Usage Use the switchport forbidden vlan add port configuration command to
forbid vlan on interface.
Use the switchport forbidden vlan remove port configuration command to
accpet vlan on interface.
You can verify your setting by entering the s show interfaces switchport
Privileged EXEC command
Example This example sets the membership of the VLAN 100 with port gi10 to

forbidden.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport forbidden vlan add 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Trunk

Gvrp Status : disabled

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 1

Trunking VLANs Enabled: 100

Port is member in:
Vlan Name Egress rule

1 default  Untagged

Forbidden VLANSs:
Vlan Name

100 VLAN-one-hundred
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switchport vian tpid
Syntax switchport vlan tpid (0x8100|0x88a8|0x9100|0x9200)
Parameter (0x8100]0x882a8|0x9100]0x9200) Tag-protocol-id (0x8100]0x88a8|0x9100/0x9200)
Default Default TPID is 0x8100
Mode Port Configuration
Usage Use the switchport vlan tpid port configuration command to set TPID

on interface.

You can verify your setting by entering the s show running-

config Privileged EXEC command
Example This example sets the TPID to 0x9100 on interface GigabitEthernet 10.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport mode trunk uplink
SwitchEF0101(config-if)# switchport vlan tpid

0x9100

management-vian

Syntax management-vlan vlan <1-
4094> no management-vlan

Parameter <1-4094> VLAN ID (e.g. 100)

Default Default management vlan is 1.

Mode Global Configuration

Usage Use the management vlan Global Configuration mode command to

set management vlan id. Vlan id must be created first.

Use the no form of this command to restore to default setting.
You can verify your setting by entering the show management-
vlan Privileged EXEC command

Example (1) The following example specifies that management vlan 2 is
created Switch(config)#vlan 2
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Switch(config)# management-vlan vlan 2

(2)The following example specifies that management-vlan is restored to
be default VLAN.

Switch(config)# no management-vlan

show vlan

Syntax show vlan [(VLAN-LIST|dynamic|static)]

Parameter VLAN-LIST VLAN List (e.g. 3.6-8): The range of VLAN ID is 1 to 4094
dynamic Display dynamic entries
mac-vlan MAC-based VLAN configuration
protocol-vlan Protocol-based VLAN configuration
static Display static entries

Default Nones

Mode Privileged EXEC

Usage Display information about vlan entry

Example The following example specifies that show

vlan Switch# show vlan

VID | VLAN Name | Untagged Port | Tagged Port | Type
+

+ + +

1|  default |fal-8,fal0-48lagl-8 | -
Default 100 | VLAN-one-hundred | --- | --- | Static
101 | VLANO101 | - --- | Static
102 | VLANO0102 | - | --- | Static

show vlan interface membership

Syntax show vlan VLAN-LIST interfaces IF_ PORTS membership

Parameter VLAN-List VLAN List (e.g. 3,6-8): The range of VLAN ID is 1 to 4094
IF PORTS Specity interface is to show

Default Nones

Mode Privileged EXEC

Usage Display information about vlan membership on interfaces.
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Example

The following example specifies that show vlan interface
membership Switch# show vlan 100 interfaces GigabitEthernet 10
membership

VLANID :100
VLAN Type : Static
+

Port | Membership
_|_

gi 10 | Forbidden
_|_

show interface switchport

Syntax show interface switchport I[IF PORTS

Parameter IF_ PORTS Gigabit ethernet interface to configure
Default None

Mode Privileged EXEC

Usage Display information about default vlan

Example The following example specifies that show interfacce switchport.

SwitchEF0101(config)# interface GigabitEthernet 10
SwitchEF0101(config-if)# switchport trunk allowed vlan add 100
SwitchEF0101# show interfaces switchport GigabitEthernet 10
Port : gil0

Port Mode : Trunk

Ingress Filtering : enabled

Acceptable Frame Type : all

Ingress UnTagged VLAN ( NATIVE ) : 1

Trunking VLANs Enabled: 100

Port is member in:
Vlan Name Egress rule

1 default Untagged
100 VLAN-one-hundred Tagged

Forbidden VLAN:Ss:
Vlan Name
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show management-vian
Syntax show management-vlan
Parameter None
Default Nones
Mode Privileged EXEC
Usage Display information about management vlan
Example The following example specifies that show management vlan
Switch(config)# show management-vlan
Management VLAN-ID : default(1)
36. Voice VLAN
voice-vian (Global)
Syntax voice-vlan
no voice-vlan
Parameter
Default Voice VLAN is disabled
Mode Global Configuration
Usage Use the voice vlan global configuration command to enable the functional
Voice VLAN on the device.
Use the no form of this command to disable voice vlan function.
You can verify your setting by entering the show voice vlan Privileged
EXEC command.
Example The following example shows how to enable voice vlan.

Switch(config)# voice-vlan

Switch# show voice-vlan

Administrate Voice VLAN state : enabled
Voice VLAN ID 12
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Voice VLAN Aging : 1440 minutes
Voice VLAN CoS  : 6
Voice VLAN 1p Remark: disabled
voice-vilan (Interface)
Syntax voice-vlan
no voice-vlan
Parameter N/A
Default The default all port admin-staus is disabled.
Mode Interface Configuration
Usage Use the voice vlan Interface configuration command to enable OUI voice

VLAN configuration on an interface
Use the no form of this command to disable voice vlan on an interfaces

You can verify your setting by entering the show voice vlan Privileged
EXEC command

Example The following example how to enable voice VLAN function in oui mode on
an interface
Switch(config)#interface range GigabitEthernet 1-3
Switch(config-if)#voice-vlan
Switch# show voice-vlan interfaces GigabitEthernet 1-8
Voice VLAN Aging : 1440 minutes
Voice VLAN CoS  : 6
Voice VLAN 1p Remark: disabled

OUI table
OUI MAC | Description
+
00:E0:BB |3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:DO0:1E | Pingtel
00:01:E3 | Siemens
00:60:B9 | NEC/Philips
00:0F:E2 | H3C
00:09:6E | Avaya

Port | State | Port Mode | Cos Mode
- - -
gil | Enabled| Auto |Src
gi2 | Enabled| Auto |Src
gi3 | Enabled| Auto |Src
gi4 | Disabled | Auto | Src
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gi5 |Disabled| Auto |Src
gi6 | Disabled| Auto |Src
gi7 | Disabled| Auto |Src
gi8 |Disabled | Auto |Src

voice-vian vian

Syntax voice-vlan vlan <2-4094>
no voice-vlan vlan

Parameter <2-4094> Specify the voice vlan Identifier

Default The default Voice VLAN ID is None.

Mode Global Configuration

Usage Use the voice vlan id global configuration command to configure the VLAN
identifier of the voice VLAN statically.
Use the no form of this command to restore voice vlan id to default.
You can verify your setting by entering the show voice vlan Privileged
EXEC command

Example The following example shows how to set Voice vlan id. The vlan id must be

created first.

Switch(config)# voice-vlan vlan 128
Switch# show voice-vlan

Administrate Voice VLAN state : enabled
Voice VLAN ID 0128

Voice VLAN Aging : 1440 minutes
Voice VLAN CoS 6

Voice VLAN Ip Remark: disabled

voice-vlan oui-table

Syntax voice-vlan oui-table A:B:C [DESCRIPTION]
no voice-vlan oui-table [A:B:C]

Parameter A:B:C OUI address(xx:Xx:XX)
DESCRIPTION OUI description string

Default The system default has 8 oui addresses.
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Mode Global Configuration
Usage Use the voice vlan oui-table global configuration command to add oui mac
address to OUI Table

Use the no form of this command to remove all or specified oui mac address..
You can verify your setting by entering the show voice vlan Privileged
EXEC command

Example This following example shows how to add OUI Mac.
Switch(config)# voice-vlan oui-table 00:01:02 “Test”
Switch# show voice-vlan interfaces 1-28
Voice VLAN Aging : 1440 minutes
Voice VLAN CoS 16
Voice VLAN 1p Remark: disabled

OUI table

OUI MAC | Description
+

00:E0:BB | 3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:DO:1E | Pingtel
00:01:E3 | Siemens
00:60:B9 | NEC/Philips
00:0F:E2 |H3C
00:09:6E | Avaya
00:01:02 | Test

Port | State | Port Mode | Cos Mode
- + +

gil | Disabled | Auto | Src

gi2 | Disabled | Auto | Src

gi3 | Disabled| Auto |Src

voice-vian cos (Global)

Syntax voice-vlan cos <0-7> [remark]
no voice-vlan cos

Parameter <0-7> Specify the voice VLAN Class of Service
remark voice VLAN Remark setting

Default The default cos value is 6, remark is disabled.

Mode Global Configuration
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Usage Use the voice vlan cos global configuration command to configure the voice
VLAN cos value and 1p remark function
Use the “no” form to restore to default mode.
You can verify your setting by entering the show voice vlan Privileged
EXEC command

Example The following example show how to set cos value and enable 1p remark
function
Switch(config)# voice-vlan cos 7 remark
Switch# show voice-vlan
Administrate Voice VLAN state : disabled
Voice VLAN ID 1128
Voice VLAN Aging : 1440 minutes
Voice VLAN CoS 27
Voice VLAN 1p Remark: enabled

voice-vlan cos (Interface)

Syntax voice-vlan cos ( src | all)
no voice-vlan cos

Parameter src QoS attributes are applied to packets from IP phones

All QoS attributes are applied on all packets that are
classified to the Voice VLAN.

Default The default all port in Src mode.
Mode Interface configuration
Usage Use the voice vlan cos Interface configuration command to configure OUI

voice VLAN cos mode configuration on an interface

Use the “no” form to restore to default mode.

You can verify your setting by entering the show voice-vlan interfaces
Privileged EXEC command

Example The following example how to configure voice packet QoS attributes on an
interface
Switch(config)#interface range GigabitEthernet 1-3
Switch(config-if)#voice-vlan cos all
Switch# show voice-vlan interfaces GigabitEthernet 1-8
Voice VLAN Aging : 1440 minutes
Voice VLAN CoS 7
Voice VLAN 1p Remark: enabled

OUI table
OUI MAC | Description
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+
00:E0:BB |3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:DO:1E | Pingtel
00:01:E3 | Siemens
00:60:B9 | NEC/Philips
00:0F:E2 |H3C
00:09:6E | Avaya
Port | State | Port Mode | Cos Mode
+ + +
gil | Disabled | Auto | All
gi2 | Disabled | Auto | All
gi3 | Disabled | Auto | All
gi4 | Disabled | Auto | Src
gi5 | Disabled | Auto | Src
gi6 | Disabled | Auto | Src
gi7 |Disabled| Auto |Src
gi8 |Disabled| Auto |Src
voice-vlan mode
Syntax voice-vlan mode (auto/manual)
no voice-vlan mode
Parameter auto Voice Member Port Join Voice VLAN Automatically
manual Voice Member Port Join Voice VLAN Manually By
Administrator.
Default The default is auto mode.
Mode Interface Configuration
Usage Use the voice-vlan mode global configuration command to configure the
voice VLAN mode for interface.
Use the “no” form to restore to default mode.
You can verify your setting by entering the show voice-vlan interfaces
Privileged EXEC command.
Example The following example how to configure voice mode to manual

Switch(config)#interface range GigabitEthernet 1-3
Switch(config-if)#voice-vlan mode manaul

Switch# show voice-vlan interfaces GigabitEthernet 1-8
Voice VLAN Aging : 1440 minutes

Voice VLAN CoS  :7

Voice VLAN 1p Remark: enabled
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OUI table
OUI MAC | Description
+
00:E0:BB |3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:DO:1E | Pingtel
00:01:E3 | Siemens
00:60:B9 | NEC/Philips
00:0F:E2 |H3C
00:09:6E | Avaya

Port | State | Port Mode | Cos Mode
+ + +

gil | Disabled| Manual | Src

gi2 | Disabled| Manual | Src

gi3 | Disabled| Manual | Src

gi4 | Disabled| Auto |Src

gi5 |Disabled| Auto |Src

gi6 | Disabled| Auto |Src

gi7 |Disabled| Auto |Src

gi8 |Disabled| Auto |Src

voice-vlan aging-time

Syntax voice-vlan aging-time <30-65536>
no voice-vlan aging-time

Parameter <30-65536> Specify the aging time in minutes

Default The default aging-timeout value is 1440 minutes

Mode Global Configuration

Usage Use the voice vlan aging-time global configuration command to configure
the voice VLAN aging timeout.
Use the “no” form to restore to default time.
You can verify your setting by entering the show voice vlan Privileged
EXEC command

Example The following example shows how to set aging time.

Switch(config)# voice-vlan aging-time 720
Switch# show voice-vlan
Administrate Voice VLAN state : disabled
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Voice VLAN ID 1
Voice VLAN Aging : 720 minutes
Voice VLAN CoS 5
Voice VLAN 1p Remark: enabled
show voice-vian
Syntax show voice-vlan
show voice-vlan interfaces [[F PORTS]
Parameter I[F_PORTS Specifies intefaces to display voice VLAN settings in
oui mode
Default N/A
Mode Privileged EXEC
Usage Use the show voice vlan command in EXEC mode to display the voice
VLAN status for all interfaces or for a specific interface if the voice VLAN
type is OUI
Example The following example show how to display voice vlan oui mode settings

Switch# show voice-vlan

Administrate Voice VLAN state : disabled
Voice VLAN ID : none (disable)
Voice VLAN Aging : 720 minutes
Voice VLAN CoS 6

Voice VLAN 1p Remark: disabled

Switch# show voice-vlan interfaces GigabitEthernet1-4
Voice VLAN Aging : 720 minutes

Voice VLAN CoS 5

Voice VLAN 1p Remark: enabled

OUI table

OUI MAC | Description
+

00:E0:BB |3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:DO:1E | Pingtel
00:01:E3 | Siemens
00:60:B9 | NEC/Philips
00:0F:E2 |H3C
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37. PoE

PoE Status Informatin

00:09:6E | Avaya

Port | State | Port Mode | Cos Mode

+ + +
gil | Disabled | Auto | Src
gi2 | Disabled | Auto | Src
gi3 | Disabled| Auto |Src
gi4 | Disabled| Auto |Src

Syntax show poe interface status

Parameter interface Interface specific description

Default N/A

Mode Privileged EXEC

Usage Use the show poe interface status command in EXEC mode to display
the poe status.

Example The following example show how to display poe status mode

Switch# show poe interface status

Interface | PoE Control | PoE Detection | Limit Power

| Current Power | Priority | PD Class |

*

*

*

*

*

*

*

gil Enable Disable 32W 0.0W Low N/A
gi2 Enable Disable 32W 0.0W Low N/A
gi3 Enable Disable 32W 0.0W Low N/A
gi4 Enable Disable 32W 0.0W Low N/A
gis Enable Disable 32W 0.0W Low N/A
gi6 Enable Disable 32W 0.0W Low N/A
gi? Enable Disable 32W 0.0W Low N/A
gi8 Enable Disable 32W 0.0W Low N/A
gi9 Enable Disable 32W 0.0W Low N/A
gil0 Enable Disable 32W 0.0W Low N/A
gill Enable Disable 32W 0.0W Low N/A
gil2 Enable Disable 32W 0.0W Low N/A
gil3 Enable Disable 32W 0.0W Low N/A
gil4 Enable Disable 32W 0.0W Low N/A
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gil5 Enable Disable 32W 0.0W Low N/A
2il6 Enable Disable 32W 0.0W Low N/A
gil7 Enable Disable 32W 0.0W Low N/A
2il8 Enable Disable 32W 0.0W Low N/A
2il9 Enable Disable 32W 0.0W Low N/A
2120 Enable Disable 32W 0.0W Low N/A
gi21 Enable Disable 32W 0.0W Low N/A
gi22 Enable Disable 32W 0.0W Low N/A
2i23 Enable Disable 32W 0.0W Low N/A
2124 Enable Disable 32W 0.0W Low N/A

PoE powersupply

Syntax show poe powersupply

Parameter powersupply Power supply info

Default N/A

Mode Privileged EXEC

Usage Use the show poe powersupply command in EXEC mode to display the
poe status.

Example The following example show how to display poe status mode

Switch# show poe powersupply

POE Work Status
PoE Port Number
PoE Support Type
PoE Hardware Version : V1.0

PoE MCU Software Version : 2.0
PoE Voltage

PoE Total

PoE Consumption Power

Power

: online
124

: 802.3af/802.3at

: 547V

: 300W

PoE Chip Temperature Info:

:0.0W

PoE ChipNumber Temperature

1
2
3

61
58
55
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PoE port
Syntax poe enable
Parameter enable enable power on port.

max power port max power

Priority PoE priority for port

Default Default is enabled
Mode Port Configuration
Usage Use the poe enable port configuration command to set enable power on

port.

Use the no form of this command to set disabled power on port.

You can verify your setting by entering the show poe interface status

EXEC command.
Example This example sets poe port GigabitEthernet 10 power to disabled.

Interface | PoE Control | PoE Detection | Limit Power

*®

Switch(config)# interface GigabitEthernet 10
Switch(config-if)# no poe enable
Switch# show poe interface status

gil
gi2
gi3
gi4
gis
gio
gi7
gi8
gi9
gil0
gill
gil2
gil3
gil4
gil5
gil6
gil7
gil8
gil9

k * *k

Disable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A

| Current Power | Priority | PD Class |
* * *
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gi23
gi24
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Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A
Enable Disable 32W 0.0W Low N/A

38. Onvif

Onvif server

Syntax onvif server enable
Parameter enable Enable onvif detect device
Default Default is disabled
Mode Privileged EXEC
Usage Use the Onvif server enable command in EXEC mode to set the onvif
server enable.
You can verify your setting by entering the show onvif server EXEC
Command.
Example The following example show how to set onvif detect device enable
Switch(config)# onvif server enable
Switch# show onvif server
Onvif server status:Enable
Onvif detect
Syntax onvif detect enable
Parameter enable Enable onvif detect device
Default Default is disabled
Mode Privileged EXEC
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Usage Use the Onvif detect enable command in EXEC mode to set the onvif
detect device enable.

You can verify your setting by entering the show onvif detect database EXEC
Command.

Example The following example show how to set onvif detect enable
Switch(config)# onvif detect enable
Switch# show onvif detect database

Mac address | IP address  Interface Model Description Location

a4:14:37:77:41:45 192.168.19.26  gi4 DS-2DE4220IW-DE HIKVISION%20DS-

2DE4220IW-DE city/hangzhou
4c:bd:8f:9d:1£:66 192.168.19.29  gi4 DS-7932N-K4
Network%20Video%20Recorder country/china

Total : 2
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